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A Study on the Design and Implementation of E-AV Models for

University Academic Qualification Verification
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Abstract In recent years, the problem of academic credential falsification is not simply the manipulation of
certificates generated by educational institutions, but also the difficulty of trusting automated relationship
verification and verification itself, such as falsely recording completion as graduation while still in school. This
is due to the lack of sharing of educational background databases among university institutions and the
establishment/operation of independent systems that make it difficult to track educational backgrounds. This
study designs and implements an E-AV model for academic credential verification centered on university
institutions. It summarizes and stores the linked information on the existing academic background in an
encrypted database and implements it with web standard technology considering the compatibility and
scalability of the existing system. The results of sample data verification show that it improves safety against
forgery and complies with storage space and execution performance. This study aims to contribute to the

improvement of online verification services such as academic records management in domestic universities.
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Table 1. Verification information example

List Verification eI
forgery
Graduation/transcript Certificate All possible
Contact department Direct inquiry Impossible
Acquaintance Verification Photo/Talk All possible
Relevance of detailed major Professional Impossible
Knowledge
Graduation Work/Thesis Direct inquiry Some available
Credit completion/ T .
non-regular, etc. Direct inquiry Impossible
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Table 2. Partial forgery example
Educational History
University
Student

Information
Name, Department
Name, Class number
Class information (false
statements)
Topic, Team members, Roles
Detailed grades

Relevance of detailed major

Graduation Work/Thesis
Credit completion
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Table 3. University development language(web)

University Homepage lLanguage
SEOUL | s/ /mmwsnu.ackr  |HTML, JQuery, JS, JSP
NATIONAL T ’ T
KAIST https://www.kaist.ac.kr HTML, JQuery, JS
Korea, KU https://www.korea.ac.kr |HTML, JQuery, JS, JSP
Yonsei https://www.yonsei.ac.kr HTML, JQuery, JS
POSTECH | https://www.postech.ac.kr | HTML, JQuery, JS
Sungkyunkwan|  https://www.skku.edu |HTML, JQuery, JS, JSP
HANYANG  |https://www.hanyang.ac.kr/|HTML, JQuery, JS, JSP
UNIST https://unist-kor.unist.ac.kr| HTML, JQuery, JS
Kyung Hee https://www.khu.ac.kr ~ [HTML, JQuery, JS, JSP
GIST https://www.gist.ac.kr/kr |HTML, JQuery, JS, JSP
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Table 5. Conceptual data model example

. . .. LIST Identifier Other
Table 4. University user authentication University Name, Codo Address, Contact
function(web) Department Name, Code Contact
University Function etc Class Name, Code, Professor Classroom, time
SEOUL Basic, Social login, Name, Resident Registration
NATIONAL Cortfionte. Naver, Kakao, etc. Student Number, Student ID
KAIST au thenii:ﬁ(ﬁgz} AWS) Mobile app, SSO Professor Name, Rﬁzlr(:]ebr;trvl%l%g\strat\on Address, Contact
Korea, KU Basic, Mobile phone PASS(Certificate), SMS Assistant Name, Resident Registration
Yonsei Basic, NAVER Certificate Naver, SSO Number, ID
POSTECH Basic, Smart app Patterns, OTP, etc., SSO Attendance Name, ID, Tardy/Absent
Sungkyunkwan Basic Kingo ID Login Graduation work Name, ID File, Time
HANYANG Basic SSO Paper Name, Time Email
UNIST Basic Facebook ete. Grade Document identification
Kyung Hee Basic, Certificate KSignCASE, SSO Attending . Details
- — - number, Time
GIST Basic, Certificate AnySignForPC, SSO Graduated
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Table 6. Reciprocal data linkage example

List Relation Input
University - -
Department University System
Class Department System
Student Attendance Student
Professor Attendance System
Assistant Department System
Attendance Class Student
Graduation work Professor, Student Student
Paper
Grade
Attending Student System
Graduated
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Table 7. Data protection technology example

Function Technology Policy
Basic -
. HTTPS Activation Check(must)
Communication
Mobile OTP 2 channel
data access . Session
RSA algorithm 2048 bit
Data storage . Session Key
(protection) AES algorithm Separate Sltorage
256 bit
aztlzi;?:;gt%:/ DSA algorithm Quarterly Integration
Data integrity SHA algorithm 256 bit
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Table 8. Data protection policy example

Function Policy
Input data Character/Script filtering
Time related Time Limit
Login OS, IP, etc.
Database Data type, Length, etc.
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Table 9. Key usage(separation) example
Input Function Separation
Access Professor, Private Key (RSA)
System Access Assistant, Private key(RSA)
Edit/Save Server, Session Key(AES)
Student Access Student, Private Key(RSA)
Edit/Save Server, Session Key(AES)
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Fig. 12 B-AV 2.99] 217 29} 432 vhehiic.
AR 4AFS SPH TG B4 A3, BE 7S ES S
A2 TS U9IR Bel(@RAE W 2293 3191 7]
L A SR FEE s,

Login ID, PASSWORD, M OTP

Session Create Session ID(User ID/Timestamp)

i Create Key Pair(Private Key, Public Key)
Beoitation Create Certification(Public Key)

Https Check HTTPS, Verify SSL Domain

Key Exchange Diffie-Hellman

Authentication Verify Certification(Private Key)

Data Protect

D RSA-2048 Fneryption/Decryption
o . Create Sign(Private Key, Hashing)
Digital Signing Sign Verification(Public Key, Hashing)

Data Integrity SHA-256

Policy check Authority and Timestamp Check, File Lock

Fig. 1. Proposed E-AV model structure
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Web APP
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Fig. 2. E-AV model execution process
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qtth. JS AT YE AoflA URLY} ZE HSE A4
AArstaL, § A= Heps 2lH @A (redirect)&
A 7T Hups® SSL #oFHS 517 317
340] 75l R, BaRAY AH AtojofA 7|
Hsl= SSL-TLSY] WA HAK1.2 ¥A o3t

&

@ QUZ(Authentication) : A|AE AREAR= 27791 0]
ol §FEA] S-=5floF ghet. RSA L8] 5(2048)
7Hto g & Ao n=p*q nS 151, 0(n)
=(p-1D*(@q-DE T 1 (e COMF A=A
245 U&= eE F510] (e * d) mod 0(n) = 1
£ WEok= Q171 (n, DE AR 1719 &
A7(n, )= AR 2191 Q1FolA &=
A M¥ SSL QlIFA+= VeriSign, Thawte, Geo
Trust 5 34718 A 2 AFAE ARESHoF oF
st

® A A(Session) : AlAE ARsHE AZAE E
2 EZA]2)(Web Storage)2] Al AA4-E AR
o} AREARZ} Aol A4k 2I1%16H= A9 At
BE xgoh= 1§ A4 IDRYRhHE EFelt.
XSS & FHS BYolr] flsl, A== dlolH
9] A7 EAE A Algteict glolg &
3/EDIE AR AA 71E AASlor gl
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Table 10. Development environment

= S/W and Tech
0S Linux 16.04 Kernel
Web Server Apache 2
Programing Language HTML5, JS, JAVA
Database Mysgl 5.7
: OPENSSL, JSEncrypt
External Library Cipher Class(javarzg

N Hele A ARl (M E HlolE)Y AA
T e Fdcly, S HAES gsA
16.04 ﬂéoﬂﬂ 80 ZEOJA F&sh= FAl & AH
(Apache) 34 5319 WHF &% 2E9+= RSA
718 453/ ESIE Y3t openssl, JSEncrypt 2to]HE
2], Ak Ao} Y Cipher SHAS Z-830
Fig. 3, 4= opensslZ 4433+ AH] RootCAL} Z&}o]
AEQ| QISAE HERHT
A A+ 24 A, kdsita gEAl *1“‘6
RSA 2,048H]E9} 272 913t SHA256 A &
= A83th S A AY dAEN 27 /\FQX}
A9 Q1EAE ATt RootCAE 5H) AR}
71#OEH Y ISA7E "ok 1:11 TAY QIS4

o

rulo
RO o)
i et

tm

o2 o J
rulm oN

AW Y Fo) A openssl BEoIE Bofl AH AUt &
Zo|AE QJUZAE AH] RootCAS] st A Q15A
ojch. &, 4] 718 /ol whet QISA ] AA7E
b &= qltk. A2 ghu(1):32HN): KNS AR
ASA A 8T &= Q.

rootca.crt rootca.csr rootca.key rootca.key.pem
root@goorn: /workspace/WEB_HODULE_JS/cerificate# openssl x509 -noout -in rootca.crt -text
Certificate:
Data:
Version: 1 (ox0)
Serial Number: 11183229796558800940 (ex9b32d03fas73882c)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=KR, ST=none, L=none, O=none, OU=none, CN=none/emailAddress=none@nate.com
validity
Not Before: Dec 24 07:54:09 2022 GHT
Not After : Dec 24 07:54:09 2023 GHT
Subject: C=KR, ST=none, L=none, O=none, OU=none, CN=none/emailAddress=none@nate.com
Subject Public Key Info:
Public key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
©0:e4:e4:20:80:5a: ff:fd:a5:50:38:d1:55:c6zel:
0d:16:62:2a:95:d9:ec:44:2e:67:2d:8c: f8:77:ad:

42:ae:b5:2a:00:58:29:31:41:00:df1ec:41:39:41:
22:5e:af:57:a5:a8: fcic2:1c:d7:03:67:87:6b:8e:

:31:22:¢2:f3:a5:7a:
e:65:02:92:57:90:bb:

t
fb:sd
Exponent: 65537 (©x10001)

Signature Algorith: sha2seliithRSAEncryption
:10:df:ab:
of:33:c6
e9:2b:b6 =
43:5a:7f:bf:52:3a:c2:32:ea:66:fe:49:f1:44:7d:d7:a9:cc:
42:3b:7e:6b:a0:de:0d:51:9c:b9:7c:3e: fo: fata:22:74:cl
e9:1d:d5:13:ae:19:b3:f7:16:46:79:7f:5¢:b9:43:55:ce:dd

Fig. 3. Server - rootCA cerificate(crt)

rootegoorn: /workspace/WEB_MODULE_JS/cerificates openssl x569 —noout —in clienti.crt -text
Certificate:
Data:
Version: 1 (exe)
Serial Number: 12344407845573851316 (0xab50258835f978ae
Signature Algorithm: sha256uithRSAEncryption
Issuer: C=KR, ST=none, L=none, O=none, OU=none, CN=none/emailAddress=nonegnate.com
Validity
Not Before: Dec 24 08:04:43 2022 GMT
Not After : Dec 24 08:04:43 2023 GMT
Subject: C=KR, ST=NONE, L=NONE, O=NONE, OU=NONE, CN=NONE/emailAddress=NONEENATE.COM
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
0:
@es 5
€9:71:bd:6b:50 e:82:12:4:d6:52:68:d5:93:
e4:bi:33:actearcd:13:12:30:d6:3f:d5:16:43:06:
1f: 2
59:
e6: e
e7:1d:c1:88:ac:d8:5f:a9:05:dc:9b:ch:65:7d:11
d7:5e:0e:40:48:97:98:d9:af:5a:3azef 11 1a:d1
do: 3:92:65 :
3
e6:
557 .
a5:51:ee:20:ae:d6:81:d7:0d:35:ac:39:22:F9:98
@b:ed:6b:a1:do:ad:d7:0e:95:31:1f:4a:01:b7:8c:
85:23:39:42:be:2c:bcica:41:2e:29:ca:55:c8:0c:
44:44:daz43:24:8:53:16:6a:b:40:f4:94:e9:3b
fa:f1
Exponent: 65537 (0x10001)
Signature Algorithm: shazsﬁw1thRSAEncryp(10n
f. :6 12

da:gb:d8:ba:79:34:cb:52:aa:1a:f9:ad:44:
6:

82 g
7:102:d9:e5:72:b0:d5:53:e2:bd:89:e9:92:e2:ee:C5:51:9a:
4c:d4:e6:eb:3b:5e:d6:19:b5:71:10:e4:71:4beabo:0b:6e:

Fig. 4. Client - chained cerificate(crt)

Table 112 E-AV 2d9] ) gojejlo] Hloj&
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varchar() A9 BFJ 02 27]81=|glom, Zh glojEo]  oFF] ZYAIE o] gloHu g COUNT 22 12 H4E
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Table 11. E-AV database - table 425 AS
TABLE NAME COLUMN NAME RELATION R =
o UM, GRAD = Fig. 6 E-AV 299] Qi AMgAte] (8 o
MEMBER USER_ID, NAME, NUM EDU o|E])S AZo= S Ve
NUM, NAME, ROOM,
LECTURE TIVE MEMBER
. EAVMedelVedfiaton
ATTENDANCE NUM, CHTEH\C/:E" ROOM, LECTURE
Web Application Server
session | USRI, 8D SKEY. MEMBER
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Fig. 6. E-AV model - verification
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Table 12. E-AV database - file and size

Number of files 1 year (1 semester), more than 150

Ciphertext At least 100 bytes or more
Sign 256 bytes fixed
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Table 13. E-AV database - performance(ms)

Count(Change) Session(all) SIGN(1)
600 402/775/1120 401/514/634
1200 619/653/860 651/752/809
2400 1070/1130/2540 826/923/881
4800 1098/2050/2210 1626/1940/2280
6000 2056/2560/5210 2236/2664/2960
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