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ABSTRACT

Research on autonomous vehicles is being actively conducted, and the effort to commercialize
them is underway in several countries. In Korea, platform construction projects are being carried out
under the supervision of the Ministry of Land, Infrastructure, and Transport to achieve autonomous
cooperative driving. To enable a flawless infrastructure, there is a requirement to build a safe security
agency responsible for the secure operations of the entire process. However, there is no traffic ISAC
in Korea that performs these roles. This paper analyzes related bills and acts of the other domestic
security institutions currently in operation. Based on these results, we suggest appropriate directions
to modify the current laws related to the C-ITS system. Finally, we propose a suitable plan to
establish and operate a C-ITS ISAC.
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1) V2X: Vehicle to Everything
2) ISAC: Information Sharing & Analysus Center(3& = A A E)
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<Table 1> Act on the protection of information and communications infrastructure

Article Detail

“The purpose of this Act is to operate cirtical information and communications infrastructure in a stable manner

by formulating and implementing measures concerning the protection of such infrastructure, in preparation

for intrusion by electronic means, thereby contributing to the safety of the nation and the stability of the
life of people.”

2 FEWST A FRHBSMI|E 7|BNM 2SX|E
FELTH & FAARFA A REAL g3 &2 BH02 AFHJUG. “o] A2 A
HoW Aoz w2t ERFRHARe] Adshs T8 AHFA ZWAAEE 24 A4 A
YA 2HE Bty g5t s FRARFAVAL B2 )R] o] Fsteiol & FRED | Ak
< BHog Ity FRARBN/NAM BEAFHe g4 AFH vk} o] AAH Ay
of thulste] sid FRAYRFAVHAL He)7] o] o] Fsteiol & HRH Tl A7F 7414 A A
Fat7] fsh A= JATHMOLIT, 2020). 7] AEH &3 FRFA7| BaWs v =2 obdet
CITS Q=Zets 753 918 7 e BExo] B2 oz g4

<Table 2> Guidelines for protection of Information and communication infrastructure

Article Detail

“The purpose of this guideline is to prescribe specific matters concerning information protection to be observed
1 by the head of the relevant management agency in order to protect the information and communication
infrastructure under the Minister’s jurisdiction from various electronic infringement
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<Table 3> The improvement of domestic guideline

Article Details
4 Guidelines for protection of information and communication infrastructure
7 Designation of the manager of information protection
20 Notification of the infringement accident
o
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<Table 4> Infrastructure criteria and security checks

Article Details
1 Guidelines for protection of information and communication infrastructure
2 Designation of the manager of information protection
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<Table 5> The work of protection officer

Article Details
3 Qualifications of the information protection officer
4 Duties of the information protection officer
5 Security manual and business procedures
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<Table 6> Responding to security threats
Article Details
6 Vulnerability analysis and evaluation
7 Notice of infringement accident
8 Recovery and protection measures
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<Table 7> Response to security incidents

Article Details
9 Establish of measures to prevent infringement accident_1
10 Establish of measures to prevent infringement accident_2
11 Establish of a liaison system
12 Response to infringement accident_1
13 Response to infringement accident_2
14 Guidelines for the head of ISAC

Road Traffic Operation System

Road Central — — Road Traffic
Control System — — Authority

1 T 1l

‘[ Road Infra 1 J [ Road Infra 2 ] [ Road Infra 3 ]‘

1

<Fig. 2> Road traffic operation system with ISAC
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<Table 8> The establish and operation system of road traffic ISAC

Article Details
1 Autonomous driving infrastructure criteria
2 Protective measures
3 Qualifications of the information protection officer
4 Duties of the information protection officer
5 Security manual and business procedures
6 Vulnerability analysis and evaluation
7 Notice of infringement accident
8 Recovery and protection measures
9 Establish of measures to prevent infringement accident_1
10 Establish of measures to prevent infringement accident_2
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