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Image Steganography for Securing Hangul Messages based
on RS-box Hiding Model
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Abstract Since most of the information is transmitted through the network, eavesdropping and
interception by a third party may occur. Appropriate measures are required for effective,
secure and confidential communication in the network. Steganography is a technology that
prevents third parties from detecting that confidential information is hidden in other media.
Due to structural vulnerabilities, information protected by encryption and steganography
techniques can be easily exposed to illegitimate groups. In order to improve the limitations of
LSB where the simplicity and predictability of the hiding method exist, I propose a technique
to improve the security of the message to be hidden based on PRNG and recursive function.
To enhance security and confusion, XOR operation was performed on the result of selecting a
random bit from the upper bits of the selected channel and the information transformed by
the RS-box. PSNR and SSIM were used to confirm the performance of the proposed method.
Compared to the reference values, the SSIM and PSNR of the proposed method were 0.9999
and 51.366, respectively, confirming that they were appropriate for hiding information.
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Fig. 1. Bitwise conversion process after
decomposition of Hangul message
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Table 1. Performance comparison of the proposed
method

LSB Hong(7] Proposed

MSE | PSNR| MSE | PSNR| MSE | PSNR

1 0.493] 51.199| 0.248| 54.181| 0.473| 51.366

2.326| 44.464| 1.282| 47.054| 1.720| 45.775

w

10.192| 38.048 6.118] 40.264| 10.151| 38.966




X HM168 H23

I'-|I]

102 s=yennssr|asts)s

SSIM2 AR A3z & 2004 HojFEqin

E 2. RGB At H|E HHol| w2 PSNRZF SSIM 2t
Table 2. PSNR and SSIM values according to RGB
channels and bit planes

channel n s:_rr;%e rfgg?;? Proposed
1 51.097 51.094 51.011
R 2 44.706 45.291 45.877
3 | 39.706 | 39.132 38.559
1 50.550 50.556 50.562
G 2 43.867 44.061 44.256
3 | 37970 | 37.431 36.892
PSNR
1| 52.066 | 52.121 52176
B 2 44.950 45.101 45.252
3 | 39319 | 39.072 38.825
1 51.652 52171 51.366
RGB | 2 44,297 44,154 45.775
3 | 37963 | 39.126 | 38.065
1] 09999 | 09999 | 0.9999
SSIM 2 | 09971 | 0.9970 0.9973
3 | 09911 | 0.9921 0.9917
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