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Abstract The Internet of Things, which is the key factor of the 4th industrial revolution, are apt to apply to
many systems. The existing security mechanism cannot be realized with limited resources such as low capacity
of devices and sensors. In order to apply IoT system, a new structure and ultra-lightweight encryption is
required. In this paper, we analyzed security issues that can operate in Internet-based smart home networks, and
to solve the critical issues against these attacks, technologies for device protection between heterogeneous
devices. Security requirements are required to protect from attacks. Therefore, we analyzed the demands and
requirements for its application by analyzing the security architecture and features in smart home network.

Key words : Smart home network, Security, Vulnerability, Sensor node, Internet of Things

]
5o, BV B, A=A Vs G4 S g FAolth 71EY] A, k= = ¥E ¥
o FEFoZ dste], AU F£3 FE o= 59 tlrlol A 71 AAS Edlo], AFECIEY $F o
439, Bddigta A7) dxEetat A Received: March 30, 2023 / Revised: April 14, 2023
el 20239 39 309, F é%iog. 2023»3 49 149 Accepted: May 8, 2023
AAEFEL: 2023 59 8¢ *Corresponding Author: jtkim3050@mokwon.ac.kr

Dept. of Electrical and Electronic Engineering, Mokwon
Univ, Korea

- 707 -


mailto:jtkim3050@mokwon.ac.kr

Analyses of Security Issues and Vulnerability for Smart Home Network based on Internet of Things

J= AAolt) 1 yxAdel
Bl }E{ﬁ U AFHE ALgslel, 9
02 AFES Aot RYUEYT & 9grE A4dm
55 4% vESAeltth o &

nlE & UEYAL de PRSI el AR
FaL 13:%1*,2; A2 T

o1ql vp

REEERE T
ik [1]. o5 7171
S sl ol Hebe A3 A ust wmE
& gov, o 71715 o83, e 71t HEda
& TAshe AUE AU 3 dEHY 38 ol

h=4 p =,
E9)70]), AHERIEY V)%
< 3l

&
QAR BT FAE Wol 7HA L §
o

2
N
N
4%
o
ro e
2
N
2
O
&2
rlo
i)
o2
%
N
=
2
oy

7IRko R A7} o] Fol Aot gtk AANAE F= 3
AL ARG 71, 7F717150] 440 B4 ZRES
I ALFE Este], FEE AL o, =AHQ
3 Alz="e] s A9t 2
2ulE E 718 B9 F e T 325d
(Matter)”7} 2022178 BAA O RE X~
Eg|=8] 71718 Aul 2o did 1S 9% A A
g Foll givh AAZHA 2rtE & VESF 9 Bl &
ok o3| e FAE xSk gtk a‘ﬂ{{ o} g}
E g9= A ket 7144 CCTV 2 IPTV 59 3l
7 AraelA B4 kel 7Hd Jle] BE W}Wl Al

:

FI VEHTY] 4o B Hot FAHE xesln
Ak 7L BRI1E AR BE A RE TH)
o] dAE = BE 77|59 Bale] 4E9 4 9
of, AR Ee] At Fals dozd ok ddFe
2 7k WA AR Azl Mol uA s dst
2 B3k HokY® ZA5ta, sk Bk Hopdx
EAEE F5o 2 JE AL FE Yok H2
o Ysj=el 6H71 A A% B F e

uekel dig BARS gol AR v 71w &
eI FEE AL RN 5L o §F
lo]

o] FUdAB] T AolEd ]S A Eelo] Fal=
Ao el Fastes Tx22 FAF rk B3] o}
BE Fol ¥ Fe A9 dA] At shtel &

£ vEYA Po AAY PRI o|FofFoz <3
g At SR EE 2 2E Aldie] 74 1

o7 o g Hi FEE Ho]

#HlE & Y EYAE F& AEY 4
w0} oo xe] T AR} thdated,
ol Z7VeHAl =it

to 3o
o~ B
oo e
2 oo f

2
)
N g fo 12

(e
AC)
BomE > om Rk Y 19wy RUoox 2

0
2
:Iol:'

ole] w2 7|EA &

Moz 71Ee ofuteS AU HEYD 4& &
e =Edez REdof dvte Wge R st
Ark F ks Fotoid e 7]EARl HF HoF
T UFETS AT ¢ o], 9] 3 71| T
< 9% dojHE he_ﬁ}o}ﬂﬂr zyzkol Al o
A 55 S e Y sd o] AAH
A

= 7&'3—31 =
o] sj7oll= wlaE obdg Holu), o3 FF3} 7]
%S Eslo],  TPM(Trusted Platform Module),

SE(Security Engine) 53 22 kA3 sl=gofof <l
A5 At WS FHsk, diole 9] kds HE
I dlo]ee] AR Al 458l Ve 9 HolHE

u

ﬁ‘ré}ﬂ well 1549 %}% ‘3% dlo IEH Tr%-% =

= o=

DA

I At AntE 3 Y EQ A OEQEH:—
3 717150 EAE) wiel, thekst 5ol Helol
TGAA, st=soer dvkd Hokde wEslE
T ddAeor oy AAelth IoT(nternet of
Things) 38N 7F4 Zo] WAdl= Hokdd Y
22 R g AR PagoR s S
H&ahs 23 4% 717] SOl Aok ew J8 dHS
= 9w s B 5 oluh whehA] B m=RolA
FA7A ] HoF I Hokbd 7 TS B,
AR Tl ke F dES)A) T2 o}
B, T Fods #AEke, ehde Bt giAS Y

shedl B88 Faud §2 BER a9

E I UEYIE 7|7
e 5o AlstE Yoz 9l



The Journal of the Convergence on Culture Technology (JCCT)
Vol. 9, No. 3, pp.707-714, May 31, 2023. pISSN 2384—-0358, elSSN 2384—0366

ato], 719 dmsH 7Rk 7leS A8erlds B
TAE st gl webd g2 A7 FAES,

FE ek ok #4 9 ¥ 84 55 #Mske
FobdS Fa gt} [3] Tommaso 5 AUlE 3%
st Hobgo]  dE Y AHYAA “Network
Sentiment”& AlRFsIAEH, 28 AHEAE 943 £
A AF die] mhebA, 2HtE & UEYA Hel ¥
s gHowr AE E
Talal A. 52 AFEIE ] 7]uksh
A Bl M e Aol 4, Y &
st 2 S AAsATE 53] F
AlE L4R, o71F9 7171 J
gEatA g dsst Ve, AgE A wRey &7
T AArEe] CPU, Betel] FHokek 71E9 ZrEF A
2wl A5 7l 55 AN Bl s S
T AU AE 7uke g dle] AntE & EYA 3
stoll A HIUAS BAsHE HolE A 9% wA
A ZR2EFES AASYTY Mamun Abu-Taire
& Alz=ES ek S HUtebr] 918, Ve
A UESZ 844 S&ske ZFE daeE
WPA2 2 AES®} SSL/TLS ¥ WPAE A< Hlul &
Aate], 7]Ee] 34 W B ANHS V2R St B
PFE ks BAMEAT (6l AHHoR, B
ATAES 802154 7INke] djES9l ZREZS
CoAP(Constrained Application Protocol),
MQTT(Message Queue Telemetry Transport)2t
IPv6 (6LoWPAN) tiejellxe] AHde WPAN(Low
Power Wireless Personal Area Networks) 5= 68
sto] At 9t} [7]. Kozlov 52 AFE 9] M2
the sHgatell A Wk 9F a4 5 ZefoluAlo] o)
A5 om, 53] Hel xElo|WA| A3 A B
As xefolulA] o] Y B Avpe FolA]
AUA ] digk A4S Fato] hHg Wl digk A¥
4] gls Aste] A8 (8.

[
a
m
P
m
:\IB

ox o

s

NN

4u

N, A0l & HEIS +#

A

o A7) Eo] $)%-o] mH ES Batol 4H0
2 Alole 4 Qi BHOR Astol, wek kel B
o wEsE PRz FEH0] Yk WEpd, B ol
A eleld AoPIE s Astel, d Wt o
g Relshe T2 duel 1) A el AelE
Aol Bael Ao BE AA77] % A4 5 A
ofF gl olF TR A I E7| A
oHi3 37 a0 sl BAse

Service Provider

[

Wire/Wireless Network

.

Attack > ® ali
{ Attack ‘ bIE M~
5 — : |
§ internet ‘ :

\ y Physical S Ilr: 'l

—- e o
/ Home Gateway u. =

o

Sensor Network

=8

® || Securify Semsor
£

Sensor
Devices/Nodes

a7 1. ADIE & UESQ39 7|8 #=
Figure 1. Basic Architecture of Smart Home Network

Atz o okxs) RS VI s
B TAY] fEAE, FERS] 5
W7l E9 71494 (Confidentiality), 23 (Integrity),
e o15(Mutual Authentication), 7+
(Availability), ©J"4(Anonymity) 5 Wr=A] B A5
oF gt} wEhA] ol ek AFEQIE Yl P29 E7 3ol A
=, e o)71Fe 7)) B A REES
Aot Z2EZ| HE 5& % THo| "y
o}y wEbA, AR A
3] - 2 mupd o
A= <lE)
oIt} oo thEk AHstE Hel FRE WA B4}
of 3, 1 tjEAH Bl 87 1 L
[AES <], 2>9 Zo] 7]sdnt [9]. Saeid Pirasm
T 29 E=RA AntE Fefl gisk AFg] A2 o]

diaiA gl sttt [101.

o
2

©j3

£l
o

)

rr

S~

yu]

A=)

1o,

off

ot

oM,

of

ol

=

>
e S
oX - i)
_O'L

o
ek
flo & 4y b m

duix oz o5 dueFoT Koz 1§57
Aaire, F2 B5 IR gEIIE Ashs 8%



Analyses of Security Issues and Vulnerability for Smart Home Network based on Internet of Things

US(Block cipher)e} ©¢] HIEHER dESIE AT
8= ~E¥ 95 (Stream cipher) WS F2 ALR3)
o, T dEAQ B v Zrh

o =¥ w3k Blowfish, AESI28-CBC and
AES256-CBC.

o 2~EZ 9353k Chacha0,
AES256-CTR and DES3.

a8y, 2nE F UEY AL o] ALEQIH Y
A &AM 7o Holy REE fdA e AEE
7Astel sl dagFe] ALo] sk
8, ek 22 F5 ARl ISOAEC 29192-3:2012
Lightweight Cryptography Standardell ¢l & ¥ L
Aot AFHQ 2ol o) HedSs s HEst
3 ek (111

AESI28-CTR,

dlm ot

rlo
BN

£ 1 2ok 27AR 2 Soi BE =3

Table 1. Security requirement and Security issue challenges

EXTEE]

e HeFAQ] T4l (Security challenges
(Security requirement) K (Security challenges)

- ALl AleKComputational

limitation)
- 522 A 2FMemory

— H|"@ A (Confidentiality) limitation)
- 44 (Integrity) - oA Al°KEnergy limitation)
- 913 (Authentication) - 53 (Mobility)
- 7H8-4 (Availability) - Z224)(Scalability)
- B3 - theket B4l mro]

(Non-Repudiation) (Communication media)
- 917K Authorization) — Tjnjo] 29| thepA
- 314 (Resiliency) (Multiplicity of devices)
- gAY - FAA W=

(Fault tolerance) (Dynamic network topology)
- UFo ZEEF
(Multi—protocol network)
42 Het 73l

(Dynamic security updates)
- =R A

(Tamper-resistant packages)

271591 3 (Self-recovery
and management) -

IV. ADIE & WESRI 3 gt sto Mo
FQ Hob QFAst

o 2vhE § UEQaY BAES FYED 9
= 27k qele] o Ackdon FUHow
BE AL sl E NeHon BE olelg
2 M3 glek AHRQIEY B4 7 2t
E Fo) T8 A, A4 wme) AN A o

42
12 g
o
o X

Eavesdropping
/[ Traffic Analysis
Attacks | MessageModification

o
1o
2
ofo
ot o

Replay Attack
Impersonation

J8l 2. ADIE

\
|

- Confidentiality
- User Authenticafion

- Device Authentication
- Autherization

~ Physical Security

- Non Repudiation

Wireless network

-RFID & sensortechnology
- Medical facility management
- Patient identification

- Tracking location

- Privacy issues

; Mobile agent

- Context-aware Secunty

- SensorNetwork Secunity
3 Sensor Network - Biometnc Authentication
- Device Authentication

- Authorization

- Physical Secunity

- Conventional encryptionmodule
- 88L. TLS

- Wireless secusity

- Mobile agentconnectedto sensor
- Network security issues

Network agent

& =930 0iE clekst 32

Figure 2. A Variety of Attacks on Smart Home Network
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