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Limitations of Spectrogram Analysis
for Smartphone Voice Recording File Forgery Detection
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Abstract As digital information is readily available to everyone today, the adoption of digital evidence is
increasing. However, it is virtually impossible to determine the authenticity of forgery in the case of a voice
recording file that has gone through a sophisticated editing process along with the spread of various voice file
editing tools. This study aims to prove that forgery, which is difficult to distinguish from the original file, is
possible by using insertion, deletion, linking, and synthetic editing technologies in voice recording files. This
study presents the difficulty of detecting forgery by encoding a forged voice file with the same extension as the
original. In addition, it was shown that forgery detection is impossible if additional transition band deletion and
secondary encoding are performed only for experiments in which features occurred. Through this, this study is
expected to contribute to the establishment of more stringent evidence admissibility criteria for adopting voice
recording files as digital evidence.
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Table 1. Experiment Result
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