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Ethereum Phishing Scam Detection based on Graph Embedding and
Semi-Supervised Learning

Yoo-Young Cheong’ + Gyoung-Tae Kim' - Dong-Hyuk Im'*

ABSTRACT

With the recent rise of blockchain technology, cryptocurrency platforms using it are increasing, and currency transactions are being
actively conducted. However, crimes that abuse the characteristics of cryptocurrency are also increasing, which is a problem. In particular,
phishing scams account for more than a majority of Ethereum cybercrime and are considered a major security threat. Therefore, effective
phishing scams detection methods are urgently needed. However, it is difficult to provide sufficient data for supervised learning due
to the problem of data imbalance caused by the lack of phishing addresses labeled in the Ethereum participating account address. To
address this, this paper proposes a phishing scams detection method that uses both Trans2vec, an effective graph embedding techique
considering Fthereum transaction networks, and semi-supervised learning model Tri-training to make the most of not only labeled data
but also unlabeled data.

Keywords : Blockchain, Ethereum, Phishing Scam, Graph Embedding, Semi-supervised Learning

T dHE

2 2R J1%0] FATUA o2 o8 Yushl EhFo] Solube] sl Adrt Fiko] o|FA T Urk. Teht Yzl BHe
oFge WA £ Soluk BAVE H1 itk 53] 14 AL olclelg Alold] W) B ol st 8 e APUOE oA
ok, webd bRl 514 A7 B ol Alstch. e A4 olulelg Hel A Faold ehAYE 14 Fao) $HOZ gt Yol
9 BAR Aol S dold Agol olele 4oltt. ol H@st] giste] & kroAL oltlelg EANA YELE e
A9l T QY 7199 transdvecst EA% SRy B tri-training T AL8slo] epaE Hole] ek ozt epuYE) ke HlojelE
et P8 T4 A7 BA PHS Attt

7|19E  EEXQ, 0|H22, DY, JHT AHY, EXT &
1.M 2 tH2]. vgg R o] v EFQI J7HE whol /fHgt o]t
Z2B12 HEY E5AQI %ﬁ%ﬂi 2~UtE ZAEHES
SEANS G I S At AR AR SU A qqustel gresh ojt(ethen® VIMOR 4 4stol
2" glo] HF 7ot YFH LR TEoks B4 31 &7 v EFOIT} 37 M) 7FRo] ZZolc} HL o]t
YgoltH1]. WHHE AEAl= HIEFQ] ZRAEES A|Z}6} B=30] o+ashuo] tist TAlo] Eolx|n AfolE| HH o]
o] EEAQ1S o83 M2 HFAQ G5 E AHeHA

EH*JOE EAI7F HAL QdT

E3] olg2lzolM= 20174 °]
& 1 X(Phishing) Al7] AbAdo] AA Aoy} WH 9] 50% o]

s o] AT AREEIEAREAD AU BRATATY AL W
of 2395 A79(No.NRF-2021R1F1A1054739). E3t, & AT 751 AZ At 9lem, o|E g A Htol £ ¥ 0]
SYDEAR 9 BREWISUFHHS] FHCTATAHADNL & g7 o1y
A 2WH L S(ITP-2023-2018-0-01417). +
0] =R 20224 FEARALISE) ACK 20229) $4EROR "I Q) g Al AFE 4 e AR Agste] ARgARe] 7l
A ER I} A5
7}‘; 715t} ofefElE wY A7 FA] Y] Algo s WiE =E& T3t ZF ARE dody Awalth o|gaoile] WA A=
% 3 A geeta d3A%-e-8ste ANy HfAE F3f A Hau WAol £7ksd olHE MRt
1 %/\]ﬂ A Feustn ARG Ry 207 o|HA 7= Aoz vhgst £ 9irh5]. nAl A7 g

Manuscript Received : December 19, 2022
First Revision : February 1, 2023
Accepted : February 14, 2023
* Corresponding Author : Dong-Hyuk Im(dhim@kw.ac.kr)

A ZAl= g ==, o 7HA] Wl At
eHol. 1y 7] 1 A9 Bl S ) ofH 2ol A

% This is an Open Access article distributed under the terms of the Creative Commons Attribution Non-Commercial License (http://creativecommons.org/ licenses/by-nc/3.0/)
which permits unrestricted non-commercial use, distribution, and reproduction in any medium, provided the original work is properly cited.



166 HEX2EE=EA/HRE S AlAH H127 HM5%(2023. 5)

o WA APl e B4 B,

27, Aol obd Azshlzl Biagol HwA olEle g
Aol T4 WAL ASe AunEg 44 Se 1%
stel @aklol Bk B, oltlel gt e HEY 22
9 NARE BE Ad 7186 FAH O HET 4 o) A
2 ThE AR 2] A §9L Tk 4 Gl S o
ol A£Ag AL 14 YA} Golstc) mpgow,
7120) B4 A1 AgAR] Mgt ARE @] 9ls) WAy
oAt g Aol o] oJE5H/] wo] 72 WA WA %
Mo gurkoz Wy Ab] JEst 5y olHY Bt 9 A
o|EE YASH W] 28 W rk6l. uebA ol
2eut e BEAQ BRBA 129 WY AP BA F

o
T

o
n)
O,
a
A

Browd o
lm J?ﬁ

Ml

S

Mo &L . o

Ql etherscan.io o WH2H, & o] A7
= 47 5 979} 38 A JKE sk B
7 Fae 20417000 ExeieHl]. whebA )
o4 g2 BA01A A= g ALHS AHEE
B 1A 5= ok E3E o]H T Y E Y EYA Hlo]
Sk&of| AFRE 4L feature Alglo] Aso] a3l
Y. Y. Cheong et al[9] o|E gl EAYA o]FE
a2 Bdyst ERYL JEYALY A% sk
< ol&sto] DAY LEE EXot= WS Aot & =
EolA= o] A& ot ERHA Y EYIA I
PGS ARSI featureE FE5H1, SFAHE R 2 o
o]g|9] FolE2 A5l training HIOJE|R AMESl= &X

)
o T oyE e -

1=

o,

ri

)

)
L

=

o
oX F
L ofr oft
=2

il

)

|

ol
),

i)

kl

i)

oy |m

E 34 FNYZEOE WY REE FAE PHS AN

o AQkE el Zlelt thewh ol Aok 4 Stk
- B AL olHee YEYD FReIA Fol mCEe)
Hg Mo A2 1Y 27 BA 2L AT

rh

Ao mde I Iy IS EA =
2 &S 2ot old e YEYINA my ==
FHoz At AgLe T Jugde 7]ut
YEQZ feature”l ol gFolA A EE
Jols o =80 2 4 S SHeIh
4129l Tri-traininge ARE-SHH 2hdl
A 2 HlolEE | tist &-gato] g H dlo]

o T3t YRAL Fol|1 Fulo] Yuls} 58S R4
N2 4= 9ty B AFoAL Tri-trainingS A&t
ot glZ T4 A EXA Ak g5 REo 5 &
AE anzoz sjdsich

R

et

ng,’HU

7

>

1.

>,
1
Lol
o>

)

oot {N oxt o mft nQ LU m rle
fol

2

2. G17 HiZ B BA A7

210|422

oy g3 AzstHelt dFY3t of &= A ol A(DApp)
< 1% A Yst= A EEAQ] EREo|t. A8 4535t
HQl olt|(Ether)E AHESt] F&dt= 7MY H4AlE B9
point-to-point AFZ Atz HEY EFAQ EAEL
2 AR b0l A= 4= Q= ARE Attt ol ol
= AR BA5HE 712 A A (Externally Owned
Account) T2 78 FEE ARt 9 Ak A (Con-
tract Account)”} 2A3tch

2.2 TN AN

5J(Phishing)& AH87HS] A9l FR(AFEA o], v
5 FUEENE $T A5 Aokl 48T + A
Q) % AolEE AL A1z 4o ekl ael
Feig wrcH10l. 129 34 Al 14 ol Azt

A& 5HO0=F URL, stolHyg 3, 14 74
73t do] 9 7|ef Edl= 7|4t features F
£33t a8y EEAQ dEdHAA Y o4 AL EE
A ]l o FAE OFst A 02 FESHY Y =& A
1] wheba &4 g4 9 blolH 59 SHoA & ¥
A3k g B A o)A ot glg T4y A7 €R|9 B2 1
AZEY olbElg F4AE BX ot ALCRE, olHEE 4 7
o] TAE A 715 FZot] F4 7 A FHE vteld
sto] A WholA F4A9 featureE F& ¢ Sh&53dlo] I
A F4HE AR

o

[e]

S
>,
oft

|
g,

N
o,
MU

2.3 T2 HY

o,
O
Ak
o
=
m
)
Hu
=2
>
E
ox,
K
[
1o
o
o
ik
B
N
A

2,

Z 2 71 W]l o kEmRE gt

B4 742w B8 $30 7 A5

Adgtet11]. & ==k IHgF A5 ak-go] o4y Lt
= BEER g= Aotk gEhA olf PR YEYINA
T 7 AR EAS 5aF o g &= Zo| Fas5ith HE
3 TlojEoflA T HdE 7RO R jt o] 'A] &
g&2 A4 o] gAAN 22 BHS E3 ok

I g2 =& 7t AHd v 7152 ShEoo]
A9 feature FZHONA o]% LEY FE TS S
She AS BEZ gtk k& 719 F23F TAE EH k=
= QJugd WS (1) Factorization, (2) WY ¥, (3)
9 #d 5 Al 71K oz UEs 4 oH12]. Factori-
zation 7|9t FEES L& 7+ A2 HEE ARESt F
P4, SFEeAIet FE 5 gt FES Aok FEE <

2 Balstel e Pt WY gat IHns Be

e

fd

l

r
LW



29 B2Y 5 QAG 2R} U A4 4AS

-l

[13], Node2vec[14] 5o] At= ]t olHE&

= slojgt

= 5] -85ttt & FAS A7) ol L)
o] WY YIE Ak UMY 7ML E = DeepWalk
E A

—

glolg oA e] 14 i’ﬂj‘ Ao 2z dHde A

8% 4

T2 J. Wu et al.[1]2 2 ot & ERYA YEYZ
oA A M amount 3} EFIART 1S E3}5}o]
ERHA ELYIE 3t A= Iz od¥d =dEQl

Trans2vec 7|H<S ALstA L.

24 ZX|T st

2P dolele} ehagEA] e Yol g nE

PR-ES

= ZX & sk 418]Z9] Tri-training[15]2 Al 719 &%
7]% AgSte daElgo R, PR EXR] o2 HlolE o o]

==

2o A3% F A8 PEYE o8 TP dolgz

EH71ES AgGsto] 2E 275 2%sk= 7|Hoelh He
et al.[16]2 24 YE oA 2l A FAF 5o =

Zof| 95| ofojF o7 G oS AXSte 152 A
7] 95to] i IWgd 7Y EAE guEEE 2
2P Aotstct. Iz dHE 71l Node2vecS &
A YEYTY TX featured FET & FAE €S
Tri-trainingQ.2 44 AMEALE ©A|oto] #olEo] A4
9]

glolge] et e FHT. T2y S50 HEH

|

e o x~> CAE

Z |

54 27 GAS 913 Blo] ohfu], AgSHE I; o)
9 7ge 2549 EAAH YEAINA TAHA A

4R andoz 2&5h whe] okt

meEtA B Aol olt e ERYA YEIOA &
A0 2 features FE317] 9ot Trans2vec @S At
Lot S43t gloly 8439 EAIE Adsh] Yot Tri-

(1) Building a transaction network

A transaction network
with phishing/other ————

addresses
4

o3
—d

Phishing Transaction
labels records

EtherScam| |Ethereum
DB Client

Etherscan.io

I YHE H =AE 71| O|E2E bl AW X 167

training .2 2P E A gF2 HlolH| Hol&Z AT &
T4 9 vy 55 BRI

3. O|ICi2|Z IOy EiX| 23

2 =wolA 14 A7 'R B2 Fig. 13} Zo] Al 74
AR =0l it (1) ole el SeIdEE B =4
E#AA o|83} Etherscan.io, EtherScam DBOJA] &
FE A FAE Footo] 2B T4 9 ARk F40]H
AR = F F4 749 ERHAHZ He= oltjgls ERA
A Y EQIE 530 (2) HEFoA A SA} Bt
AHE PH featured FE517] 9ot] Trans2veclZ 11
= Hole & WSt 91"3}. () FAx Ty da=EQl Tri-
training® & 1A @ H|94 =& Bagic)

Trans2vec DA 1A 1= YHIFolA HY =S &
FFoEA it HENI= MEHE =& AJEA HYFo
Z HEHY Wu et al.[1]0] A3t Trans2vecs Y 9
= 78 I = JHg 7IRe R, A a3t BdAaEE A

Hoj Hyke MES stk AA EE2RE Ay Y32 5
sto] o dAu BAV o A7 =S v =EE A
sho] xI3gtct.

Amount 7|8t HEF : o|fgF ERAH Y EJIA
= A 9 Amount %IO] 55 F L& 9 AV A
SRh= A ulstH, V, 7t =& w4 A AdE =
t A¥Yd 9, Amount 7|8t MEHANA L& uollA AH
Lt g€V, 29 HAo| &EL Equation (1)@ Zt}. of7]A
Alu, 2)e =5 w9 x AF]9] & Amount %+ YERATH

mi (g
r

r ‘

PA A(u, x) M
ux — E}."EVu A(u,x’)
(2) Trans2vec (3) Tri-training

Network . ho > ?h
E b dd phisner phisher

mbedding A N

Classifier? Classifier3 Classifierl @

Skip-gram RO’ <]

model Phisher

+

Amountand

time
based bias

random walk

Large number of unlabeled data
node

= - "

L

Classifierl Classifier2 Classifier3

Normal

¥ | = . @ ) © node
glo- gaov glaov
Few labeled data

Fig. 1. Ethereum Phishing Scam Detection Structure



168 MEX2|5H5=2X|/ZTE AAE ®123 M55(2023. 5)

)|ID

vector
representation

&)
O
& » 4
S S i)
Se (TTTTTT]
Q
A (0] 0 [TIIrro™
» ISR :
LN [(TTTTTT]

EfJARHE 7]uk MEFY © Wu et al.[1]E Amount ©]¢]
of BIIAHE ke & 7+ A0 nX|= FFo] SARTH

I 715t Amount®t BRI R & yoA AH LE

T(u,x)

PTyx = foevu T(wx") )
Fig. 2014 &= DollA A(u, )3 Weg b3 =55
AASI= A9 Lt frl AeEE slsAo] =X, T(u, z)
gow neE 49 wE Ah AgE & Ut we
Trans2vece A 29 AHO} AT HHE BT 11
517] 9J5te] WA M a0 < a < 1) 53 EAF
A B3} AT Afo]o] e 2UN] FFS B Al

Z33lo &EL2 Equation (3)3 Zt}.
Tyx(@) = PAG - PTU:.lx_a (3)

Eot A A|FAREE word2vec 2703 RIS Ab
&oto] £ o] tigt o] &5 WA ES Y}
S g2 A

Zhou et al.[15]0] A|QFSt Tri-training Al 7] &

71& AMgohs darg]Eolt. Spa g Holy Y= L, =
W =R g2 foly JoS U 2l T o, 270 E77]
My, My, M) = LA AEFE dlold Ly, L, L;&2 &
SEh o]F wRERo|M Medt R M(i,5,k € (1,2,3))
M2 UAA SLsHA MED
Holg & &3t F —mET7]4 A& A1t 5LsHE of

B2 22 AFEE 2= Zes 7
o F71etet. Al &7l 2+

“
FH AE
79 S R  HFH o ERUIeY £ 2dE

t nLIL|+&f|LY|
Ly L) (1 - 22t )
|LuLt 1| T]L|L|+ét llLt 1| (4)
|L U L1

Zhou et al.[15]2 MZL &3 AE°] Equation (4)°]
Aod 24E F5IUY, AEH T EF Fool FHE A
olgte AL Y&t L' tAHA vrEoA spEE M
9] H3dolal, nl L9 EF o|= HlE&S UEdH &,
A5 epaEgE MEL2 L Lo]ct. 61‘_ t51A] REEO| A A=
ERF71E AYet UHA F £7719 &5 5 Avhdolth

nLol M9 A& % 9T, 0 < ey,e;, < 0.5 21 743

g, (L] > (L7 o3, el < ¢! LT A
% Equation (5)%} Zo] HoJ& &= it}
0 L L 1 5)
< o < <
gET T I

M;, M7} 5L AEE dolg BE dolee L'E
M9l &9 dolgld] &7} 7Fs oRE A {5t
Equation (5)& AR&SIt}.

4. %

oo

% o}

AFo A ARE-St dlo]E|= Etherscan.io®lA] Al&ste
A FAE o] gsto] g FAa0) o 49 12 A
71588 xdst= HolEZE oA T4 445 JRE x33E EA
A YEYIE 1519 th Trans2vecC® 4L WE #
FL 64 AYo|H, Tri-training S A= A 71 &
F71E Aotz Al EHAE, BP Neural networks
4 Naive Bayes ¥12|&E AMESIAT. Aljtel= Eale]E
9 B ERIsty] flste] 71&9] Aeshg dES ©
A& ARESIE et vlwstlet. 2hagE HolH ] 20%
S Sk dlolH & A5t Decision Tree(DT), Nawe
Bayes(NB), #g ZHAERF) L& A &
Aol A ARKet W 52 H]JJ-O]' ot AN F5
2 B718H7] Y8 Accuracy, Recall, Precision, Fl-score
37t AREE AHESFE oW, A= Table 13 Z2th & A+

oA Akt Wo] thE FAEFHT precisiond A|9|5t
I £ H45& B} ol £A % §<%9Ql Tri-training &
aEEFe 4% 7129 Ak s ¢ gET vlwste] 2hd
FH ol 7t A& o ¢ U2 TR 23 I 5 A

ESt A2 %u e gE HolEolN 2 238 2 ¢
O‘LZ] ZRI5H7] Hlste] Aljtsle WA 2P E HolH
HlES 10%5E 90%7HA S7HAA Adsiait. A9 23
<+ Fig. 33 2t 10%2] HlEoAwt ot thg A5 Hol

Agt /1 EH0E BE PRI vE AR WEA Uok
o} o]t hAYE Holest B 2ANAE ek ¥

29 9g 5 AL Hehd



I YHE H =AE 71| Olt2E bl A X 169

Table 1. Comparison with Conventional Machine Learning Algorithms
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