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[Abstract]

In this paper, the actual data of VOC reduction facilities was analyzed through a model that detects
and predicts data anomalies. Using the USAD model, which shows stable performance in the field of
anomaly detection, anomalies in real-time data are detected and sensors that cause anomalies are
searched. In addition, we propose a method of predicting and warming, when abnormalities that time
will occur by predicting future outliers with an auto-regressive model. The experiment was conducted
with the actual data of the VOC reduction facility, and the anomaly detection test results showed high
detection rates with precision, recall, and Fl-score of 98.54%, 89.08%, and 93.57%, respectively. As a
result, averaging of the precision, recall, and Fl-score for 8 sensors of detection rates were 99.64%,
99.37%, and 99.63%. In addition, the Hamming loss obtained to confirm the validity of the detection
experiment for each sensor was 0.0058, showing stable performance. And the abnormal prediction test

result showed stable performance with an average absolute error of 0.0902.
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I. Introduction
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Fig. 1. Existing early warning system

Tepd 2 =2olit ol WAl | 2l DAL AHgS
oy clelElE Hilshn 24 AN REZ oiolol oy
o] WG A7t glo] B MM Z Totdt 4 9lou)
AAG o5 B2 5 o]l W Ho2 ofyEs
AES Tohg 4 Q=S VOC A7 Aule] A% dlole]

A
aY

22 tjau 2o] PEM. 290 B o
A 9 o5 B 7]%stn, FgeAE At of
A% oS 9 % WES Mt 4goHs A

2 5l 2Eo| Y52 WIS ALGE A5 olojelg
wHsio] SgoNE ZE L 3o A7E sl

i
-lm
el
£

on fiT
D

ﬂ9£ oX oX
U-Ql

II. Preliminaries

1. Related works

1.1 Anomaly detection
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1.2 Anomaly prediction
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III. The Proposed Scheme

1. Anomaly detection model
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Fig. 2. USAD Model Architecture
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1.3 Anomaly prediction model
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Fig. 5. Anomaly Prediction Model Architecture

IV. Experiments

1. Experiments Settings
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1.1 VOC reduction facility data analysis
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Table 1. Anomaly Detection Datasets-1

Dataset Train Test
SWaT 494,988 449,907
Real Data 41,832 52,897

Table 2. Anomaly Detection Datasets-2

Dataset Dimension Anomaly rates(%)
SWaT 51 12.13
Real Data 24 49
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Table 3. Anomaly Prediction Datasets

Dataset Train Test
SWaT 359,925 89,982
Real Data 42,308 10,577

1.3 Evaluation Metrics
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1.4 Hyperparameter Settings
o4} €] BEIoA AL AOREA

4.0} Zo.

ARZES. Table

Table 4. Anomaly Detection Model Hyperparameters

Dataset K epoch m o 16}
SWaT 12 200 100 0.5 0.5
Real Data 12 150 20 0.5 0.5
o[} o5 ahol AFGE AUPIES RS Table

5.9} 2.

Table 5. Anomaly Prediction Model Hyperparameters
Dataset p h epoch A
SWaT 50 500 44 0.3516

Real Data 5000 2000 72 0.4300

1.5 Experiments Results

ol ®x] 2ol Uy AT U1 Table 6.7} .
SWaT 370 dlojg AEoA Adet ZAnt FUe+s
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Table 6. Anomaly Detection Experiments Result

AUC
0.8000
0.8935

Dataset P R F1
SWaT 0.9456 0.7075 0.8094
Real Data 0.9854 0.8908 0.9357
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Fig. 6. Evaluation of Anomaly Detection Model
on SWaT
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Table 7. Anomaly Sensor Detection Experiments Result

Hamming

Dataset Avg P Avg R Avg F1 Loss
SWaT 0.9971 0.9492 0.9649 0.0532
Real Data 0.9964 0.9937 0.9963 0.0058

Table 8. Anomaly Detection for Each Sensor

Experiments Result

Sensor Label P R F1
2 0.9999 1.0000 0.9999
3 0.9938 0.9979 0.9958
4 0.9945 1.0000 0.9973
6 0.9950 0.9853 0.9901
7 0.9903 0.9665 0.9884
8 0.9992 1.0000 0.9996
9 0.99%90 1.0000 0.9995
10 0.9991 0.9999 0.9995

o]& 2dlo] A Avt= Table 9.9 7ttt SWaT g|o]

B AEojA AlFst Axt
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= 0.09000]c}.

Table 9. Anomaly Prediction Experiments Result

Train Dataset Test Dataset
Dataset MAE RMSE MAE RMSE
SwaT 0.0179 0.0314 0.0021 0.0026
Real 0.0902 0.1076 0.0800 0.0900
Data
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Fig. 8. Anomaly Prediction experiment result
of Real Dataset

V. Conclusions
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