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A Study on Zero Trust Establishment Plan for Korean Military
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ABSTRACT

In recent years, there have been frequent incidents of invasion of national defense networks by insiders. This trend can
be said to disprove that the physical network separation policy currently applied by the Korea Ministry of National
Defense can no longer guarantee military cyber security. Therefore, stronger cybersecurity measures are needed. In this
regard, Zero Trust with a philosophy of never trusting and always verifying is emerging as a new alternative security
paradigm. This paper analyzes the zero trust establishment trends currently being pursued by the US Department of
Defense, and based on the implications derived from this, proposes a zero trust establishment plan tailored to the Korean
military. The zero trust establishment plan tailored to the Korean military proposed in this paper includes a zero trust
establishment strategy, a plan to organize a dedicated organization and secure budget, and a plan to secure zero trust
establishment technology. Compared to cyber security based on the existing physical network separation policy, it has
several advantages in terms of cyber security.
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