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Research on Cyber Kill Chain Models for Offensive Cyber Operations

Seong Bae Jo*, Wan Ju Kim**, Jae Sung Lim™**

ABSTRACT

Cyberspace has emerged as the fifth domain of warfare, alongside land, sea, air, and space. It has become a
crucial focus for offensive and defensive military operations. Governments worldwide have demonstrated their intent
to engage in offensive cyber operations within this domain. This paper proposes an innovative offensive cyber kill
chain model that integrates the existing defensive strategy, the cyber kill chain model, with the joint air tasking
order (ATO) mission execution cycle and joint target processing procedure. By combining physical and cyber
operations within a joint framework, this model aims to enhance national cyber operations capabilities at a strategic
level. The integration of these elements seeks to address the evolving challenges in cyberspace and contribute to

more effective jointness in conducting cyber operations.
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