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A Study on Vulnerability for Isolation Guarantee in Container-based Virtualization

Dayun Yum®, Dongcheon Shin™*

ABSTRACT

Container-based virtualization has attracted many attentions as an alternative to virtual machine technology because it
can be used more lightly by sharing the host operating system instead of individual guest operating systems. However,
this advantage may owe some vulnerabilities. In particular, excessive resource use of some containers can affect other
containers, which is known as the noisy neighbor problem, so that the important property of isolation may not be
guaranteed. The noisy neighbor problem can threat the availability of containers, so we need to consider the noisy
neighbor problem as a security problem. In this paper, we investigate vulnerabilities on guarantee of isolation incurred by
the noisy neighbor problem in container-based virtualization. For this we first analyze the structure of container-based

virtualization environments. Then we present vulnerabilities in 3 functional layers and general directions for solutions with
limitations.
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