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Distributed Identity Authentication System based on DID Technology

Chai Ting®*, Seung-Soon Shin**, Sung-Hwa Han™***

ABSTRACT

Traditional authentication systems typically involve users entering their username and password into a centralized
identity management system. To address the inconvenience of such authentication methods, a decentralized identity
authentication system based on Distributed Identifiers(DID) is proposed, utilizing decentralized identity technology. The
proposed system employs QR code scanning for login, enhancing security through the use of blockchain technology to
ensure the uniqueness and safety of user identities during the login process. This system utilizes DIDs and integrates the
InterPlanetary File System(IPFS) to securely manage organizational members’ identity information while keeping it
private. Using the distributed identity authentication system proposed in this study, it is possible to effectively manage the
security and personal identity of organization members. To improve the usability of the system proposed in this study,
research is needed to expand it into a solution.
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