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A Dynamic Correction Technique of Time-Series Data using
Anomaly Detection Model based on LSTM-GAN
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Abstract This paper proposes a new data correction technique that transforms anomalies in time series
data into normal values. With the recent development of IT technology, a vast amount of time-series
data is being collected through sensors. However, due to sensor failures and abnormal environments,
most of time-series data contain a lot of anomalies. If we build a predictive model using original data
containing anomalies as it is, we cannot expect highly reliable predictive performance. Therefore, we
utilizes the LSTM-GAN model to detect anomalies in the original time series data, and combines DTW
(Dynamic Time Warping) and GAN techniques to replace the anomaly data with normal data in
partitioned window units. The basic idea is to construct a GAN model serially by applying the statistical
information of the window with normal distribution data adjacent to the window containing the detected
anomalies to the DTW so as to generate normal time-series data. Through experiments using open NAB
data, we empirically prove that our proposed method outperforms the conventional two correction

methods.
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o] A& 4] (anomaly detection)= 342 Ho|Eo] &
ol FA Hloldt o}k Aldcke ol R BAR
AolErt. ol A3t "WEAQ 7o =4, PCA(Principal
Component  Analysis)"”'?}  PLS(Partial  Least
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Holo}, SERRE o] Foixl HolErt A REE 44
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Fig. 1. A process of anomaly detection
and correction for time series
data

1. O&EX]|

LSTM-GAN &2 7|9t o} d&2] 7[H2 AJAE HlolH
APE Y3 WA Hgeneratorn)®} TEAHdiscriminator)
D% LSTM EEE o]851H, o]& A% 719 A4 g

&€ 59 FolAl HojeAle] R shasich 7

02 [STM-GAN 2dL 31491 5k5-2 98] 4] A|
AL HolgE &gtold Yx(sliding window) &9
2 2.

e v
$

MVWM N ~Lfv

—

J8 2. LSTM-GAN 22 st&5S flst AAIg
HIO[E{of CHEt &210|F =R 7|t

23

Fig. 2. A sliding window-based
partitioning for time series data
for LSTM-GAN model training
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Fig. 6. How to use adjacent windows with normal data
for data correction
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B 1. OJEX| ¥ Clojg 23 1Py
Tabel 1. Process of anomaly detection and data
correction

Ailgorithm 1: Algorithm for Data Correction

1:  Input: A set of real time series windows X

2t Output: A set of corrected time series windows X
3:  Function NearestIndexDetect(IdxList, Idx):

4 NW= argmin(|de List — Idz|)

return VI

5

6

7 Function Splitindex(x, G, D):
8 A = anomalyScore(z, G, D)
9

for ¢ in 1 to number_of windows do

10: if Ali] >«

11: Anomalyldx < i
12: else if Ali] <a
13: Normalldx <« i

14: return Anomalyldx, Normalldx

16: Function DataGenerate(z, G, D):

17: A = anomalyScore(z, G, D)

18:  Anomalyldx, Normalldx = Splitindex(z, G, D)
19 for i in Anomalyldx do

20: i’ = NearestIndexDetect(Normalldx, 7)

21: 2 = X[i']

22: Sample a noise vector 2" from pg(z'”)A

23: for A in 1to I'do

24: Generate a fake data vector G'(z/) from 2"

Calculate  A(G(2")) for x’ utilizing G and

5 D, and Calculate SoftDTW(z’, G(2"))
26: C= A(G(")) + SoftDTW(z', G(2"))
27: Update 2 using gradient descent.

28 return G(z')

29:

30: Function Correction(z):

31 G, D = adversarialTrain(x)

32: A = anomalyScore(z, G, D)

33:  for i in 1 to number_of windows do
34: if Ali]l > o

35: X[i] < DataGenerate(z, G, D)

36! return X

* For the adversarialTrain function and anomalyScore
function, refer to Bashar's paper'

* For the SoftDTW function, refer to Cuturi's paper?”

— raw value
—— corrected value

T T T
0 20 40 60 80 100 120

a7 7. oxzto] ZehE 23 G|OJE{Qt B YE C|OJE| Hlw
Fig. 7. Comparison of raw data with anomalies and
corrected data

— loss
—— threshold
Y

-1 T T T T T T T
0 20 40 60 80 100 120

J% 8. BYE OIOIE0 it OfMEX| Zat
Fig. 8. Anomaly detection results for corrected data

v. & ¢ Ax
2 A2 AAE dolHe Iyt ExE 5%
LSTM-GAN Zg-& o]&sto] ol JEA| & F3ota, &
A9 oS Ao R BAT avE AAE d=

9o 45 WS Fo 2gFoE st At

H|O]E

SE= At 71HY] 552 AEE 95 eEAA T
o]E|Ql NAB dHlo|gAlS &-835139tt. NAB (Numenta
Anomaly Benchmark) dloJElA"2  Kaggle
(http://www.kaggle.com)oll 7HE A|AE tolg =
Jo A, ol dgtel it g FEE =itoi, & AF
2 o] NAB Ho[ElAl W oA B Aol A5 A
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B 2. MH0/E2t 2HOIOIE0 i3t GIS2HO| HEL: Hlw

Table 2. Comparison of accuracy of prediction model for original data and correction data

LSTM GRU ARIMA
Data
MAE MSE MAE MSE MAE MSE
Raw data 0.554 0.060 0.610 0.054 0.813 1.022
Ambient temperature mean-based correction 0.852 0.077 0.849 0.071 0.799 0.996
system failure SVR-based correction 0481 | 0054 | 0467 | 0052 | 0844 | 1.072
Proposed correction 0.450 0.055 0.454 0.055 0.798 0.979
Raw data 0.617 0.368 1.066 0.282 0.976 1.744
CPU utilization asg mean-based correction 0.673 0.316 0.965 0.242 0.947 1.576
misconfiguration SVR-based correction 0.620 0.272 0.936 0.239 0.938 1.563
Proposed correction 0.573 0.224 0.853 0.227 0.702 1.115
85= ‘Ambient temperature system failure'®t o} oj7]4 Vi Ag £ Vi o) $AE o),
‘CPU utilization asg misconfiguration’ H|o|E|& &
83t 12 o] A|AIE HlolEle] gk geld 2E + MAE= — ZIY Y, (5)
_ - N _ n i=1
29 9o 977 49lo] SE et lon, oj: 4 L
@ell w2t A dlol8 9] gh(z,) 52 B ()l 0, HE MSE= gE(Y; Y;)? ©)
i=1
B (o)7} 10] HES sk At APe Sukeit, ’
5= D @4 3. A zn
J;
At 7189 552 B7Ie] ol AAE W ol gk

% A AgEE HEe} Zo], £ Aol ol gk B
AES TR o]FofRBE, HA| AAFD Hole7t &4
AE NEE 7HE AESHE AAE HolHE@=
9)E EatEch 07|14 7t glolE YEfof x3E S
= 6002 AAgstalon, Arg- 7)o m=t Agt
]tﬂ_/] /k(—)LL;o] 7%_4 oﬂo(}:tﬂ—;(] 0]- AToJX—l__E _g,].o]ol_

A
Z] R
Tl

Oﬂ
rOll

2. W M

ARtet AAIE HlolE 9] A2 Fo]7l HolEHE
ARgsto] 5 SR Ee] A BUME Bofl A
2 g7l=s Fo] grhHolrt TﬂL AqEEdo 75
< 98] LSTM, GRU, ARIMA % 3719] ¢1g&S A}
319tk LSTM¥ GRU 2E2 72+ 100749 24 &
WE 7= @9 Fojo] BdE fLHEgloH, ARIMA
ZE2 ARIMA(L,1,1) @S o]&3igict. 81 o4
ol =3HE 4 dlojejet BAYH HlolElof st &
Hdo] HFAQl B7EE s A(5)9 Bt e
(MAE)?} 4] (6)9] Bt AFLLAHMSE)E ©]&-5}H, o]
ol AS4E g dEEE 9 o] 4TS 9ulgt

< Bdg(mean)2 &2 HZGTL HlolE, AZEHEI]H
(SVRIE EZgt dlolg, 181 ARt 7[HoE HAJH
tlojglo] thiste] 37HA] EEAS 55kl o] A A
5= Bk

¥ 2+ NABHo|]EAl W ‘Ambient temperature
system failure’ 2} ‘CPU utilization asg misconfiguration’
AJAIE dlolEle] gt J&Ed J52& MAE 2 MSE &
T2 HojErt Ajt 7[Hoz BgE dHlojEof gk o
SRH9] 5ol 271 71& 7o HAH Holeo o
g dEnde] dehtt 949k elskeint 1E1
AZEHE I 79 BA7o] Hatgh 7IvF A7
Hr} 7 5ol SAskIth FAH R AxEWE D]
718t 271 o] AQt 7o = BAE HolHe] o
Zndlo] ‘Ambient temperature system failure’ T
olEl9] Afole= <F 4.9%, ‘CPU utilization asg
misconfiguration’ Hl°]E]2] Zfoll= 2F 15.5%2] 7
A 835 Bk E3 AQE 7Moo R B Ak A
ATAE dlolEo] tis LSTM-GAN ERE o|JEx]&
e Ay, BE olAdgto]l AR HAPES g
5Tt

|
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2 =72 AAE o€ odgtel tigt HAgE ¢
3 GAN ©2ld 2E7} Soft-DTW 7|HS A3t 1
< Akstct. oldE BgS $ial LSTM-GAN 7]
otz mAlPle ggslo] oS WA S5t
I, GAE oldgke AA A BEE JHXE &glo]
g U= glojE ol ARt M2 FHoE tiAIE. A
Qb 719 dlojd X7 avks FFHoE Brkshr] ¢
off, e vlolEet B4 dlojelof] tigt iSRRI 75
5t} MAE®} MSEE Bl g0 24 Aot B 7]Ho] 7]
£ AZEHHIY 7|9 B/ HEL 3o g Ay
Aoz At

E =RoA AdH 7[HL @iz (univariate) A7
glolEjo] HAE ojAdgtol thet Bl ZgHch F
9= P multivariate) A/AE HlolEo] EA
1S 27] 9Isto], tlole X7 pAol|A] w4 7 A
o)E g shsohe HEld RES 1o EH
HiskE AJAG dlold EA7IHE /NEe oot
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