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Study on Neuron Activities for Adversarial Examples in Convolutional
Neural Network Model by Population Sparseness Index
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Abstract Convolutional neural networks have already been applied to various fields beyond human
visual processing capabilities in the image processing area. However, they are exposed to a severe risk
of deteriorating model performance due to the appearance of adversarial attacks. In addition, defense
technology to respond to adversarial attacks is effective against the attack but is vulnerable to other
types of attacks. Therefore, to respond to an adversarial attack, it is necessary to analyze how the
performance of the adversarial attack deteriorates through the process inside the convolutional neural
network. In this study, the adversarial attack of the Alexnet and VGG11 models was analyzed using the
population sparseness index, a measure of neuronal activity in neurophysiology. Through the research,
it was observed in each layer that the population sparsity index for adversarial examples showed
differences from that of benign examples.
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Fig. 1. Example of adversarial example
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Fig. 2. CNN models for experiment (a) AlexNet (b) VGG11.
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