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A study on security requirements for Telecommuting in defense industry

Hwang Gue Sub’, Yeon Seung Ryu™

ABSTRACT

Due to the rapid spread of the COVID-19 virus in December 2019, the working environment was rapidly converted to t
elecommuting. However, since the defense industry is an organization that handles technology related to the military, the n
etwork separation policy is applied, so there are many restrictions on the application of telecommuting. Telecommuting is
a global change and an urgent task considering the rapidly changing environment in the future. Currently, in order for def
ense companies to implement telecommuting, VPN, VDI, and network interlocking systems must be applied as essential ele
ments. Eventually, some contact points will inevitably occur, which will increase security vulnerabilities, and strong securit
y management is important. Therefore, in this paper, attack types are selected and threats are analyzed based on the attac
k tactics of the MITER ATT&CK Framework, which is periodically announced by MITER in the US to systematically det
ect and respond to cyber attacks. Then, by applying STRIDE threat modeling, security threats are classified and specific s

ecurity requirements are presented.

Key words : (STRIDE Threat modeling, Network Connection, Telecommuting, MITRE ATT&CK Framework)
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3.1 OWASP TOP 10
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OWASP TOP 10 10(2021)

AD01 : Broken Access Control

AD02 : Cryptographic Failures

AO03 : Injection

A04 : Insecure - Design

AD5 : Security Misconfiguration

A06 : Vulnerable and Outdated Components
A07 : Identification and Authentication Failures
AO08 : Software and Data Interity Failures

A09 : Security Logging and Monitoring Failures

A10 : Sever-Side Request Forgery(SSRF)

(Figure 3) OWASP TOP 10(2021)
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Account Discovery
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(Figure 6) Level 1. Data flow diagram
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