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Blockchain applied Military Electronic Secret Document Management Scheme
(focused on CA4i)
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ABSTRACT

Recently, military operations have been aimed at winning using various information, analysis, weapons, and
operation systems. These systems should consist of integrated composition and the function of analyzing and
sharing data. Accordingly, military C4I collects and analyzes a lot of data and produces and shares secrets to
perform effective operations. However, CAI cannot operate in electronic form from secret production to disposal. And
as it is managed based on the output, problems such as difficulty in management and loss/leakage arise. Therefore,
in this paper, we propose an ESDMB(Electronic Secret Document Management whit Bloockchain) plan based on
blockchain technology to manage all secrets in electronic document format and provide integrity and denial
prevention. In particular, the blockchain-based proposal method will be suitable as a protection measure against
manipulation and leakage, from secret production to destruction.
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