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A Study proposal for URL anomaly detection model based on
classification algorithm

Hyeon Wuu Kim*, Hong-Ki Kim™*, DongHwi Lee***

ABSTRACT

Recently, cyberattacks are increasing in social engineering attacks using intelligent and continuous phishing sites and h
acking techniques using malicious code. As personal security becomes important, there is a need for a method and a soluti
on for determining whether a malicious URL exists using a web application. In this paper, we would like to find out each
feature and limitation by comparing highly accurate techniques for detecting malicious URLs. Compared to classification al
gorithm models using features such as web flat panel DB and based URL detection sites, we propose an efficient URL an
omaly detection technique.
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A4 920239 1249 229), AASEHLQ2023d 128 28%) xR/ A R H RS A7)

. N o AT gkl
* 2 IPACERE) S B el A0 g=ied 1 ok ;A];Ha'm/ Rj_i;__i;_o}ﬁl—j}—( WA A}
we) ASlE ol FaR AAA-chek el Aol e BAIR/ AR u k]

AFsiel AT (021RIS-002)



102 SFHH=EA A237 A55 (2023. 12)

LA 8

Adl Aol AR Ee] YA E o
B2 S AFeAE, 2l W1 AP
O% Azhs|A) i °‘U‘r Fig. 1& ot m= =4
3% URLe|] 4% =] Alo]Ee] HA &5
Ebl JEHEOlD‘r[l] 2AHETL AYE ARATT
S7kehs FAIE Beln ofd URL2 v
g2 145 Hola gtk wid HFAow 9
URL®] #3] Heolil vt ol2fgh opds=
AHEAFS] PColl A = A= *ME% °Hd
e Q_\/l/\]_o] = o_}-/\

rce Locator)o]gtar 3t} oA URLS 53 &7
2 ARSI ) ALl Eo wHESHAL, oS

golet ALY 2nA @ AWEx2 gholsl w kg
gl AT EY O] Mg ofgsle] Y I=E A
§3ta, dolEHE 2 TAA outhe A
gx}o] BHaloAZ zEIT) o9 e AT FH o
A AEAHRD FAA 44 URLS oMda=s
HI3ZEE7] $18k FAR} 98-S sl Aol EE

%3 AFEAA S Fo)E B,

SO0
= o Toms
3 ] Thitatin e
E- Lereding et o
| 4000 //
E -
L]
")
o 1] p—
1000 - o

(29 1) Statistics of Malicious Code Hidden S

ite Detection

A ALl B A Al B9} A9 u|szdle] -
#3l7] o]ga ¥4 URLY #He AYF/=2 2
sto] ®x|e] oy o] EAgT. Fig. 25 3H<ls)

34 URL2 24413k ¢toll ARlA] A%k Fig.3
e giFES w2 Az gkl Al o

(23 2) 30- day graph for d1sappearmg ph1sh1r1
g URLs (Z3A: https://www.dailysecu.com/form
/html/ais/image/2023/A1S2023-6.pdf)

“lll|||II"I""|IIIIIIIIIIIH-I Ill “Illl [ ll-ll l

(139 3) Mlssmg Phlshmg URL Graphs per Ho
ur (3 https://www.dailysecu.com/form/html
/ais/image/2023/A1S2023-6.pdf)

2w TS Ijr%JJr 2t 2%dAE B33 D

H S ®A] AtelEof gis] 543 A

|41+ VirusTotal?} AskURL

T AIEES] AAF ARE Hlal A g 4**01]
1= 3 DB 7Yk URL o|4&A 71da &

2. BUDB 718 URL A Alo|E



12

=

> 9
2

it

1 10
8

Ju

o

R oX oX

13

N, oX

o EE
o
P,L

I
(B oo b Jn
o

X

L
i)
o
)

1>‘FE_Q1:1}L_13111]_&_>|£_§)1,

(Mmoo 1=

rERoE ARE T4S 7
3]

o} URLl ofh

g AbelE gk G 2wk gAd=
Ao 2 VirusTotal 5©°] ATh VirusTotalS
AHgAbEe] stdeltt URLe] 944 oji-& &
7] A3 FEHE EZYFoIth thge Wt
B3 Helo] HuEs

oo R 2 o wE
tlo

oX, l‘fﬂ:

o
o to o ¥ © O fff =

o

c
=
o

S o

[0
-

2

PhishNet-2

r’ﬂ
7} 3]

A

LR

30 off

¥o rr

o] 3%

h=1 e
Eonw

M

=i

¢iLelF 79 URL o4 B4 59 A Ak | 103
A} U BT Adto] glon I AlolE
B §o e we dolEAe A sher

Agro]l kA A oR B2 URLES A
AN E GadA 2 HeH AA o= ole e
o] Atk F WA, <X YJulo|EVt Fr|How 4
23}tt). VirusTotal AFo]E7} o]
o olxyue W URL A} Alo]E 9]
olg3lmz A Axly} A3ElA]| ¢
ZHo| A o o] EA) s}

ul
=

Gah= Az

AAE F

7 e

o

Jﬁé

<3 1> Previous Research on Web site Detect

ion
Previ T
evious Feature Limitation
Research
- Categorized + Unable to
. respond to
into elements
e attacks on
similar to
. blacklist entries new and
PhishNet variant
- If see that .
feature in malicious
the URL, block | URLS
. . - Decreased
It immediatel
accuracy
"+ Detect - Public APIs
different ..
are limited to
malware a maximum
patterns thrpugh of four
many security requests per
Virustotal engines a p
minute frame
- Share .
. . - Requires
information reoular
about other gy
eople’s engine
b . updates
experiences
Check through
screenshot - Error
without detection for
§ connecting patterned
AskURL suspect URL sites similar
Separate URL to malicious
only and conduct sites
inspection




104 SFRH=EA A237 A55 (2023. 12)

Forest(RF), Support vector machine(SVM)&
o3t mdolr}

Training URL"s

1

| enirat lexical featisns -|
I

| data labeling [

I

Model

Testing = 4 Prediction
URL's -| predioon Result

(¥ 7) Malicious URL Detection Structure

Based on Classification Algorithm

st EE, 94 URLS dFss &2
Ht}l Training Set¥ A5 =AHE 93 Testing
Set& 7% ZdS T3l oy 7wes R4
]84 EAS B 4 vl Training Set 9HA
URL® o133 E4& %332 Random Forest
(RF), Support vector machine(SVM) &g %
& stFetA Hrh dhFo] ¥k REe] Test Set
= o3 EAS gyt 5 gaels 29
ABRE oS

ndo] ¥ dA=

& o3 2k HelHE F
Hate] epidsks S8 diolg dAdgE A

H
o 548 FEotel Y o] sy 1

O%
rot

L s
of disl 45H/tE Fd ATE £Yshe WA o
=3
URLY 54& FE8t 54 wE mds
Tdsd e URL F4 3 Wl 53 #af
23HE B B H £4 ol o SAE
2 Uy »dgS 3o} Fig 8 ZF EA S o
3 {-1, 0, 2 F&3) dolEAlel I FNE

g etk dFshe A3 @2 071

J_?_
Alole] AR E 7|t 10 7SS AAAo]
B9

L R TR WET EHE RS FIE LT R

LML UBSETH- U, GO AR, NN EY, A, L
REIRTRENG_RESACE LEL t5 A g

G AT STSOL UL g TR B A i

EOANILE L85 REDEECAC: SHLO] 3§ SA] 0 OAENE RES N AR 1

-}%2-}—

Vit

(298 8) Implementing a Normal Detection
Model

Accuracy Graph
097 /
096 /
/'/
> o
095 =
- ,/‘
z -
g #
g -
* baa /g/ i
’/
093 //
032 /
bt 5 0 = ) E3 F a5 =
Number of Epochs

(2™ 9) URL Detection Model Accuracy

S o

e
et
1 A ES YERY. 29S Training Set¥}
Test Set& S RAS 3 Al7]a o x27}F
soldE deoHe HA 19 #H3t Fig 9
solg
Hatm x5 50 o] %o
’d‘%‘Eﬂﬂ OP‘/‘ X‘” Fejol 77k 1E =

(i

E
o,
2
b
H
rl
b
J{N'
L
a1
(e}
:é
i
H
>
ﬁ&

URLZ%A}% o4 URL & r’ﬂ



4 URL 9&l& Zeleht), widol] 7 daels
URL k= waleids 283ke] URLe w43t

I sty FoU)ee Had, deEy Fxo4)
TR AP, AeEe] o Zzte] Fuis nlu
ate], § Bel Fopell A ojw g e dh=A o
3l o e mde Aokt

<3 5> Abnormal Detection System Feature

Comparison
Classification
Feature | DB-based(A) Algorithm (B)
accessibility 0o X
Feedback X O
Loop
Multrdgta X O
processing
accuracy X O

O:AB20BorB
X A2 BorB

20 AJb =0
S0 AJb RO
DB-based= 9 7% =2 G4 H &
Rom, Al B AR A oAl A o] &
gttt SHAINE §) Alo]EXT 7 g

]/‘OELX] 71 o] Feedback loop, T}% H
F-rotm AEgE dolA = A

T
T

E
>
ol o
rhd *%
T

=
&=
o
oo
%

>~
>,
O
L o E O
)

x Lol g
o

o ot
X S

3
(2
2

o
T > o o 12

o
i
)
os)
N

Borr o o oot &

2

o
N
Sl
1%
Lo
o

g2 2 z=Ao] na Lekel PozE mr}
Fee wote AlEsly obyd URLERE AR
20 gntdor REstey /o Ao 7
Hch

53

[1] Korea Internet & Security Agency, “Report on
the detection trend of malicious code hidden
sites in the scecond half of 221", “https://www.kisa.
or.kr/20205/form?postSeq=1018&page=1",
accessed Oct. 23, 2023, 2022.

AEE, o147, “T AL B AAIZE B 21,
AH R 53] =A, 22(4), pp.819-825, 2012.
Chae-rim Han, Su-hyun Yun, Myeong-jin
Han, II-Gu Lee, “Machine Learning-Based
Malicious URL Detection Techniqu,” Journal
of The Korea Institute of Information
Security & Cryptology, VOL.32, NO.3, Jun,
pp.5o5-564, 2022.

P. Prakash, M. Kumar, R. R.Kompella and
M. Gupta, "PhishNet:Predictive Blacklisting
to DetectPhishing Attacks,” 2010 Proceedings
IEEE INFOCOM, pp. 1-5, Mar. 2010.

Kei Choi, “Hldlo]E 7]¥ke] Al 7|8 o] &g
oJURL/APK &7 9 224 7], AIS, 2023.
ALEIELDIN SALEM, SEBASTIAN BANESCU,
ALEXANDER PRETSCHNER, “Automatically
Analyzing VirusTotal for Accurate Labeling

(2]

(3]

(4]

(5]

(6]

and Effective Malware Dection,” arXiv:

2007.00510v1 [cs.CR] 1 Jul 2020.



106  HFHd=EA A23¢8 A55 (2023. 12)

(™ &F2H)

A 8 $-(unund972@naver.com)
2023\ d FAIg et g R etsty) )8k

email : unun4972@naver.com

A % 7] (Hong-Ki Kim)

19964 2€ Addigta A A gk
(o] EHHtAL)

d A A FRrR sy}
g

email : hkkim@dsu.ac.kr

o] & 3] (DongHwi Lee)

2007 A 71dgtal 4R K 58} Hhat

2011:d72012d University of Colora

do Denver, Dept. of Computer Science

201578 A SAd e A1 EQtke I}
g

email : dhclub@dsu.ac.kr




