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A Study on Strengthening of Vehicle Cybersecurity based on Patent Data
- Searching New Technologies to be Strengthened in the Vehicle
Cybersecurity and Security Requirements based on Patent Analysis-
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ABSTRACT

Vehicles are changing in the direction of utilizing various ICT technologies. Accordingly a number of software ha
s been installed in vehicles, resulting in cybersecurity threats such as hacking. So each country is preparing legal re
gulations to secure vehicles cybersecurity. However, the enactment of legal regulations is bound to be relatively slo
w compared to the speed of development of vehicles technology, so it is necessary to revise the legal regulations by
continuously monitoring of vehicles technology development trends. In this study, we search and analyze the latest v
ehicles cybersecurity patent applications to explore new technologies that require supplementation of vehicles cyberse
curity. Threat technologies/security requirements for new technologies are presented through patent analysis
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