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Comparative Analysis of Effective Algorithm Techniques
for the Detection of Syn Flooding Attacks

Jong-Min Kim", Hong-Ki Kim"™, Joon-Hyung Lee™"

ABSTRACT

Cyber threats are evolving and becoming more sophisticated with the development of new technologies, and
consequently the number of service failures caused by DDoS attacks are continually increasing. Recently, DDoS
attacks have numerous types of service failures by applying a large amount of traffic to the domain address of a
specific service or server. In this paper, after generating the data of the Syn Flooding attack, which is the
representative attack type of bandwidth exhaustion attack, the data were compared and analyzed using Random
Forest, Decision Tree, Multi-Layer Perceptron, and KNN algorithms for the effective detection of attacks, and the
optimal algorithm was derived. Based on this result, it will be useful to use as a technique for the detection policy
of Syn Flooding attacks.
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2.3 MLP(Multi-Layer Perceptron)
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