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Case Study of Building a Malicious Domain Detection Model Considering
Human Habitual Characteristics: Focusing on LSTM-based Deep Learning
Model

Jung Ju Wonx

ABSTRACT

This paper proposes a method for detecting malicious domains considering human habitual characteristics by buil
ding a Deep Learning model based on LSTM (Long Short-Term Memory). DGA (Domain Generation Algorithm) m
alicious domains exploit human habitual errors, resulting in severe security threats. The objective is to swiftly and
accurately respond to changes in malicious domains and their evasion techniques through typosquatting to minimize
security threats. The LSTM-based Deep Learning model automatically analyzes and categorizes generated domains
as malicious or benign based on malware-specific features. As a result of evaluating the model’s performance based
on ROC curve and AUC accuracy, it demonstrated 99.21% superior detection accuracy. Not only can this model dete
ct malicious domains in real-time, but it also holds potential applications across various cyber security domains. Thi
s paper proposes and explores a novel approach aimed at safeguarding users and fostering a secure cyber environm
ent against cyber attacks.

Key words : LSTM, DGA, Human Habit, Typosquatting, Malicious Domain, AUC, ROC curve, Cybersecurity
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