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Analysis of methods for the model extraction without training data

Hyun Kwon*, Yonggi Kim**, Jun Lee***

ABSTRACT

In this study, we analyzed how to steal the target model without training data. Input data is
generated using the generative model, and a similar model is created by defining a loss function
so that the predicted values of the target model and the similar model are close to each other.
At this time, the target model has a process of learning so that the similar model is similar to it
by gradient descent using the logit (logic) value of each class for the input data. The tensorflow
machine learning library was used as an experimental environment, and CIFAR10 and SVHN
were used as datasets. A similar model was created using the ResNet model as a target model.
As a result of the experiment, it was found that the model stealing method generated a similar
model with an accuracy of 86.18% for CIFARIO and 96.02% for SVHN, producing similar
predicted values to the target model. In addition, considerations on the model stealing method,
military use, and limitations were also analyzed.
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