https://doi.org/10.33778/kcsa.2023.23.5.045

o) Y9l F]uk BEAQ Wa FAPIE A7

IT 7149 90 ne UAE 717 Ahgel nasis @7, 99 B4 /19l 2 T3 JFFE0s S
S1E). olela A4 52, T2 ADark web)3h 9 Deep web) 5 BA% WA ek a4k A 0
o £V A0 U5k 0 MEALE oUW AIS 48 11 28 olels A 1A Lok 99 3
o] ot v AWPAaS 2okl £ B Y P AR B9 B BhSsn qlo
o, e vl we) Pl %M SA Bl Y e Aol Felel (Sl AHEE) Eeel 2 71
& meAst 2RAW ol AE it FHE S, AR dolHE Agehe cmmdl e -
sizca, 0 Ho]el Al ol $a4e] Ak S PRR L E CEERIEEE R EAE TS
L

:tJ
)
_\;i
R
.HJ
_‘
>~
>
rﬁ
r?ﬂ
. %
2
>~

o W= ALgA B9 FA Sl BEA WA A e
: A FAE B Q) AlE AR BAE FHS Be vnee e
71202 Fo HTHE HAFOZA AL o] FazA Y] HEAE FenA S

A Study on the Crime Investigation of
Anonymity—-Driven Blockchain Forensics

Han, Chae*Rim*, Kim, Hak*KyongH

ABSTRACT

With the widespread use of digital devices, anonymous communication technologies such as the dark web and
deep web are becoming increasingly popular for criminal activity. Because these technologies leave little local data
on the device, they are difficult to track using conventional crime investigation techniques. The United States and
the United Kingdom have enacted laws and developed systems to address this issue, but South Korea has not yet
taken any significant steps. This paper proposes a new blockchain—-based crime investigation method that uses
physical memory data analysis to track the behavior of anonymous network users. The proposed method minimizes
infringement of basic rights by only collecting physical memory data from the device of the suspected user and
storing the tracking information on a blockchain, which is tamper-proof and transparent. The paper evaluates the
effectiveness of the proposed method using a simulation environment and finds that it can track the behavior of
dark website users with a residual rate of 77.2%.
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Section Collected Data
1 Host name
IP address of the accessor
MAC address of the accessor
Name of the active operating System

accessor
Operating system of the accessor
Unique identifier generated by the NIT
Whether NIT is installed
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