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A study on Cloud Security based on Network Virtualization

Sang-Beom Hong®*, Sung-Cheol Kim**, Mi-Hwa Lee**

ABSTRACT

In the cloud computing environment, servers and applications can be set up within minutes, and recovery in case of fail
ures has also become easier. Particularly, using virtual servers in the cloud is not only convenient but also cost-effective
compared to the traditional approach of setting up physical servers just for temporary services. However, most of the und
erlying networks and security systems that serve as the foundation for such servers and applications are primarily hardwa
re-based, posing challenges when it comes to implementing cloud virtualization. Even within the cloud, there is a growing
need for virtualization—based security and protection measures for elements like networks and security infrastructure. This
paper discusses research on enhancing the security of cloud networks using network virtualization technology. I configured
a secure network by leveraging virtualization technology, creating virtual servers and networks to provide various security
benefits. Link virtualization and router virtualization were implemented to enhance security, utilizing the capabilities of virt
ualization technology. The application of virtual firewall functionality to the configured network allowed for the isolation of
the network. It is expected that based on these results, there will be a contribution towards overcoming security vulnerabil
ities in the virtualized environment and proposing a management strategy for establishing a secure network.

Key words : Network Virtualization, Router Virtualization, Link Virtualization, Cloud Security, Security Control,
Virtual Server, Container, Host Virtualization
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