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ABSTRACT

This study proposed a classification of malicious network traffic using the cyber threat framework(Mitre ATT&CK) and machine learning
to solve the real-time traffic detection problems faced by current security monitoring systems. We applied a network traffic dataset called
UNSW-NBI5 to the Mitre ATT&CK framework to transform the label and generate the final dataset through rare class processing. After
learning several boosting-based ensemble models using the generated final dataset, we demonstrated how these ensemble models classify
network traffic using various performance metrics. Based on the F-1 score, we showed that XGBoost with no rare class processing is
the best in the multi-class traffic environment. We recognized that machine learning ensemble models through Mitre ATT&CK label
conversion and oversampling processing have differences over existing studies, but have limitations due to (1) the inability to match
perfectly when converting between existing datasets and Mitre ATT&CK labels and (2) the presence of excessive sparse classes. Nevertheless,
Catboost with B-SMOTE achieved the classification accuracy of 0.9526, which is expected to be able to automatically detect
normal/abnormal network traffic.
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Table 1. Research Examples Using Network Traffic and Al
o Research
Dataset ‘ Algorithm | Sampling
Intrusion detection system using feature selection with clustering and classification machine learning algorithms on
1 the unsw-nb15 dataset[13]
UNSW-NBIS \ SVM, K-NN | X
5 Intrusion Prediction using Long Short-Term Memory Deep Learning with UNSW-NB15[14]
UNSW-NBI5 \ LST™M | X
Edge-detect: Edge-centric network intrusion detection using deep neural network[15]
5 UNSW-NBI5 | LSTM, GRU, Fast-RNN, Fast-GRNN_| X
4 A Study of Cyber Attacks and Recent Defense System: DDoS Detection and Applying Deep Learning[16]
Real Traffic ‘ CNN | X
Malicious traffic detection using ensemble learning based on UNSW-NB15 dataset[17]
> UNSW-NB15 ‘ Logistic Regression, RandomForest | X
P Classification Performance Improvement of UNSW-NB15 Dataset Based on Feature Selection[18]
UNSW-NB15 ‘ SVM, K-NN | Undersampling

Table 2. Examples of Virtual Network Traffic Datasets

No. Dataset Year Classes
1 KDD CUP 99 1999 5
2 NSL-KDD 2009 5
3 UNSW-NB15 2017 10
4 CICDS2017 2017 15
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Table 3. Tactics in Mitre ATT&CK

No. Tactic description

1 Reconnaissance Gather information that can use to plan future operations for adversary
2 Resource Development Establish resources that can use to support operations for adversary
3 Initial Access Get into target network

4 Execution Run malicious code

5 Persistent Maintain adversary's foothold.

6 Privilege Escalation Gain higher-level target system's permissions.

7 Defense Evasion Avoid being detected by target system

8 Credential Access Steal account names and passwords in target system

9 Discovery Figure out target environment.

10 Lateral Movement Move through target enviroment

11 Collection Gather data of interest to adversary's goal.

12 Command and Control Communicate with compromised target systems to control them.

13 Exfiltration Steal target's data

14 Impact Manipulate, interrupt, or destroy target system and data
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Table 4. Features in UNSW-NB15 Dataset

No. Feature name No. Feature name
1 srcip 22 dtcpb
2 sport 23 smeansz
3 dstip 24 dmeansz
4 dsport 25 trans_depth
5 proto 26 res_bdy_len
6 state 27 Sjit
7 dur 28 Djit
8 sbytes 29 Stime
9 dbytes 30 Ltime
10 sttl 31 Sintpkt
11 dttl 32 Dintpkt
12 sloss 33 teprtt
13 dloss 34 synack
14 service 35 ackdat
15 Sload 36 is_sm_ips_ports
16 Dload 37 ct_state_ttl
17 Spkts 38 ct_flw_http_mthd
18 Dpkts 39 is_ftp_login
19 swin 40 ct_ftp_cmd
20 dwin 41 Ct_srv_src
21 stcpb 42 ct_srv_dst
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Table 5. Classes in UNSW-NB15 Dataset (Train Set)

No. Class Name Number Ratio
1 Normal 74364 36.07%
2 Generic 47144 22.87%
3 Exploits 35592 17.27%
4 Fuzzers 19398 9.41%
5 DoS 13087 6.35%
6 Reconnaissance 11229 5.45%
7 Analysis 2105 1.02%
8 Backdoor 1858 0.90%
9 Shellcode 1214 0.59%
10 Worms 147 0.07%
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& Convert(Finish)

Fig. 2. Flowchart of Conversion Using Mitre ATT&CK Framework

Table 6. Final Converted Classes

No Class Name Final Class
’ (UNSW-NB15) (MItre ATT&CK)
1 Normal -
Analysis Reconnaissance

2 Related Techniques : Active Scanning(Port, Injection
for searching Vulnerabilities), Phishing

Backdoor | Defense Evasion

3 Related Techniques : Masquerading (Unable to identify
security tools by renaming system utilities, deceiving
users, and granting services)

DoS | Impact

4 Related Techniques : Network-Endpoint Denial of
Service, Service Stop by sending big data

Exploits | Initial Access
> Related Techniques : Exploit Public-Facing Application
Fuzzers | Impact
6 Related Techniques : System resource exhaustion by
sending random and big data
7 Generic | Credential Access

Related Techniques : Brute Force

Reconnaissance | Reconnaissance
8 | Related Techniques : Gather victim host information,

Active Scanning

Shellcode | Defense Evasion
9 Related Techniques : XSL Script Processing,
Exploitation for Defense Evasion
Worms | Impact
10 Related Techniques : Data encrypted for Impact,

Network Denial of Service, Service Stop
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Initial Access

Impact

Reconnaissance

Defense Evasion
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4 3072 13334 32632 35592 47144 74364

Fig. 3. The Number of Classes in Final UNSW-NB15 Dataset

Hlolg MAT= IA 371 ARk APsti=T, A WA
= EZQ3t dHolg EA(Feature)& AAsk= ZHolth
UNSW-NB152] 7% Row®] =415 7143t IDgke] olof sf
Fet & WA= ASXE Acks Aol A4 A W
Hol A, tlol" §49 FAlo] £A3 &2 HFFAA
w2t X2 gh4o] gekzltt UNSW-NB159] 3¢, A&7}
EAct= EA2 serviceZt o]of sHFRtTt. serviced] ¢
HEgol7] Wi AP} Zo| B -H&a- AR 5
9] A7t E7Fs5t7] wEo] Z&A]0) tisiAl NAN g2 ¢
gotqlth. Al WA= 7Helae] HE8E X|3lsk= Aol of
BRol vileyd BE7719 4, Stringo.2 EHE 7|1
WP Wolso]A] X5h7| e ol& FAE HEksto] ¥3
ST B AT JAE(HEAH) 1SS ARESH] gE
o S5 Al TS A9 A Foug A I JHIE Y
5l One-hot Encoding WA ETH= 4301 A2 Y
sttt MFEH= EAL proto, service, state®]tt.

3.4 §l& A X

tloly ghs HIFd= WA Ysll 4 SHA AE
Z1Y5t3ct. Final UNSW-NB15 H|oJE|A19] ¢ Normal
S0 A9 HA HolEAY 44.9%F A A|st= KA,
Defense EvasionZ#A9] 735 1.16%, Reconnaissance
SHAY HE 5.06%E AXg}. B4 HlolEle]7] w&
o] 1&g ot B HEFH T57ts/o] EAEt o
ZhA] eHAEY - AT MEYS BT Major SA2}F Minor
ZH A 749 JolE EolA Hed, £ Ao LHAE
B2 AH&SEelHh

LuAIER 9 A9 E4FT HolEAlolA Minor S¥iA
9] HlolEl~E Major SHAE 7|20 R 2 &8 E43

2 sjashs Wajolth. B WY@ Holg %
i @ B5 83 dole w7k ZA)ugo] 715

Sht, 23 71 doleg A4 ¥ 71 Hlolg o] 7ok
FAol A dhFo] Poly] wje] TAGT g agol

/go] Exo] wet Aet Walo] AolstE R ofz] 717 Hhy
= AR&sto] AR BHAlE A st Aol Adsith & A+
ol A= SMOTE(Sythetic Minority Over-Smapling Tech-
nique)[21], Borderline-SMOTE[23] 282 ADASYNI[22]
WAE ARESHe] Wl EAI5HRIT

SMOTES] %% 49]2] Minor 22 HoJE 232 QI
Minor ¥4 Atolo] 22 HloleE Bdst= A= A
PE}h. 2oz st o gt

Synthetic = X+ u » (X,L*X) (1)

Where X = Minor Class Value,
X, = X's Nearest Neighbor, w = Random(O¢value(1)

Borderline-SMOTE9] %%, SMOTE|A &73t &1z
F0 & MajorZ# A% MinorZ# A9 1 A A2
Holel & Aot A& APHrt 499 MinorZ# A9
TEA] Xkl sl 7Y 288 K1Y Hlol'HE 3l 379
State(ote] F)E & E Ak

@ Danger : X2] 24 H|°o|§ 1/2 o[sP7} Minor E2147

£ ¥¥C= wdsto] SMOTE &

@ Noise : X9 &4 Hlo|E|7} AE Major S 39,

ojzg sl SMOTE v|4&

® Safe : X9 24 Hlo[&7} 1/2 Z3}sk= Minor S 74

%, 4 Minor S92V} A4 $E08 EAGKE
Ao Bste] SMOTE 128

ADASYN(Adaptive Synthetic Sampling Approach)”|

HEe SMOTEOIA 43t 7|#o2 BE MinorZdA2%

L4 7HS dHol"gE AT SMOTES 28 A9
Minor&# A9 #&A] Xgtritt FAsk= 7H3 Hloly 7t
4sHA] goh. A== 7HE dHold e #EA X519
K-NN(K-Nearest Neighbor) #9] Y2 E0]2= Majorz
A Ffgol Bl R

AA AAE7E gEE HolHAlE O 779 Aeehd
(Multi-Class)et @ +% A5 HwE AT F-v144=4
(Binary-Class)& +45t] 3|4 A AEst91, 2=
Table 73+ Zt}.

3.5 DMl Bt
Xt Bl FeA Mo guE golHA Hieko
2 vjaley ok AWstact B ATle Azt

L =]
4] F sl AL daEEe Yoy, 1% 28
5

AL duE|Eo] HHEQl 45 BlnE Hdl YAE drEEl
71EFAEF JAEHEF(Decision Tree)gs H-§o0=
ARgRIRILE Bag duE]E Al He- skEA] FoARR,
sk meh|g 240 oigt widAdolc), Yukd oz wetulg £
Aol w2 Azte] WsAdo] Z7] ol 9] gk nEhvE
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Table 7. Classes Distribution (After Preprocessing) Table 9. Confusion Matrix
Multi-Class Datasets Prediction
a Confusion Matrix — Fe—
Dataset |Class 0| Class8 455 | Class14|Class 1| Class7 ositive cgative
3 Positi True Positive False Negative
X (ORIGIN) | 74364 | 47144 | 35592 | 32632 | 13334 | 3072 reaul osttve (TP) (FN)
t
SMOTE | 74364 | 74364 | 74364 | 74364 | 74364 | 74364 et . False Positive True Negative
Negative (FP) (TN)
Borderline | 364 | 74364 | 74364 | 74364 | 74364 | 74364
SMOTE
ADASYN | 76817 | 74672 | 74382 | 74364 | 73725 | 72046 DA % (Precision) — TPﬁ PFP @)
Class 0 : Normal / Class 8 : Credential Access
/ Class 3: Initial Access / Class 14 : Impact N B TP
/ Class 1 : Reconnaissance / Class 7 : Defense Evasion @A & (Recall) = TP+ FN 3
Binary-Class Datasets 2 XPrecision X Recall
Dataset Class O(Normal) Class 1(Abnormal) ® Fl— score = Precision + Recall )
X (ORIGIN) 74364 131774
SMOTE 131774 131774 © AUC= / TPR d(FPR) ®)
Borderline
SMOTE 131774 131774
ADASYN 132010 131774 )
Table 8. Optimal Parameters in Each Algorithm §
Parameter Catboost XGBoost LightBGM é
n_estimator 562 683 504 [=
max_depth 6 10 9
learning_rate 0.25 0.018 0.016 FPR(False Positive Rate)

£ o] d4Aolrt. o|& sidsty] s netelE 79
A58t EAACQ] Optuna ZHo|E 2P [27]5 ARE-SH] 24
9] rEtrgE Tl 2 FEsielth s mEtlE= Table
81} Ztt. ojufl, SkFofl 221 3709 LaE|Ee] 35 wetr]
E]Ql n_estimator((BHEZ 74, max_depth(EE] 4] Z
o)), learning_rate(SH55)4t E7|5F3 .
Holg &4 -wAiled sEEE-2 ofiet 2
@® 7o/t E: Python 3.8 / Jupyter notebook
@ H/W: CPU(Intel Core i7 9750H 2.60 GHz) /
GPU(NVIDIA GeForce GTX 1650) / OS(Win 10) /
RAM(16GB)
® =ro]lB&#F: Pandas:Numpy(dlo]E &4 9 A4, im-
blearn({1&%), Optuna@&u]g A5 £4), sklearn
QR13A%5 A1), xgboost:lightgbm:catboost (HAIH

g daEs) 5

4. 4

olr

Yot

41 I} XE

st&ndo] Wyl A HEEE 5P H(Confusion Matrix)
9] FAHRAE 2 &= (Accuracy), IEE(Predic-
tion), A&@&Recall), F1-A370J(F-1 score) 121 AUC

Fig. 4. ROC Curve

(Area Under the ROC Curve) 52 &34t &%
HolE & ste] Bt A& F FU=e} ALY 231
<% F1-230]¢} FPR(False Positive Rate)2] ¥3}o] mE
TPR(True Positive Rate)?] W3S HoFE= ROC(Re-
ceiver Operating Characteristic) Z419] W& AAkst
AUCE 334 0% Hwd Aolct. £5FH(Table 9) ¥ A
X A4, ROC(Fig. 4 2t

ojrff F1-2A30]5 AESHHA], Hlo[EA(ORIGIN)O| £+t
3 Hlol" Y& aEste] AA| Rows thH] E¥4 H Row H]
£ IE 7SR E Fo T AL & dFelAs E
glol 2|2l Alo]AH(Scikit-learn)?] metric HAEES &
o YIRS AAbeETh

42 Bt 2t

5 5 7HA Alo|AR ShET HAlE B3 HAEAMCE j
7} &+ A3}, Table 10, Table 113 Zt}

B7et WeS vie g 7 maled 7Y E 1 8
7 &=91(Top4, F-1 Score 7I%) 9 A o8 o4 =
¥ 3 s 23 <H(Top4, F-1 Score 7|H)E =&
A, 429 23D AeThd B, @ 303 B
Table 12, 133} At

of

oo moh m,
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Table 10. Multi-Class Classification Performance Results

Table 11. Binary—-Class Classification Performance Results

Decision Tree(Baseline)

Decision Tree(Baseline)

Dataset S CFOlr - AUC | Precision | Recall |Accuracy Dataset . cFolr o | AUC | Precision | Recall | Accuracy
ORIGIN 0.7052 | 09308 | 0.6831 | 0.7303 | 0.7303 ORIGIN 0.9248 | 09038 | 0.9399 | 09102 0.9055
SMOTE 07058 | 0.9239 | 0.8065 | 0.6581 | 0.6581 SMOTE 09153 | 09100 | 0.9711 | 0.8656 0.8978
B-SMOTE | 0.6956 09295 | 0.8035 | 0.6342 | 0.6342 B-SMOTE | 0.9016 | 0.8928 | 0.9579 | 0.8516 0.8814
ADASYN | 0.6902 | 0.9237 | 0.8008 | 0.6259 | 0.6259 ADASYN | 0.8925 | 0.8902 | 0.9689 | 0.8273 | 0.8728
Catboost Catboost
Dataset S CIi)lr . AUC | Precision | Recall |Accuracy Dataset 5 cFolr o | AUC | Precision | Recall | Accuracy
ORIGIN 08142 | 09711 | 0.8155 | 08168 | 0.8168 ORIGIN 09433 | 09075 | 0.9163 | 09719 0.9254
SMOTE 0.8022 | 09699 | 0.8374 | 0.7797 | 0.7797 SMOTE 09525 | 0.9390 | 0.9626 | 0.9426 0.9400
B-SMOTE | 0.7987 | 09695 | 0.8410 | 0.7720 | 0.7720 B-SMOTE | 0.9526 | 0.9422 | 0.9695 | 0.9364 0.9406
ADASYN | 07848 | 09681 | 0.8509 | 0.7450 | 0.7450 ADASYN | 0.9477 | 09262 | 0.9446 | 0.9509 | 0.9330
XGBoost XGBoost
Dataset Sclzlre AUC | Precision | Recall | Accuracy Dataset | (fl | AUC | Precision | Recall | Accuracy
ORIGIN 08280 | 09741 | 0.8383 | 08266 | 0.8266 ORIGIN | 09503 | 0918 | 0.9250 | 09769 | 0.9347
SMOTE 0.7951 | 09700 | 0.8561 | 0.7551 | 0.7551 SMOTE | 0.9393 | 09385 | 0.9893 | 0.8941 | 0.9262
B-SMOTE | 0.7907 | 0.9691 | 0.8465 | 0.7543 | 0.7543 B-SMOTE | 0.9349 | 0.9355 | 0.9917 | 0.8844 | 0.9213
ADASYN 0.7922 09695 | 0.8532 | 0.7541 | 0.7541 ADASYN | 0.9344 | 09358 | 0.9933 | 0.8822 0.9210
LightGBM LightGBM
Dataset scFolre AUC | Precision | Recall |Accuracy Dataset S CFOlr o | AUC | Precision | Recall | Accuracy
ORIGIN 07885 | 0.9537 | 0.8250 | 0.7764 | 0.7764 ORIGIN 09122 | 0.8415 | 0.8536 | 09795 | 0.8797
SMOTE 07673 | 0975 | 0.8438 | 0.7260 | 0.7260 SMOTE | 09282 | 0.8830 | 0.8965 | 0.9622 | 0.9049
B-SMOTE | 0.7550 | 0.9546 | 0.8226 | 0.7241 | 0.7241 B-SMOTE | 0.9078 | 0.9131 | 0.9936 | 0.8356 0.8916
ADASYN | 0.7611 | 0.9548 | 0.8399 | 0.7195 | 0.7195 ADASYN | 09407 | 09219 | 0.9485 | 0.9331 | 0.9250

Table 12. Ranking Multi-Class Classification

Performance Results

Table 13. Ranking Binary—Class Classification

Performance Results

Criterion : Best F-1 Score by Machine learning

Criterion : Best F-1 Score by Machine learning

No. Machine learning - Dataset F-1 Score
1 XGBoost-ORIGIN 0.8280
2 Catboost-ORIGIN 0.8142
3 LightGBM-ORIGIN 0.7885
4 DecisionTree-SMOTE 0.7058

Criterion : Best F-1 Score in Total results

No. Machine Learning - Dataset F-1 Score
1 XGBoost-ORIGIN 0.8280
2 Catboost-ORIGIN 0.8142
3 Catboost-SMOTE 0.8022
4 Catboost-BSMOTE 0.7987

No. Machine learning - Dataset F-1 Score
1 Catboost-BSMOTE 0.9526
2 XGBoost-ORIGIN 0.9503
3 LightGBM-ADASYN 0.9407
4 DecisinoTree-ORIGIN 0.9248

Criterion : Best F-1 Score in Total results

No. Machine Learning - Dataset F-1 Score
1 Catboost-BSMOTE 0.9526
2 Catboost-SMOTE 0.9525
3 XGBoost-ORIGIN 0.9503
4 Catboost-ADASYN 0.9477
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Table 14. Weight Order of Feature Importance

No. Catboost XGBoost LightGBM
1 smean sbytes sbytes
2 sbytes smean sttl
3 service sload smean
4 sttl dur service
5 ct_dst_src_ltm rate ct_srv_dst
6 ct_srv_dst sinpkt dmean
7 ct_dst_Itm sjit ct_dst_src_ltm
8 dbytes djit proto
9 dmean dinpkt dbytes
10 sjit dmean dttl

Two or more of the three algorithms corresponding
FI: smean, sbytes, service, sttl, ct_dst_src_ltm, ct_srv_dst,
dbytes, dmean, sjit

T3 dehd £7 HAlEd 7IE, dolEAl W S/4do]

mdd —Eq W ==i7]0] dFs ©ol 71-(Weight of

Feature importance) 1071E& 715X A2 Hotd
Table 148} Ztt.

o] ¥ 97HA §4o] 4§l 1071 §4 7IE 29 o4 s
H2 sttt ol 2 &7 & 9F= W]X] 4
2 gdd 4 9lon 59 ”Hﬂ«] 2717} 28 E5o0 A
A 2 sttt o S/l dit A

@ sbytes : YA A Z2A|(des)Z 2 H312] F7]

® dbytes @ EFA| o)A EIXE & HF F7]

@ ct_dst_src_ltm : AHoA] http AH]A AFA], A7k
& 100719 AZofA LT LA} =2A] 49
A2 £

® ct_srv_dst : AHoIA http AHA AFA], ARE &
100709 QZoNA YT SR FLE AH|A
(service)?] A2

® dmean : Z&A]9] o8 A

@ service : OS] S-&AZF A /\1‘31i

® sjit 1 LA NA] A AEH (A& =
A Aol)

© sttl @ SR ANA =2A|7HX] 9] TTL

4.3 ﬁ%ﬂf“"(Multi—ClaSS) 22 41 24
seh BR V12 Bk AN 24 Rz Bas
c}aﬂr et
RA, F-1 23012 1202 OHAEY JIHe 24 ¢
2 ORIGIN Hole & A831912 i 450l 9531988
selstgich. ol QMAEY J¥e A8 3

ox,
=2
>

Major A 7§42} Minor ¥4 7H5=9] AUzl Zfo| &2
I8l Minor 229 FAF HlolHE Adsh= 4 9ol
dojut3= ERlsaitth.

EA4, F-1 2370]E 7]&92 2 XGBoost-ORIGIN %%+ &
I7E S22 ERlstitth 2 Ao 2290 PAE
& 5 A7 E 7HE 142016 EADARL 7R oA,
BrHEAIY 7P <okt 7Y 242017 EAD) 71
Catboostd] ¢ X8 E40] B2 Holy 2P EFolA

oksitt= Bd[28]0] EAst=H], £ ZAi}ollA] XGBoost7t
OFZIgto] whet olk Hk H8HE ERIsHT). T T0p4
W 17} XGBoost AlP|AE A3t 37| Ao]A9] 7
Catboosto]7] WjZe] &= BF $83t7]= ojgrh Eﬁ‘}
FIAHEE £ Decision Tree(0.7058) tjv] BE oFAt
E 7|%o] Ados %2 SISk

AR, AUCY] 3% & "ol -2d £3to] 0.9 o4
< ZRIst3 ol ERVIEA FEIT 452 W F
Uepdch B AFo)A 21 AUCE 0.9741, A AUC
0.9237& Yetli1L Ut} AUCS A% 10 27T +E
5°] €201, 0.9 oY A 2 ERVIE BrpL

30 ox 1l o mo

&

S, IERIL 21e] B9 b el L0145

719]

2717F BRI 71 S851 oleloll MuoAol L 7
2 Y] dde-sd LA MHAE TR & 5
AuolA Agshe 92 54, AH Sl $2%= &Ust
At

4.4 MM-H|HA(Binary-Class)E2fT 252} MsH|w

F-1 A230]& 7|02 ALl EE A3} HA-H]|ZAt
B= A9 v|ushd AA-H[AZA EE R A5o0] &%
3t AL RISt F-1 AF0] 7|& HA-H|AHA EFH
=]

=79 343’-"3% 1 0.9526%1 ¥, A&ehd BR7o A+
ok 0.124 W¥o Ho=z =it

45 &1t 9l
Bt A¥o] ololg A 27HA(EF
H) FHo=z Aot
AR, B4 dlolg 9 st5E HsiAlE dlolgAle] E4
o gt MEY 7S FAgof stk Folt} B AolA
AMEE UNSW-NB159] 39-+= AMEF 7|HE v]ZL3t o
ojgjAlo] 71 A3t AL F]lstirt. gt Sr 2L B2
g 7|Eo2 Y dojgo v eHMEH7|H
23t o] gRE A SA=dou U A
HAZY 7| HE 283t 23o] YE o
St 2FHEG 2 AoZ SHEQL ol A QHAE
Hol goJgAlo R k53t HAlo] 7 A3t QEHFN)
2 A02 gf4o] 7Hssitt o= UNSW-NB159
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AAoH= 34 FATL
= = Agsl E439 golglAlog, QHAMEHA Rows
FESHA| &2 Minorgd A9 7MY} HlolHE vt 1}
oflA] ejzo] doju} shgo] KA FFS & AR 7
ot 53] HAA diAlE T B4 j719] HlE&o] T3k =
< YESQZ EY HolgAlofA F83L olfpE Holm,
IDS- UTM 53 22 HEA AsigAgH| 9] 4 o8
£ol= Ao] 7MY F83517] "ol < Al MEI7IY A
S g REOoE SRIHE

=4, dlolEAe] B4l B A3 As(MAlRY 5) 714
S FAE|of stk Holtt, Catboost] 79 2017E0] =f
ZH 7| o g ' 7]Hof Bls] 4l 7o, AA| Ao ©
o[glAlo] Ql9Y AAE FAE FF &A4F FH2aH
(Ordered Boosting) ¥ ¥3g W4 A5A 8 59 715 &
A= 2 7] vs FHojd Aoz A QUeH10]. SHA|
& Aol At XGBoost7]- o &2 H7HE Wit ol
UA B7IeE Edjy BERoA F83 T E 7o Eol
AF)E St 971 EX(Table 9 &%) 5 #izl37], 942 <,
A, TTL & 87H §4o] A golgh= HolA t?l B
S & ot BAZF o2 XGBoost9] X3 Agof thgt
e = HoFa glon, 9 B4 A 7MY vEN=A
Egg djo]g|Ql KDD CUP 995 EHFot= /e XA
(2015)°0A4 A9 10708 2% XGBoostE &3t A7} o]
£ YUSSH8]l. wEkA, &5 oo EDA(Exploratory
Data Analysis)7|"< &3t tlo[HAY] 54 wotot= A
o, E4 gt Aol g2 dEE 7S B 9 AAst

= Zo] F85ith= A& HoFal Qlth
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