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[Abstract]

Terrorists have been attacking in the vulnerable points of aviation sector with the diverse methods of attacks. Recently,
Vulnerability is increasing because the Modus Operandi of Terrorism is carried out by exploitation of people in the form of
employee working in aviation sector whose role provides them with privileged access to secured locations, secured items or
security sensitive information. Furthermore, cases of insider threat are rising across the world with the phenomenon of
personal radicalization through internet and social network service. The government of ROK must respond to insider threat
could exploit to acts of unlawful interference and the security regulations should be established to prevent from insider threat
in advance refer to the acts of unlawful interference carried out in foreign countries and the recommendations by USA, UK
and ICAO.
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Fig. 1. History and modus operandi of acts of unlawful
interference in civil aviation
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Concurrent Actions

Implementing Mitigations
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Fig. 3. Insider risk mitigation framework by United Kingdom
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