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Computational flow
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URLNet(Full)& o] % 7IA8r} o] $435t2 Ja=
A58 AFFHFPRe] Fom who] 423 URLNeto]

2 22 o of =& =
[ r‘\ﬂl
-l m}m

ok N

(o5}

I

= ———
CHAR

Tokenized Embedding
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3.1, 8% HOIE ¥ DY S 24
3.1.1. URLDeep][13]

1) =H&HolE

- P2P Social Network®] ¢34 URLs (VirusTotal,
PhishTank)

- Znpel xeapelwst A sielel Wk 1wt Af
URL 42 T7A% dlo]E] 4l (Malicious dataset :
Training 1,016,575 & Testing 933,150)

(F# 1) URLDeep ZEolIM ALSEH Clo|EA 714

Benign Malicious Total
Training | 4,983,425 | 1,016,575 | 6,000,000
Testing 9,066,850 933,150 | 10,000,000
Total 14,050,275 | 1,049,725 | 16,000,000

2) SEUARERE

CNN 7ldell dynamic max poolings 243}
Dynamic CNN(D-CNN) ®] Deep Learning
2 AAZE 24 WES 3] o URLE 95
Eipsi=g

2

Hd& AA g}

£ "W(feature map)¥} ZE(filters)E

Hokow URL e} b2 Hofg
|z dlole] #AIE o & Asielrt

- ol mde A WA A A A (raw) URLE =
A wWe 2 wW3lely] 93 93] EA(Lexical

oleﬂoi

Hepoll A

AY MEZ doldo] it Hlo|HE 245l

- =
JAl~#F URLES +438l= B]A| Z(unsupervised)

- Character-level CNN : dHo|E{4lo] 3]+ unique
FAES ST 7 EASE 449 WHE A

313 URL A2t 32 mdoz Wsksiy g

A w4 AE S AAtete] o)) 23 S8

- Word-level CNN : &5 dlo]e]Hlell4] unique T
°]& URL 249 55 A= }ﬂlﬁéﬁg‘ FA =

o4l URL mi= tho] Alf~9] sl 58S oy
A vrehdes 54 delelA £-8 st el S Al
it

- 2+ AA % A=A pooling a2
9]l %= SGD(Stochastic Gradient Descent)%
Optim¥} §7A HE3l 1, &4 I5E A
21814 272 ¥W45%(Optim library, Gradparams) 7}
& ALkl

- 712 A3l CNN L12]Z(static max-pooling,
fixed graph) WA thale]l 52 CNN w2
(Dynamic pooling, activation output operation)=S-
AHgsteiet.

- 7]& CNN 852 filter9} back-propagation 5.4
S ALgsle A ubolx| gk, A (convolution)
A oA A A= Al vrAlS Agkellch.

- B3 (Non-linear) URL F2(#k, wol)E <
dhe A= Hed ZH el aeld

URLDeep Model

Input URL
http//www.sample.com

Char Level URLI Deap / Won:l Level URL Deep 7-\
OO ] \
\ \

[ I:I—IZIIIIIII “ ﬂ--—I:IIII |
| Matrix ‘ | Matrix |
| Representation | ‘. Rep reszent:mon |

/ /

H{ -
\.f
e

\

Input k I

Input k
f Conv Input o \

Input o

Input k

Input k
Input @ s

Input o

Dynamic CNN
Process

Inputk {
}nguto \i"

Input k
Input o

(03 5) =2 =93 7lgtel URLDeep ZH=(13)
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- 78 CNN Aol FA18F g A1 (feature
maps)S &3 4= 93, URLDeep?] L Z =
71— /K]7:]UT— 74]2.\:]_1;]_ 524 o7 o tﬂo] E(k_max 7H

e AR e AARE W) gk

4 7178 o]%9] k-maxellA4] dynamic poohng

S ARgste] e 25 o] AntelA HH A 54

o2 oA URLE dd&3le=d £&40 )

Dynamic CNNel|4] & zelo] sl 54 3

T wAle] Al EERE olY g6 A 245

'
N

th(E# &% w4 Data Partition, Channel
Fitting)
- 5 AR A A e B 28E A A
o]a, WA @A & CNN &< f: Rn —
RS AAFstdeh(o1714], R of" URLS] A<

o2 915 seviE)

3.1.2. POSTER[14]

1)

2)

st& GlolH

Ant Financial Alo]E2 | =325} URL &4
AES dolg Al

fol Lol ¢le URLSH Ao dujal oA
URL(XXE, XSS, SQL 9144 &)
- 24l 109 7He] URLE 4 7]
Z A|~do)|x] &x% oA URLY 4 Senbds

WZ8 sl

- ZA3 URL 374 ®A]E $13 PU learning
(Positive and Unlabeled learning) 7]4F WA o2
two-stage A1 =¥} cost-sensitive A1 Al
®E URL scheme, authority, path, query,
fragment FEZ FAF ] gla, A& 4 | 3
E= Agts 2 F4S =2 fragment IFE A
Attt FHE 7o (‘keyl=value&..&

keyn=value’ & 4])

PU learning semi-supervised learning®| 54

gt 77 positiveo] 1 HolEo] ¢l AdAEA

[schemes[//[user[:password]@]host[:port]][/path][?query][i#fragment]|

(2% 6) URLS| YtHol 72 H4

r_x_l

ub Al 338}, negative SIABIAE Al FEA] $E
z2ted & A8

- Two-Stage Strategy : 3 HA)|
%}1—_ 0]/‘\E‘]/\oﬂ/q

Hg Agsha

gy

A A o] Eo]
A2 & 4= 9l negative 312
F WA A NA positive
elxo} A28k 4= Q)&= negative ¢ il
%}04 7120 A mdllE et A2 olad
= AEst=dl ARk
- Cost-Sensitive Strategy : #Ho]Eo] ¢l dE
2ol positive A2EIA7F A9 itk 7R s}
3, #olEe] ¢lv BE AABAE negative d|
o] B2 F7}3odit.
& Ao A2 URL-S =A
RER AdEe] e URLS (N + 1)

v 8 g HMEE A5sT, $39 54 e

>

/\Eq/\ 4

@,

Prediction :

E zz
=4

o
N
o —Y

o,

—|1-‘

ox
e
)
lo
[2al
i)
=
2
ofd
o
2
)
td
e,
rlo
E

7} =& URLS 38 94 URL A EE 74
K-URL AEZ Ze]g)sla, o]y Hal ol
o7} ZElg® URLS $5o2 Fqlale] 4

.
2l

R O < R ¥

(
-

Q) Bk 245 HoleF gkl Sl

A A=A %= URLE] A

4 Ko X
=
u
=
¢
i)
2
e
2

i
2
A
ol
fl

&
>
op
ok,
32
il

) Hah4e)
Awetg alolehe sp1el dlolele] As
o) e o) BER A Ao e
3 AT fE A FovlEA =
+AE PU learning® 2 3|2 7}53lch
- Two-step A& 5% negative =®l27} 9
D A A A8 WA AR+ 9k
negative 12~ d % HL%“* ‘:]'% A5 Xﬂ_%ﬁ
3l supervised =
Az ARshsich

- Cost-sensitive - TAs}A] oFS Q7 u]§
= Ze oA Tv:v“‘ﬂ &l PU 3t wAlE A

ap7] Qe AA o4 Asait
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288 & Feature

Test URL: i Candidate

P Extraction Malicious URL:
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3.1.3. RF-based Analysis[15]

& 0lE

o] ulolelzol o) EAIE The] URL
;ﬂo]ﬂ(lyﬂ 2 7k Az])

=
£

L URL(H/#1A 7912
2l URL) Usuwo; FE5p 29 o

%M% w 1

4 EH

- URL®] ©]3] F-Eubs 7o shs &7 24
2]

A& A % (Precision)- A & &
(Recall) 341 olzfle] w4 A vz FHo
recall AAF B8 x}-8-3519d )

- 293 Foldo] AAE URLS Z3slE dolg
AL Wra, o 9 Eg 19 Hd) Zo] DS

Agate @ Ao RFE Sakaleh
R4 deld 80%, AT4 dlele 20% = 4
ok,

iy

'
>~

-

o

AL Ao

4
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3.1.4. Malicious Websites Detection[16]
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== .
import numpy as np
Machine Learning Module

= = }

import pandas as pd
SVM 2

Malicious URLs Benign URLs 8

import xgboost as xgb

g l ﬂ import matplotlib.pyplot as plt
=
Whois services [peez=ey a (@
sz_‘iciousbaf\d ii == from sklearn.model_selection import train_test_split
enign websites
LR EIlblE features dataset (Lo from sklearn.metrics import confusion_matrix
URLs from sklearn.utils.multiclass import unique_labels
data = pd.read_csv("../input/dataset.csv")
sitfer # clean up column names
data.columns = data.columns.\
(32 8) 24 WAOIE EX| =2l (16) str.strip().\
str.lower()
= i # remove non-numeric columns
el [ - ‘
L - (== - data = data.select_dtypes([ number'])
Malicious and Malicious and benign Cleaning and
benign websites features dataset Data analysis # split data into training & testing
1 train, test = train_test_split(data, shuffle=True)
— 1 —
Test' ng u{’:_ # peek @ dataframe

Select the best train.head()
algorithms for our

context

Training of machine
learning algorithms

(& 10) XGBoost 78 &A(17)
(O3 9) =M HALO|E ERX| =2 MA(16)
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- k-max pooling ¢34tell €8+ dynamic CNN A=}
Exl = URL F27} AARelA] okAlelz] BE35)=d]

o
F& Aews} vighel,

/b

3) 27z

GBoost, Neural network, RF/SGD/KNN % t}
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4.1.4. XGBoost
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Normalized confusion matrix
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