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Abstract

With the growth of Internet-of-Things (IoT) technologies, the number of IoT devices developers need to manage
has increased exponentially. Many loT standards have been proposed to allow those devices to communicate
efficiently in day-to-day tasks. However, we lack trusted interworking entities for devices from different stan-
dards to collaborate securely. This paper proposes a blockchain platform that bridges multiple heterogeneous
10T platforms to co-exist and interwork. Specifically, we designed an interworking proxy application entity
(IPE) implemented as a chaincode in Hyperledger Fabric to collect and process data coming from/to oneM2M
and LWM2M architecture. The use of blockchain will guarantee network reliability and data integrity so that
cross-standard communications can be audited and processed securely. Based on our evaluation, we show that
the interworking between oneM2M and LWM2M through our blockchain platform is feasible. Furthermore,
the proposed system can process up to 206 transactions per second with 1,000 running applications, which is
about an 87% increase from the previously referenced study.
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1. Introduction

Internet-of-Things (IoT) technology was initially used only in industrial fields, but recently, they are
used in a wide range of businesses and day-to-day lives, such as home appliances, smartphones, and
smartwatches [1]. As a result, the number of [oT devices and the data that needs to be processed increase
exponentially. Several [oT standard platforms have been proposed to manage IoT data efficiently, but
data transmission or device interworking between different platforms may not work correctly due to
interoperability problems [2]. Therefore, the role of interworking proxy application entity (IPE) that
provides interoperability between different platforms for seamless communication between heterogeneous
IoT platforms is becoming more important. In addition, current IoT data is being collected and managed
from a centralized private server or cloud server, emphasizing practicality. However, this method
generally has a single point of attack that is easy for a malicious user to attack. Potentially, an attacker

can compromise the stored data, making the data unreliable for users.
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This paper proposes a novel heterogeneous IoT platform interworking platform using Hyperledger
Fabric blockchain to solve the previously mentioned interworking and data centralization problem. Using
the features of blockchain, IPE implemented as smart contracts can provide a deterministic and verifiable
standard for [oT interoperability through the smart contract and provide a secure decentralized peer-to-
peer architecture through the blockchain consensus. The proposed platform uses events occurring on the
blockchain to transmit data to diverse IoT platforms connected via blockchain nodes. This data is stored
in the blockchain and shared by all participating blockchain nodes. Furthermore, the privacy level of the
shared data can also be configured via channel access permissions.

Technically, this paper highlights the interoperability scenarios between oneM2M and LWM2M as
they are one of the most used IoT platforms in the market. However, our architecture design is generic
such that other IoT platforms can also be added in the future when the interfaces are implemented. In
summary, we made the following contributions:

« We redesign the IPE to be workable in the blockchain environment to support interoperability

between oneM2M and LWM2M architecture.

e We provide proof of concept for our IPE design, which is implemented as a chaincode in the

Hyperledger Fabric network.
o We evaluate our implementation to analyze its feasibility, performance, and scalability.

The rest of this paper is organized as follows. We first discuss the background of the IoT platform and
the existing heterogeneous IoT interworking model in Section 2. We then describe details of our proposed
model in Section 3, while its evaluation is presented in Section 4. Finally, we provide literature reviews

on the existing works in Section 5 and conclude in Section 6.

2. Preliminaries

This section describes terms and related technologies that are used in our paper.

2.1 oneM2M

The oneM2M standard is global technical standard for interoperability for machine-to-machine and
IoT technologies based on requirements contributed by its members. The standard consists of a three-
layer model according to its function, and in this paper, we use the application entity (AE), which provides
IoT service application logic, and common service entity (CSE), which provides common service func-
tions of oneM2M platforms. These entities may communicate through an interface called a reference
point. For example, CSE provides common service capabilities to CSEs in AE or CSE of other domains.

2.2 LWM2M

Lightweight machine-to-machine (LWM2M) is one of the protocols for [oT device management and
service enablement. LWM2M is based on the constrained application protocol (CoAP), and it is suitable
for use by devices with slow transmission rates. Specifically, the LWM2M standard defines the functions
and interfaces between an LWM2M server and an LWM2M client located in an IoT device. Access to
the IoT resources in the IoT devices is done through a URL. Because the network resources are managed
efficiently, LWM2M servers can connect and control a large number of [oT devices.
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2.3 Interworking Proxy Application Entity

Since oneM2M and LWM2M are different protocols, an interworking process is required to enable
both protocols to work together. OneM2M standard defines IPE as an interface that interoperates with
external systems in CSE for interworking with other platform systems. LWM2M can use this interface
to create LWM2M IPE that will bridge LWM2M applications to CSE.

2.4 Hyperledger Fabric

Hyperledger Fabric is a permissioned blockchain framework that can be tweaked to meet several
corporate use cases. Each organization can participate in the blockchain network by deploying a peer (a
node within the organization that has a ledger and chaincode) and an orderer that controls the order of
transactions to be recorded in the blockchain. Furthermore, organizations can also create private channels

within the blockchain network to process business logic and share data among related organizations.

3. System Model

3.1 System Architecture

Fig. 1 represents the overall design of the platform proposed in this paper. The oneM2M platform and
LWM2M platform interwork to transmit data between one another. The blockchain is used to prevent
data collected from sensors or [oT devices from being stored in a centralized structure. The blockchain
used in the platform is Hyperledger Fabric, a permissioned blockchain that aims to be applied to a private
IoT network. There are three major components of the platform: Hyperledger Fabric network, Fabric
Bridge gateway, and external client application.

A Hyperledger Fabric network consists of channels, peers, and orderers. A smart contract called
chaincode is installed in all peers constituting the Fabric network, and IoT data is stored in the blockchain
through peer consensus process through chaincode. The name of the chaincode is IPE, and it is written
in Go language and is divided into three layers: Contract, Model, and Service. OneM2M data and
LWM2M data models are defined in the chaincode, and data required for platform interworking is
extracted from this model and transmitted together with routing information. The chaincode can also
generate events that clients connected to each peer can receive on the blockchain. The chaincode event
contains information about the data the sender wants to send and the client that will receive the data.

Fabric Bridge gateway has Fabric SDK and function modules that use it. In Fabric Bridge gateway,
oneM2M platform and LWM2M platform are virtualized and executed in the form of containers for data
transmission and reception between IoT devices and gateways.

External applications have the Fabric SDK and the IoT platform client they use. For communication
with the blockchain platform, a request can be sent directly to a server connected to the Fabric Bridge
gateway or to the Hyperledger Fabric network, and events generated by the blockchain platform can be

received and data can be processed.
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Fig. 1. Overall system architecture from our proposal, which enables interworking between oneM2M and
LWM2M through Hyperledger Fabric network.

3.2 Interworking Process

When a block containing a request transaction is created in a blockchain network, an event is generated
and sent to all peers in the network. When a peer in the network receives an event, it checks the destination
routing information and sends the data to the bridge gateway or client application that matches the
destination routing information. In addition, our platform implements two-way data interworking from
LWM2M to oneM2M and from oneM2M to LWM2M. The specific operation sequence of the proposed
platform is as follows.

Fig. 2 shows how the oneM2M platform and the LWM2M platform exchange data with each other.
Two operation scenarios are shown in the sequence diagram above. The first operation scenario shows a
process in which oneM2M application transmits oneM2M platform data to LWM2M server. The second
operation scenario shows the process in which the LWM2M client transmits data to the oneM2M
application through the LWM2M protocol.

The first step in the work process before starting the scenario is to install the necessary services on the
IPE-Fabric Bridge gateway: oneM2M platform to send and receive oneM2M data, and LWM2M platform
to send and receive LWM2M data. And we start Scenario 1 after setting up the blockchain and gateway
by installing the chaincode on the blockchain.

In the first scenario, oneM2M application registers itself as a fabric event listener (1-1). Then it calls

the chaincode to send the request (1-2). The Hyperledger Fabric network validates the chaincode (2-2)
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and sends the result to the IPE-Fabric Bridge gateway through an event and stores it in the Ledger (2-3).
IPE-Fabric Bridge gateway checks the event (2-4). This event contains the data sent by the application
and routing information about where to send the data. The IPE-Fabric Bridge gateway sends the data
transmitted as an event to the LWM2M server corresponding to the routing information (2-5). LWM2M
server processes the request and sends a response to the IPE-Fabric Bridge gateway (2-6). The IPE-Fabric
Bridge gateway calls the chaincode to send the received response to the Hyperledger Fabric network (2-
7). The Hyperledger Fabric network validates the chaincode (2-8) and sends the result to the oneM2M
application through an event and stores it on the Ledger (2-9).

In the second scenario, the LWM2M client sends a request to the IPE-Fabric Bridge gateway (3-1).
Upon receiving the client's request, the IPE-Fabric Bridge gateway calls the chaincode to send the request
to the Hyperledger Fabric network (3-2). The Hyperledger Fabric network validates the chaincode (3-3)
and sends the result to the oneM2M Application through an event and stores it in the Ledger (3-4).
oneM2M application checks the event (3-5) and sends a response by calling the chaincode (3-6). The
Hyperledger Fabric network validates the chaincode (3-7) and sends the result to the IPE-Fabric Bridge
gateway through an event and stores it in the Ledger (3-8). The IPE-Fabric Bridge gateway transmits the

response received as an event to the LWM2M client (3-9).
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Fig. 2. Data transfer between oneM2M and LWM2M based on Hyperledger Fabric chaincode events. In
the first scenario, the oneM2M application wants to send data to the LWM2M server from (2-1) to (2-9).
In the second scenario, the LWM2M client wants to send data to oneM2M application through the IPE-
Fabric Bridge gateway from (3-1) to (3-9).
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The advantages obtained through the above operation are as follows.

e Since LWM2M platform data and oneM2M platform data can be linked with each other, the
proposed blockchain platform can act as an IPE. In addition, all peers participating in the
blockchain have the same data, which increases the data availability.

o Data can be prevented from being centrally stored because it uses a permissioned blockchain to
replicate and store data to all peers participating in the blockchain. In addition, it is very difficult
to arbitrarily manipulate data due to the nature of hard-to-tamper guarantee from the blockchain,
which increases the reliability of data and provides security advantages.

4. Experimental Results

The application connected to blockchain peer is implemented as the node.js application in a PC
(Ubuntu 18.04, Intel i7-10700k 3.8 GHz, 16 core, 64 GB RAM). We then build a blockchain network
using Hyperledger Fabric 2.2 in same PC. The blockchain was deployed with 2 peers and 3 orderers and
1 channel. The ordering service runs Raft consensus algorithm.

We evaluate our proposal in terms the performance throughput and scalability. The throughput is mea-
sured as the number of transactions per second (TPS) that our proposal can handle with respect to the
number of applications (apps) available in the blockchain network. Specifically, we vary the number of
applications connected to the blockchain peers from 1,000 to 2,000. They will transmit data to our Hyper-

ledger Fabric network, and then we measure the TPS using Apache JMeter. The results are shown in Fig. 3.
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Fig. 3. Throughput of the proposed system in transaction per second (TPS) based on the number of appli-
cations connected to the blockchain peer.

The TPS throughput decreases linearly as we increase the number of connected apps. For example,
when 1,000 applications are connected, we confirm that the system can process up to 206 TPS. Mean-
while, it declines to 148 TPS when 2,000 applications are present. This behavior is expected because the
system handles more workloads when more applications exist, and this trend is common in other system
benchmarking. On average, our system can process about 160 TPS, which is better than the 110 TPS

previously measured in [3].
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However, our throughput still shows a lower performance when compared to conventional centralized
databases. To improve the performance further, we can use a Hyperledger blockchain acceleration tool
such as Samsung's Nexledger Accelerator [4]. This external accelerator receives and classifies transactions

from clients on behalf of blockchain nodes, which can further improve the original TPS by up to 15 times.

5. Related Work

Several blockchain-based IoT data management and interworking between IoT protocols have been
proposed in the literature. Lee et al. [5] try to strengthen the confidentiality of data by using Logchain to
manage [oT data access rights. The proposed Logchain is designed not to affect the performance of
existing [oT systems by limiting the use case only to manage IoT access. However, the proposed method
does not have interworking capabilities to interchange data to/from different domains, such as in IPE.

Similar to our paper, Kim et al. [6] study the interworking between heterogeneous platforms. They
present a model capable of data transmission from LWM2M to oneM2M. However, their approach is
only one-directional. The data transmission mechanism from oneM2M to LWM2M is not supported.
Furthermore, they only propose a design without actual implementation. In contrast, we provide bi-
directional interworking between oneM2M and LWM2M with a proof-of-concept implementation using
Hyperledger Fabric. Liu et al. [3] designed a blockchain network for IoT data access on Hyperledger
Fabric. The proposed study shows that adaptive block size plays an essential role in performance
improvement. Furthermore, maximum performance can be achieved if other scalability solutions are
considered. The table below provides feature comparisons of our paper with other papers.

The use case of the papers compared in Table 1 is limited to data logging or a specific service, whereas
the use case of our platform is not limited to a specific scope, and there is a difference in that it constitutes
a general [oT workflow [5,7-10]. As for the supported IoT platform, there are papers that support more

than two platforms, but our platform is the only platform that supports interworking using blockchain.

Table 1. Feature comparison between our paper and related studies

Study Use case IoT platform Blockchain Support inter-

oneM2M LWM2M OCF platform working (IPE)
Witanto et al. [7] IoT firmware update No No Yes Ethereum No
Jeong et al. [8] Intelligent healthcare Yes Yes Yes Not specified No
Martin et al. [9]  1oT web application No Yes No Ethereum No
Lee et al. [5] IoT data logging Yes No No Hyperledger No
Lee et al. [10] IoT data logging Yes No No  Private blockchain No
Proposed General [oT workflow Yes Yes No Hyperledger Yes

6. Conclusion

This paper proposed a blockchain-based platform to support interworking between multiple different

IoT platforms. We designed an IPE re-implemented as a chaincode in Hyperledger Fabric to collect and
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process data coming from/to oneM2M and LWM2M architecture. Since it is based on a blockchain, all
peers can see the same data, increasing data usability and solving reliability and security issues that
previously existed in typical non-blockchain systems. Our experimental results show that the proposed
system can process up to 206 transactions per second with 1,000 running applications, which is about an
87% increase from the previously referenced study. For future work, we will investigate the integration
of our proposal with blockchain acceleration tools such as Samsung’s Nexledger Accelerator to improve

the performance and scalability further.
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