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ABSTRACT

Hundreds of thousands of passwords are lost or forgotten every year, making the necessary information unavailable to legitimate owners
or authorized law enforcement personnel. In order to recover such a password, a tool for password cracking is required. Using GPUs
instead of CPUs for password cracking can quickly process the large amount of computation required during the recovery process. This
paper optimizes on GPUs using CUDA, with a focus on decryption of the currently most popular PDF 1.4-1.6 version. Techniques such
as eliminating unnecessary operations of the MD5 algorithm, implementing 32-bit word integration of the RC4 algorithm, and using shared
memory were used. In addition, autotune techniques were used to search for the number of blocks and threads that affect performance
improvement. As a result, we showed throughput of 31,460 kp/s (kilo passwords per second) and 66,351 kp/s at block size 65,536, thread
size 96 in RTX 3060, RTX 3090 environments, and improved throughput by 22.5% and 15.2%, respectively, compared to the cracking
tool hashcat that achieves the highest throughput.

Keywords : Password Cracking, CUDA, Optimization, PDF

PDF A 14 164 CUDA GPU A4
3 o FF 44

e
R
40
>
Jon
oxt

o
°

=

uid =ARE RS AT E BASHAY dojH e HA AR AfAY WIS Fojih2 W Y @At e FRE AME & A "ok
ol2fgt Y5 E HE7| Y5l A4S d=(Password Cracking)o] AHEHTE 3 di%o] CPU thAl GPUE ARE-SHA B I7goflA] o gt W2 F9)
ALrE A&SHA A 5 Atk & =22 @4 7P go] AEEE PDF 1.4 -1.6 MA9] 432 sf=o] Zﬂg 1 CUDAZ AR&310] GPUOIA
FFgl3itt. MD5 ¥aElsY] E28 A4 AA, RC4 ¢ e]F9] 32H|E 9t B3 74, SRz e] AR89 78S ARSIt TS 453kl
QS A= EE, AYE 5 HAE Al LEE 7S AFSSHYI A3E o2 RTX 3060, RTX 3090 #3004 £5 37] 65,536, AH =
7] 969014 31,460 kp/s(kilo passwords per second), 66,351 kp/se] AZFHS HJoH, 7|& I AFS qu-]—‘_ SA7RQ] AR Th
Z¥z} 22.5%, 15.2%= FFAIHT

7|9E : IHAYE 3H=, CUDA, 2Xsl, PDF

.M E

—

U A%k Rolhe o Uy gt 2ad
AN

Mg

w249 O] HEE BASAL QolielwA WA £(password Crackingo] AGET e hES

X o] =2 20224 ARERPISHEFAN AUor HEFA71EH

69
2.69

A4

2 QA ok olye 45 E FH3Y| Y] 4= 3
AFH
A2l AHEAG A58 dolelo)d FEE B

2 ursit}, oFs BE 0 Q7L o o5
7HA9] A AE Hho 3 AFY (No.2021-0-00540, GPU/ASIC 718t e T o= ARgAR Slofwidl 4og 5
Asdels 1ast 4 L 2 e s 2903 ol B 2022 s, WA HEE 5184 UAE SA0) AT % 9
U JRF7|EYBEAR)] Yoz F=ATA TS AU wol 4= -
% A79(No. NRE-2020R1F1A1048478, 20%). . FARl AR FHoR AILEY HE Adke 97
% o] =82 20224 HEAHEA ]SS ASK 20229 $4=E0F “CUDA 3l A5} 15 of|=of| & O]—_QE-’ 01—0 7 oo A
CPU ol PO 416 S5, 51 o) Ao wel wEe e sl ARgRIH #H =of| A a] 71 $1s B2
2. 4 A, RS 2eksto] dideith debAQl whHo g Abd
i & 3] st R AFE TS} wA X o}s o] & le] 9
tE % 9L TEURIR AN #Dictionary Antack)# FAE 92 Y FA[lo] 2
i1 A2 PRSI ITEIFIE 20 EP AAZAL A ARGEHAY dE5EHE ARA dEE
Manuscript Received : August 1, 2022 ol=lL 1 % =z oL = o}
First Revision : September 13, 2022 doke sA0IH. et ARe] AREA @ 49 Ee o
iecond (ljevoisiorkl)i O;tzob;;zlzl, 2022 5o g5t S Aot Bx1dE 45 gy 228 dfof
ccepted : October 22, = = = =]
* Corresponding Author : Hwa Jeong Seo(hwajeong84@gmail.com) gty BAHd ks i 349 98+ o B2 49

% This is an Open Access article distributed under the terms of the Creative Commons Attribution Non-Commercial License (http://creativecommons.org/ licenses/by-nc/3.0/)

which permits unrestricted non-commercial use, distribution, and reproduction in any medium, provided the original work is properly cited.



70 HEXZEE=EA/ARE 2 S A" H123 HM25(2023. 2)

V o] Fasich AREARS] AS7F LojdE o W2 Yy
o] 8= HZAS AL 4 MY FH ASE el
st sjdste o] A4 2 do] 4 4 ok B2
AARE A1&517] Agstr] fIsiA A4S sfi=oll CPU
A GPUE AR&sh= A7F &dstAl 2= TH2I3].
gEE29] 4 AFEE GPUE HAISH #HE A2E XY
517] Wzl g2 AT E dHgsto] A slor ot= 4E A
2ol Agtstet.

B =F0 g 285 PDF EA0] tigt &% =0 3
S F3ic}. PDF(Portable Document Format)[4]:= Adobe
oA NSt ot Falolth, AZEF0], st=o] U Y
AA 2} FootA HAE A4 D o]u|RE EFT TAE A
23} 4= 9it}, o]#3 H_AJoZ TE HHo] [SO 320002
2 mEstEglon A AAFQ EEEAE & O]ﬂ'

dutr o7 A5otE e AFRA7} AASH v|UH S
/% GagEo R siAste] AHE sHAIgS Wil id’
gt} o] SjAIZES e st W] &S Baslelr] Ao

=

of
9Fo

>"°1-r'=c-’i'1—\:—‘

Qeire MUNTo] HEE FAE w ALgHch T
FostE e o AEIALS WA B0 BEoE Ax
¥ 9a go] 22 JEE 1Y YuZoE st A
45 S|Agt wE Ao R st PDFlE oleidt oA
£ QA 193 LuelFo] F7hsle] 9lom PDFY
Hol we o2 A gAY Yol AgHT) B =Ee

o8 PDF WA F @A 7P @ol A8-%+= PDF 1.4 -1. 6
HAS 4% diE PSS IR T AD s
ATt GPU AollA &= HHSE APstqlct

PDF 1.4 -1.6 HH9] 4% si% dagjSolA g2 At
A7EE A A ote BES sHRHo 2 AREEE MD5 ¥ald
3 RC4 gagjgoltt. wahA 2 =72 MD5 & =&
RC4 <185 FHHCE HH3E FL85H5th. MD59
= E99 AA AlA, RC4= 324 E Q& 58 Z-aury
A9l 71HE& AR 1813l GPUOIA Beoll ¥F=
A= 8401 £8, At 4 HAE 98 LER 7HS
AMESEGITE AxA o g AQb 7ol #+E2 RTX 3060,
RTX 3090 &4 I8 F &5 4= 65,5367, £E59F
A E = 967H0A 7MY =2 B 245 4
31,460 kp/s(kilo passwords per second), 66,351 kp/s
o] Az Btk 54T FF00A 71 H1 A& EX
gt XA @ Hlwste] 22t 22.5, 15.2% © w2 A
gFZ st

2.

e

o7

[

2.1 GPUYOIM 23S dli=
T 2 | 5 StEo] 7]&e HHoRE W AR}

GPUOIA 2 = Fare|&e] 1 Fdof w3t AE &
Pt Geet al.[51= SHA 512 Lae&9] A% 32
2 98l GPU Aol HH3E A5ttt Dirmuthet
Kranz[6]2 Beryptet Scrypt F 74 89 siA] 455
GPU% FPGAOIA 242t #+@3t}. Chen et al.[71 MD5
Crypt ¥1L8E9] HiFF A& 918 CUDA Z21 Y& A
85to] A3k}, CUDA &3 +38& o & <=7 &
Hel Ao a7ed £E89 & E5F AFE
T 2E AMEI CUDA Streams AHE: 78S
t}. Li et al.[81+ CUDAE AMESIo] MD5-RC42 E84E&
TFEsHRTE °S” Hjdo] GPU 24 Hz o HHX]%:% 24
ot FHHEelE ARESte] CPU 7|¥h F@ET 3-5H]9
&% PAL HYrh Kim et al.[91= CUDAE ARE3io]
DF &% si5E GPU AolA 7143t sttt 9] s
GPUE AHgstod CPUEE]' 1,000H] © ©}E £ =& HYr}
PDF 9% =2 tiF9] s oA gttt olF i
AL B2 ARAE Evo}i AoH 7MY £2 Jso=
B7hs S =+ F shuoltt. Jens “atom” SteubeZt
2009¢9] A RHE SHAIA B B2 AR ARG
QELA nEAELt AR FELE 20159E0 MIT
goldao] wet F/FoR ARRE 4 QUA EHATHIOL
OpenCL 7]Hte& 79 RE OpenCL SZHTH wehA
CPU, GPU, FPGA, DSP ¥ HX ZZAX A APL 5
AUtk EZF 30070 o9 okt PSS At £
=olA A HIIE Qs 7P Q7] qlom =2 s B

ol siAE A Wl

& 1,
/\]-,9_5— o

0

A

~

2.2 MD5
PDF 1.4 - 1.6 ¥#9] &% sfi=ol= MD5[11]3% RC4
(121 BHEH 02 ARSIt MD5 + 949 dol9 HAIAE
Qlgldlo} 128U E Q] ghe Zdsl g5 st siA] Fgolt,
Qo] Zole] g8 HAAL 5128]E BEER o] %A
gz itk "o 32-H|E Q= 47]= o]Fojxl 128M|E
State® F2 ’Ejjﬂ:]- A State= 1A A48 27|3HE} )
AA E52 7 B0l A2 S Fig 13 2
Sk F, EEA1 oA g9l Q91Z 3)Hg 7[uvto 2 5}
L oogtom 1AL ME 4Y HAAY 328|E 2o
W K Aotk @4 R ofdle] 47142 uhe] 644
oA 168k Enttt Equation (1)1 Zo] th& F g

o] H|AlE

FX, V. 2)=(XAY)V(=XA Z)

GX, Y., 2)=(XANZ)YA=2) )
HX, Y, Z)=X®Y® Z

(XY, 2)=Y® (XV-2)



F 3
—AR
%]
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int KSA(char *key, unsigned char *S) {
int len = strlen(key):
intj=0;

for(int i = 0; i < N; i++)

for(int i = 0; 1 < N; i++) {
i =@+ S[i] + keyli % len]) % N;
swap(&S[il, &SI[jl):

}

return 0;

Fig. 2. RC4 Key-Scheduling Algorithm Reference C Code

int PRGA(unsigned char *S, char =plaintext,
unsigned char *ciphertext)

inti=20;

intj=20;

for(size_t n = 0, len = strlen(plaintext); n < len;
n++) {

i=@G{+1) % N;
i =G+ Sl % N;
swap(&S[i], &SIjl);

int rnd = S[(S[i] + S[j1) % NI

ciphertext[n] = rnd ”~ plaintext[n];
}

return 0;

Fig. 3. RC4 Pseudo-Random Generation Algorithm
Reference C Code
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START

¥
/ password /
¥
Initial_Data =
password||padding||objstring||permission||
filelD

|

| Md = MD5(Initial_Data) |
{

for i=0; i<50; i= i+1

Md = MD5(md)

1
for j=0; j<20;j = j+1

For k=0; k<16; k = k+1

key[k] = key[k] A i

User_String = RC4(key, UserString)
i

‘ md = MD(padding|[fileID) ‘

Fig. 4. Decryption Algorithms in PDF 1.4 -1.6 Versions
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a += K;

a =a+x + f (b, c, d)
a = rotl32 (a, s);

a += b;
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#define STEP(f,a,b,c,d,x,K,s) \

{ \
a += K; \
a =a+xt+ f (b, c, d) \
a = rotl32 (a, s); \
a += b \

//uint382_t a = 0x67452301;
uint32_t b = Oxefcdab89;
uint32_t ¢ = 0x98badcfe;
uint32_t d = 0x10325476;

uint32_t a = rotl32(w[0] + Oxd76aa477, MD5S00)
+ Oxefcdab89;

STEPO(F, d, a, b, ¢, w[1] + MD5CO1, MD5S01);
STEPO(F, c, d, a, b, w[2] + MD5C02, MD5S02);
STEPO(F, b, c, d, a, w[3] + MD5C03, MD5S03);
STEPO(F, a, b, c, d, 0x80 + MD5C04, MD5S00);
STEPO(F, d, a, b, ¢, MD5C05, MD5S01);
STEPO(F, c, d, a, b, MD5C06, MD5S02)
STEPO(F, b, ¢, d, a, MD5C07, MD5S03)
STEPO(F, a, b, c, d, MD5C08, MD5S00);
STEPO(F, d, a, b, ¢, MD5C09, MD5S01);
STEPO(F, c, d, a, b, MD5C0a, MD5S02);
STEPO(F, b, ¢, d, a, MD5COb, MD5S03);
STEPO(F, a, b, ¢, d, MD5COc, MD5S00);
STEPO(F, d, a, b, ¢, MD5C0d, MD5S01);
STEPO(F, c, d, a, b, 128 + MD5C0e, MD5S02);
STEPO(F, b, ¢, d, a, MD5COf, MD5S03);

Fig. 5. Implementation of MD5's Proposed Technique
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out[0] = u_string[O];
1 = u_string[1];
] = u_string[2];
out[3] = u_string[3];

uint32_t xv;
uint32_t tmpl4l;
extern __shared _ uint32_t SII;
for (int k = 19; k >= 0; --k) {
xv =k 0| k<«8| kK16 | kK24
tmpl0] = digest[0] * xv

[
tmp[1] = digest[1] * xv
tmpl2] = digest[2] © xv
tmpl3] = digest[3] * xv

rc4_init_128(S, tmp);
rc4d_next_16(S, out, out);

}

Fig. 6. Implementation of RC4's Proposed Technique
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int maxbytes = deviceProp.sharedMemPerBlock
Optin;

cudaFuncSetAttribute(pdfcrack, cudaFuncA
ttributeMaxDynamicSharedMemorySize, maxby
tes);
pdfcrack << < gSize, tSize, 64 * tSize * sizeof(ui
nt32_t) »> » (dev_passward, dev_passlen, dev_h
ash, dev_check, dev_o_string, dev_u_string, de

v_pdata, dev_crack);

Fig. 7. Implementing Dynamic Allocation of Shared Memory
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Fig. 10. When Cracking PDF in RTX 3060 Environment, the
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Table 1. Comparison of Calculations per Second

Reference Environment Speed
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9l 4 * Tesla C1060 1,200 kp/s

hashcat 6.2.5 RTX 3060 25,693 kp/s
ours RTX 3060 31,460 kp/s

hashcat 6.2.5 RTX 3090 57,601 kp/s
ours RTX 3090 66,351 kp/s
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