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ABSTRACT

Small communication devices used in the Internet of Things are vulnerable to various hacking because they do not
apply advanced encryption techniques due to their low memory capacity or slow computation speed. In order to increase
the authentication reliability of small-sized transmitters operating in 433MHz band, we introduce an RF fingerprint and
adopt a convolutional neural network (CNN) as a classification algorithm. The preamble signal transmitted by each
transmitter are extracted and collected using software-defined-radio to constitute a training data set, which is used for
training the CNN. We tested identification of 20 transmitters in four different scenarios and obtained high identification
accuracy. In particular, the accuracy of 95.8% and 92.6% was obtained, respectively in the scenario where the test was
performed at a location different from the transmitter’s location at the time of collecting training data, and in the scenario
where the transmitter moves at walking speed.
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Table. 1 Parameter describing the neural network used

layer Size Activation function
Input layer 1800 X 1 -
Convolution 1D 225 X 8 ReLU
Max Pooling - -
Convolution 1D 57 X 16 ReLU
Max Pooling - -
Convolution 1D 15 X 32 ReLU
Max Pooling - -
Fully connected 500 ReLU
Fully connected 100 Softmax
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Table. 2 Experiment resutls

Experi Position of transmitters Accur
ment ] . ] acy
No. |Collecting training data| Collecting test data [%]
1 |fixed at 10cm from SDR | fixed at 10cm from SDR | 99.85
5 fixed at Im, 2m, and | fixed at Im, 2m, and 99.81
3m from SDR 3m from SDR ’
fixed at 10cm, Im, 2m, ﬁ?(jcd at random
3 and 3m positions between 1 | 95.77
and 3m from SDR
moving between 1 to
g |fixedat ;fg‘;r’nl m2m | from SDR | 92.56
at 0.6 m/s speed
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