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ABSTRACT

10T is being used in a lot of industry domain such as smart home, smart ocean, smart energy, and smart farm, as well
as legacy information services. For a server, an 10T device using the same protocol is a trusted object. Therefore, a
malicious attacker can use an unauthorized IoT device to access IoT-based information services and access unauthorized
important information, and then modify or extract it to the outside. In this study, to improve these problems, we propose
an [oT device authentication system used in lIoT-based information service. The IoT device authentication system proposed
in this study applies identifier-based authentication such as MAC address. If the IoT device authentication function
proposed in this study is used, only the authenticated IoT device can access the server. Since this study applies a method
of terminating the session of an unauthorized IoT device, additional research on the access deny method, which is a more
secure authentication method, is needed.
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Table. 1 Cyber-attack about loT service

Attack Description
Device » Compromising critical damage to IoT device
attack P g g
Application | *« Compromises system applications like web,
attack database or etc.
» Compromising intercommunication amon
Network P s . . s
attack server and client by either delaying message
forwarding or message loss.
Web * Presenting itself as a result of account
interface enumeration, lack of account lockout or weak
attack account credentials.
Data * Compromising system data by inserting,
. . altering or completely deleting data so as to
integrity . . ..
attack deceive smart device to make wrong decisions
or compromise its integrity.
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Table. 2 |oT service’s security requirement

Requirement Attack/Challenges

* Replay Attack
* Man-in-the-Middle Attack
* Timing Attack

Confidentiality

* Unauthorized Access to the Tags
* Malicious Data, Malicious Insider
* Tag Cloning

Integrity

* IP Spoofing

Authentication - . .
* Session establishment and resumption

* Sleep deprivation attack

* DOS & DDOS attack

* Malicious code injection/virus,worms,
trojan horse, spyware

Availability

* Identity Spoofing

Authorization |, Spear-Phishing attack

* Sybil Attack

Nonrepudiation | o 11\l Attack

* Insecure software/firmware

Privacy * Insecure interfaces

* End-to-end security
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Fig. 3 loT device authentication system architecture
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Function Description st o
ID
L. * JoT Device Authentication Client
Authentication .. .
Request requests authentication from|Verify F 01
10T Device Authentication Server.
* The ToT Device Authentication
Server can determine whether it
IoT Device is an authorized IoT device with Verify F 02
Verification the authentication information yr
transmitted by the IoT Device
Authentication Client.
L * ToT Device Authentication Client
Authentication . .. .
can receive the authentication|Verify F 03
Reply - -
result.
* The IoT Server Service Logic
can request confirmation from
Verification the IoT Device Authentication Verify F 04
Check Server whether the IoT Client| ' ' Y~ —
Service Logic requesting access
has been authenticated.
Positive * Checks whether access from Inte F 01
Function Test | authorized devices is allowed. £r
Negatlve * Check whether access of . Intg F 02
Function Test | unauthorized devices is denied. — =
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