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Abstract

In this paper, we present a new method for classifying malicious URLS to reduce cases of learning difficulties due to unfamiliar
and difficult terms related to information protection. This study plans to extract only visually distinguishable features within the
URL structure and compare them through map learning algorithms, and to compare the contribution values of the best map
learning algorithm methods to extract features that have the most impact on classifying malicious URLs. As research data, Kaggle
used data that classified 7,046 malicious URLs and 7.046 normal URLs. As a result of the study, among the three supervised
learning algorithms used (Decision Tree, Support VVector Machine, and Logistic Regression), the Decision Tree algorithm showed
the best performance with 83% accuracy, 83.1% F1-score and 83.6% Recall values. It was confirmed that the contribution value
of https is the highest among whether to use https, sub domain, and prefix and suffix, which can be visually distinguished through
the feature contribution of Decision Tree. Although it has been difficult to learn unfamiliar and difficult terms so far, this study
will be able to provide an intuitive judgment method without explanation of the terms and prove its usefulness in the field of

malicious URL detection.
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Table 1 : URL of banks and public institutions
Name of URL
the institution
National https://www.police.go.kr/index.do
police Agency
Korea https://www.customs.go.kr/kcs/main.do
Customs
Service
Board of Audit https://www.bai.go.kr/bai/
and Inspection
National Tax https://www.nts.go.kr/
Service
Shinhan Bank https://www.shinhan.com
Woori Bank https://www.wooribank.com/
Kookmin Bank https://www.kbstar.com/
host= HZStLA} 8l= AFHO| FAE 20[SIH, Y PFAE
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3. Research
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3.2. Model Configuration
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4. Research Results

4.1. Comparison of Algorithm Results

=

H|m&t7| 3l Azured|A Evaluate Model 1P
HEE Fl-score, Recall, e (Accuray) X EE

F1-score, Recall, Accuracy X|E ZUHE H|mdt7| o 2 X|ZO|A AL
&|= Confusion Matrix0f| CHslf AHst0, 2t X|HE7} O ZAlo=Z A At
C|RA1, O QJU|E ZHX| Q=X LOHE QLT

3719] X|E+& Confusion MatrixS O|8310] ALl ZAnto|7| 2
0l Confusion Matrix2| 2|0|= O[siigt 27} ATt Confusion matrixe=
WXHASOIM BIAE H0[E{2| o|Zat HE LabelO] HOFLt & 2F |
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o= L QUL TPE True Positive?| ELEZE HAE HOIHE H
HoZ oZot=H, A Z3vt HEel AR0|Z, TN2 True
Negative®| EAYE HAE HOHE QH2E OE3IA=0, HH
A7} GEel ZRO0|L} FP= False Positive?| EJEE HAE G0|H
£ MEOoZ 051, 2= MEO| ot AL0|1, FN2 False
NegativeQ| ZLLZ HAE HIO|HE QYR O|F5IRU=L, Zat7t

20l 22 oozt

Table 2: Confusion Matrix

Positive Negative
Positive TP FN
Negative FP TN
PrecisionxRecall
F1 — score =2 X — M
Precision+Recall

Fl1-Scoree 28 =0d 2F M0IM B7t 22 AFBLH £
AME LIEFACE HIO[E7t 208 HEHOIM Accuragy®R d52 B7t
o7\ HojH HEMO| 42 IA LIEHLY|of 2HEA g2 5F
87| TE7| W20, Sensitivity2t PrecisionS 0| 2310 ZSHHZAS O]
21 A= F1-ScoreE B7t B2 ARESITE

TP

Recall =
TP+FN

)
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UL,

TP+TN
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TP+TN+FP+FN
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=
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MEXE LIENH X|EO|H £=Al 3)QF LIEMHCE =
FP, FN 47X 22 S0ilM HIAZE H|O|HE FHO[2tL o|&5st ZLE
Tote dRHOICE [MEtA Accuracys RecallZt OHZIR| 2 2242 &
e dgaln o 4 Urk
Table 3: Results of F1-score, Recall, Accuracy
Fl-score Recall Accuracy

DT 831 83.6 83.0

SVM 81.6 804 818

LR 79.7 74 80.3

M 749 X|ests Ln2lE

=(Decision Tree, Support Vector machine,

Linear Regression) 25 X|E7} 80%0] ZAlSH k2 &= E5 Zat
£ LIESICE
ROCHEE £F &M 29| H/IE aA Hlug = UZF Al

3tot J2)Z=O|C} ROCHES| x&2 False positive RateO| 1, y=2 True
positive RateZ T E|0] QUCE ROC HE2| Of2f HA Q| Z{0[ 10 747t

248 2HO| 450 248 H2Z Two-Class Decision Tree@| ROC
7{H Dok 2 M7l D] £2 ZO0|C} [M2tA ROC HEOAE

=0 A o oF A
2 o5 YHEYS ¢ = Atk

Two-class Decision Tree7} 72

Figure 1: Roc curve of Two-class Decision Tree
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AN2|ESS XMt E=20| ZAAS o £ QICH biase Feature Score

Feature Score
https 0.260376
alse Positive Rate sub_domains 0.078751
Figure 2: Roc curve of Two-class Support Vector Machine prefix and suffix ~ 0.036538

Figure 4: Two-class Decision Tree Feature Contribution

5. Conclusion
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