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Abstract

With the advancement of the internet, the use of personal information in online interactions has increased,
underscoring the significance of data protection. Breaches of personal data due to unauthorized access can result in
psychological and financial damage to individuals, and may even enable wide-ranging societal attacks aimed at those
associated with the victims. In response to such threats, there is active research into security measures using
blockchain to safeguard personal information. This study proposes a system that uses middleware and IAM (Identity
and Access Management) services to protect personal information in a BaaS (Blockchain as a Service) environment
where blockchain is provided via the Internet. The middleware operates on servers where IAM roles and policies are
applied, authenticates users, and performs access control to allow only legitimate users to access blockchain data
existing in the cloud. Additionally, to understand the impact of the proposed personal information protection method
on the system, we measure the response time according to the time taken and the number of users under three
assumed scenarios, and compare the proposed method and research related to personal information protection using
blockchain in terms of security characteristics such as idea, type of blockchain, authentication, and confidentiality.
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Table 1. Example of IAM Policy.
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Table 2. Comparison of proposed system with other works.
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