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Data Preprocessing Method for Lightweight

Automotive Intrusion Detection System
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Abstract

This paper proposes a sliding window method with frame feature insertion for immediate attack detection on
in-vehicle networks. This method guarantees real-time attack detection by labeling based on the attack status of
the current frame. Experiments show that the proposed method improves detection performance by giving more
weight to the current frame in CNN computation. The proposed model was designed based on a lightweight
LeNet-5 architecture and it achieves 100% detection for DoS attacks. Additionally, by comparing the complexity
with conventional models, the proposed model has been proven to be more suitable for resource-constrained
devices like ECUs.
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Table 1. Performance comparison of frame feature insertion.

I 1 DY oM 4l 85 Hia
Sliding Window Sliding Window
(with Insertion) (without Insertion)
Accuracy 0.9906 0.9460
Precision 0.9521 0.8262
Recall 0.9792 0.7554
F1 Score 0.9549 0.7892
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Table 3. Performance comparison of detection methods.

T 2. 4Zg} LeNet-5o| 1= H 3 X gHo ME Ms Hlw
Layer Filter shape Output Parameters Reduced
Com 1 16x33 16 11x11 160 Index DCNN[4] GIDS[5] CanNet[8] (I}reol\;its_gd)

Max Pool 1 2x2 16x5x5 64 Parameters | 1.615M 1.52M 23.70K 13.3K

Conv 2 32x3%3 32x5x5 4640 FLOPs 104.1M 1.59M 1.64M 143.7K
Max Pool 2 2x2 32x2x32 128 Accuracy 0.9963 0.9790 0.9976 1.0
Fully Connected 64 64 8256 Precision | 09989 | 09680 | 0.9981 1.0
Classification 1 1 65 Recall 0.9971 0.9960 0.9977 1.0
AUC 0.999 0.999 0.999 1.0
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Fig. 3. Structure of the reduced LeNet-5.
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Table 4. Performance comparison of attack types.

E 4 37 9% 85 Ha
Attack Accuracy | Precision Recall F1 Score
DoS 1.0 1.0 1.0 1.0
RPM 0.9927 0.9956 0.9750 0.9852
Gear 0.9767 0.9722 0.9049 0.9373
Fuzzy 0.9916 0.9517 0.9950 0.9728
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