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Analysis of Domestic and International Patent Trends
in Anti-drone Technology through Patent Application Status Survey

Jae-Hyo Hwang* * Ki-Jung Kim~

2 o

w mrdMe B2 e4S FEsE vled] SEER Ug Ve 3 53 24S AAEi =
9 71e Ao, =R A2"e Ve 84 5 MEEES Vs dig 2AFE A&tk g 20119 E
1083 siefel M 49 =8 9 =g 4 58 dial] ZAlekgh H2 10897 = 53] 29 A5
3R ER W7t Sl 53] 4 A5E 2ARAL =9 99 A Vs, 7H, 8, $, PCTel #H+
10693 S e =20 3 A4S ARSI S QtE| =2l w3k 59 8ol dis] RtE=EToR
AAE 73t 7 53, =29 §A 9 AE J)ed 39 58, =8 FY3} 7] 93 55 55 246
Ak B ATE T =8 24 VleR 299 F 0119 53 F eI 92 57 0% 55%E A8
I, =8 AE Ve 299 F 1479 58 F wev)de F98 4107 23%E AX st

ABSTRACT

In this paper, technical and patent analysses of anti-drone technology, which aim to neutralize drone attacks are conducted. We conducted research on
the technical definition of anti-drone, the technical elements of anti-drone systems, and investigated the patents related to anti-drone and drone filed
domestically and internationally over the past 10 years, starting from 2011. For domestic patents, we examined the number of patent applications related to
anti-drone and the overall domestic patent applications over the past 10 years. Regarding international filings, we investigated the patent applications related
to anti-drone filed in the United States, Europe, Japan, China, and under the PCT system in the past 10 years. We conducted a search for patents related to
anti-drone, including neutralization techniques identified under the keyword “anti-drone,” patents related to drone detection and identification techniques,
and patents related to drone neutralization techniques. Through the conducted research, a total of 91 patents were filed for drone detection techniques. Out
of these, 5 patents, accounting for 5.5%, were filed by public institutions. In the case of patents filed for drone identification techniques, there were a total of
174 patents. Among these, 4 patents, which is 2.3%, were filed by public institutions.
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Table 1. Anti-drone technology classification table

Major Divisional Sub . .
S . e . Technical Concept
Classification | Classification | Classification
Detect using X~ band and
Radar

Detection

Ku-band

RF Scanner

Detecting the drone
analyzing the
communication signal
between drones and pilots

Optical Camera

Detecting the drone with
the optical sensor camera

Detecting the drone with

IR Camera
Detection the IR sensor
and . Positioning by calculating
. Acoustic . . .
Identification . the time interval of sensing
Sensor K
signals
Identify the pilot by
Visual attaching a unique

Identification

Identification

identification number to the
drone body

Electronic
Identification

Manual or electronic remote
identification with
identification number or
coordinator

Use a net to capture illegal

Net Gun
drones
Catching illegal drones by
Birds of Prey | training birds of prey such
as eagles
Hard Kill Air Defense | Combining anti-aircraft and
Anti-Aircraft | close-range radar to shoot
Firearm down drones
Shooting down illegal
RE Gun drones with lasers and
RF-equipped Guns
Neutralization Communi— Interrupt the radio wave
Technology cation and switch to flight
Jamming impossible
Satellite Impossible or out of flight
Navigation by injecting false
Jammingx coordinates
. ) Control X
Soft Kill . Hacking protocols to catch
Taking
th drones
Away
Drones’ navigation software
. prevents flight in certain
Geo— .
5 areas by entering
Fencing

information on no—fly zones
into GPS
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Table 3. Anti-drone technology classification

ch,h.mcg.ﬂ Patent classification contents
classification
Applica-tio | 1020210002552, 1020200035672, 1020180017257,
n number | 1020210112134, 1020190152030, 1020210048176
B64C39/02, B64D47/00, HO1Q1/28, G01S19/01,
GO1S17/50, B64C39/02, GOSG5/00, HOAN7/18,
IPC FAIH11/02, GO6V10/24, HO4K3/00, HO4K3/00,
Communicatio F41C7/00, HM}{S/OO, GORG 5/00 B6AC
n jamming 39/02  GO6Q 50/30  HO4K 3/00
Applica Individuals, research institutes, universities,
-nt small and medium-sized enterprises
Technical A system that identifies target drones and
cchmica detects frequencies to generate disturbing
concept

frequency signals

anti-aircraft
firearm

Applica-tio

1020190152030,

n number

IPC FAIHI13/00, F41C27/00
Applica . . .

i small and medium-sized enterprises

An anti-drone jammer device that can be
Technical detached from a firearm that allows bullets to
be fired through a firearm to enable physical

concept

destruction while also transmitting disturbing
radio waves to defend against intrusive drones

Optical camera

Applica-tio

1020200152483,

n number

PC HMK 3/00 B64C 39/02  GOIS 7/03

HOAN 7/18  GO3B 13/196

Applica . . .

it small and medium-sized enterprises

A technology that is equipped with a camera

Technical | sensor that detects the direction of intrusion
concept of intruding drones and transmits jamming

frequencies toward intrusion drones
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Fig. 11 Number of domestic patent applications for
drone detection
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Table 4. Number of patent applications for drone
detection technology

small and
Subject of| . medium major | research | . . public
.. |Individuals . L universities|. .
application sized company |institutes institutions|

enterprises

o

number 38 12 15 13 5

o

H & '3A T)zdd g8 4% 53¢ I
(International Patent Classification)?] A% ZZ= —Er
7 53 29 AFES 2AE A3es 3 58 2k
AF = GO6QO dfFstE 7lwo] 23do® 73+
wobm, 7 TS0 BAAC, GOISS] %0 vpehgt
EE v E8dA e AlERe 7l 84t
o] T IPCE 7M1= 497F dubdolct

¥ 5 EE EX 5359 IPCYH &H HF
Table 5. Number of applications per IPC for drone
detection patents

IPC technical content umbers|

Information and communication technologies for administrative,
commercial, financial, management or supervisory purposes

B64C Airplane; helicopter 21

GO01S Direction determination by radio 19
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ultraviolet light

GO6T Image data processing 13
GOIN Tinvestigative anal.ysis of matv.arials by dcltcctinn of their 10
chemical or physical properties
GO8G Traffic control systems and similar systems 8
GO3D | A system for controlling or regulating non-electrical variables 7
HOMK Secret communication 7
G01C Measure distance, elevation or bearing 6
F41H Panzer; armored turret 4
GOSB Signal or call system 4
A62C Fire fighting 3
o1 Measurement of intensity, sPccd, .th- of infrared, visible or 3
ultraviolet light
G09B Equipment for educational or teaching purposes 3
HOAN Video communication 3
ABIK Medicinal, dental or cosmetic preparations 2
BOID Separation 2
B63B Ship or other floating structure 2
B64D Aircraft equipment 2
B&AF Ground or aircraft carrier deck installations suitable for use 9
associated with aircraft
GO1V | Geophysics; Gravity measurement; Detection of mass or object 2
HM4B Transmission 2
HO4W Wireless network 2
AO0IK Livestock; raising birds; beekeeping; raising fish; fishing 1
AOIM Catching or driving animals by trapping them 1
A4TL Cleaning or cleaning homes 1
A6IL | General methods or devices for sterilizing materials or objects 1
B60P Vehicle suitable for transportation 1
B63G Attack or defense equipment for ships 1
F21S Non-portable lighting devices 1
FAG Weapon sight 1
GOIB Measurement of length, thickness or similar straight line 1
measurements
GOIM| Static or dynamic balance testing of machines or structures 1
GOIT Measurement of nuclear radiation or X-rays 1
GO6F Digital data processing by electricity 1
GO6N Computing device based on a specific computer model 1
GOSC Transmission method for measured values, control signals or 1
similar signals
HO02J (Circuit device or system for power supply or power distribution| 1
HOS Generation of power by conversion of infrared, visible, or 1
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Fig. 12 Number of domestic patent applications for
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Table 6. Number of patent applications for drone
identification technology

small and .
L . . . . .| public
Subject of [[ndividual medium | major |research|universit| . . X
L. . L. . institutio|foreigner
application| -ls sized  |companyjinstitutes -ies
. -ns
enterprises
number 6 64 28 24 22 4 26
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Table 7. Number of applications per IPC for drone E|EEe 7% 94 F =& REsie Aug £
SrE = —= il ul !
identification patents = _
= [e] =] o] =] — \=]
5 298 2487 S8 A CL= Bt e gz
PC i tthn}cal content _ _ i numbers| 7]3}_\1'1% /\E]}\] —6‘]-(3:],\\'4— E% _-%E_‘i 3 oﬂ 1?} %%% j_alu
Information and communication technologies for administrative, 9
commercial, financial, management or supervisory purposes 1337 7 O] 2018‘;11?—151 /‘E]Zj, O] 1445}14' UH‘;j 274 Z(_I,]E
B64C Airplane; Helicopter 38 -
o] =2 o) o]
GO5D | A system for controlling or regulating non-electrical variables| 36 ’] i'd O] E] al Sk 3‘12; E—A}ﬂ A E]'
GO6T Image data processing or generation 31
GOSG Traffic control systems and similar systems 30
HOAW Wireless communication network 25 25
GOSB Signal or call system; Command transmitting device; alarm 20
system 2
HO4L Transmission of digital information 17
G09B Equipment for educational or teaching purposes 15 15
GO1S Direction determination by radio 13 2
| Ground or aircraft carrier deck installations suitable for use E
B64F . L 12 £
associated with aircraft
GOGE Digital data processing by electricity 11
GO1C Measure distance, elevation or bearing 9 05
B60L Propulsion of electric propulsion vehicles 8
B64D Aircraft equipment 8 0 2018 2015 2020 2021 20
HOAN Video communication 7 - B o B B
ATG Household or tableware 5 vear
AG3F Card game, board game or roulette game 5
Animal husbandry; Bird farming; beekeeping; Fish farming; = = =] =
or | D Tosandy: B famingsDechesine: P aming | a7 13 S8 Pl Bt A 53 B A%
120 Measurement or test mcthnlds mvolv.mg enzymes, nucleic acids| 4 Flg 13 NUmber Of domeSTiC patent appliCationS
or microorganisms ) o
GOIM | Static or dynamic balance testing of machines or structures 4 for drone incapacitation
GO6N Computing device based on a specific computer model 4
HO02G Electrical cable or line 4
— — —— - . = N - e
S Generation of power bly cor.l\;ersi.m; of infrared, visible, or 4 =2 _?_2] §]_ 7] Eoﬂ ¥} z‘;l, %% -?—xﬂ BE:] %% Zj_ T_E_
ultraviolet light
HO4B Transmission 4 ix 831]- 7]51“:]' %‘i7] ﬁ 0] 4?1_9_; 7]'78' ‘E%—'_C_)_U%, ?i?‘
B25] Maniflator 3 .
2 g i olo] z+z}k 1A 0 Z A} %] 9}
CI2N Microorganism or enzyme 3 ’]‘7} ZL’ EH - J/]— 7H ] L ez = ]—E] ’V\q—'
GO7C Register time or attendance 3
G16H Healthcare informatics 3 _
iT C2 Opds A st EEl =2 H
ABIK Medicinal, dental or cosmetic preparations 2 AL 8 —= T= ’Q'I- 7|§Oﬂ J‘:|-O‘—I- - °+ =2 ‘—-IT
AGSK Riding; its equipment or accessories 2 Table 8. Number of patent applications for drone
B63B Ship or other floating structure 2 . o
coln Measurement of length, thickness or similar straight line 9 incapacitation technology
measurements
ol Measurement of intensity, speed, etc. of infrared, visible or 9 small and bii
_ ultraviolet light _ _ Subject of [ndividugl medium | major |researchuniversit-| pL} ](,: .
. Investigative analysis of materials by detection of their R e . oL | . [institutio-{foreigner
GOIN ’ X K 2 application Is sized | company finstitutes| ies
chemical or physical properties enterprises ns
G05B Control system or regulation system general 2 - =
Ho2J Circuit device or system for power supply or power 5 numbers 1 4 B 2 1 - -
distribution
HM4H Broadcasting communication 2
HO4K Secret communication 2 =2 _‘?—Eﬂj f}:]- 7] %Oﬂ EH "H %%Q —‘_5'—"5‘] 9] IPCQ,] /l-]]
AOIH New plants or breeding treatments to obtain them 1 -
H T B2y Ej =L == = I
A0IM Capturing, trapping, or driving an animal 1 T 3B R S 01 E—d Zj—TE i/\]—tﬂ' 733 oAb
A6IF Filters that can be implanted into blood vessels 1 9 94, 7ELE]_ /\.ﬂ_}?_ = GOlS, GOSG, HO4Koﬂ gﬂ %]—»E;]_TL_;
A63B | Physical training, gymnastics, swimming, climbing or fencing 1 . o ~
B21J Hammering; metal press; riveting 1 7 ]Eo 7-1' 7—]{ Zﬁgi i}\]'E] /v\—l—l, B64C, B64D°ﬂ 5H
B29C Forming or joining plastics 1 (SIS R 2~o) 7V7 ke Z A
630 Launching of the ship, transportation by towing, entering and L o 0]—“ 71? ] 1 "]F o= = ]'H A B]—
exiting the dry dock
EO02D Foundation ; excavation 1
E04B General architectural structure 1
F17D Pipeline system 1
F41G Weapon sight 1
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H 9 EE RH3 Ssl9 IPCY Y AF
Table 9. Number of applications per IPC for drone
incapacitation patents

IPC Technical content numbers
GO01S Direction determination by radio 2
GOSG Traffic control system 2
HO4K Secret communication 2
B64C Airplane ; Helicopter 1
B64D Aircraft equipment 1
V. ZE

= 2o o8 F7o] W7} opd 457t Ho] Wl
A AA ofell Wigk dinl= AbsU ke A]7)7]
A% WY Qo] HYTh =B B, A
= 7%, ERS FHdete Ve S dE S 5
3 =9 2AME B el A, Tl 9%
E35) 29 AHo] AUHOZ R AL & & 919l
o EE A VeR 299 % 9179 53 T ¥
7)o EYL H7eR 55%E AXENI, =&
A9 Ve FYE & 17419 53 F TR
Zo 4707 23%E AA YT B2 Edjo %
A, AAGE Sl wet ole@ £ v
T AR olHg = HE2 A WA FE A
o5 yekerk
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