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A ROI Image Encryption Algorithm Based on Cellular Automata
in Real-Time Data Transmission Environment

Un-Sook Choi’

ABSTRACT

The security of information, including image content, is an essential part of today’s communications technology and
is critical to secure transmission. In this paper, a new ROI-based image encryption algorithm is proposed that can
quickly encrypt images with a security level suitable for environments that require real-time data transmission for
images containing sensitive information such as ID cards. The proposed algorithm is based on one dimensional
5-neighbor cellular automata, which can be implemented in hardware and performed hardware-friendly operations.
Various experiments and analyses are performed to verify whether the proposed encryption algorithm is safe from
various brute-force attacks.
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YOLO= “You Only Look Once”
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