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Abstract

In this paper, we investigate how the online voting system can be a trust-based system from a technical
perspective. Under four principles of voting, we finely evaluate the existing belief that offline voting
is safer and more reliable than online voting based on procedural processes, technical principles. Many
studies have suggested the ideas for implementing online voting system, but they have not attempted
to strictly examine the technologies of online voting system from the perspective of voting requirements,
and usually verification has been insufficient in terms of practical acceptance. Therefore, this study aims
to analyze how the technologies are utilized to meet the demanding requirements of voting based on
the technologies proven in the field. In addition to general data encryption, online voting requires more
technologies for preventing data manipulation and verifying voting results. Moreover, high degree of
confidentiality is required because voting data should not be exposed not only to outsiders but also to
managers or the system itself. To this end, the security techniques such as Blind Signature, Bit Delegation
and Key Division are used. In the case of blockchain-based voting, Mixnet and Zero-Knowledge Proof
are required to ensure anonymity. In this study, the current status of the online voting system is analyzed
based on the field system that actually serves. This study will enhance our understanding on online
voting security technologies and contribute to build a more trust-based voting mechanism.

Keywords: Online Voting, Security Technology, Encryption, Fraud Detection, Data Manipulation,
Blockchain, Data Confidentiality, Data Integrity
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