J. Internet Comput. Serv.

ISSN 1598-0170 (Print) / ISSN 2287-1136 (Online)
http://www._jics.or kr

Copyright (© 2023 KSlI

711;]]0]}\1 AIX-LS. Cio]] r,]]._sl o}_.
Aol oA 7]k 230 71 AT

A Research on Adversarial Example-based
Passive Air Defense Method against Object Detectable AI Drone

% 4 o o 3] @2 A A z 9 52
Simun Yuk Hweerang Park Taisuk Suh Youngho Cho

o ot

B =
S gto k-2l A] } As 53 529 FAMY 7F= AHrkE L gloH, %% 2@ oy 52 oS B AA AZ71A
45 v} gk Ee 53 AIATA 71EY EE A4S FAS AE AR =Yy EEY ¥ o] AAL Ut
ol -7 #+& #%&L@*}%’—‘jr% A8ty kst 58 g5 AAE EdEE 5 EH TE AA F5E ZRSA YA AEST}
o] EHAAA HFE HEHo FHEE T4 UHUl T34 5ol $EEh 53], 24l 97T T vgeS gk g7t
SEE A WFFI)Y AL JA FEE ASEE dYolth ol B ArdME AVIEe] 488 4 FJEEY JPoER
]

H o gF71e] AT e da ARLHS AR S Afete 25T 7S Akl EAJ AdE malg
(Adversarial machine leamning) 71% % 3huel At A & Al(Adversarial exomple)E Eﬂ oA E E43le U)o ZAIFLEH, A =
ol "AlE AR A0 1A E AetE EReth A ojuA et A FARYS FE&o AP S FAs A A7IH AL A
ok 05%2] Q&S Hole QAU AL AAES AN AL F 0-15% W2 A 7e AS st A7y HE S
AsstAh

o FA0) L AANAAA A% HE BB ASE ARH vy, TUEE, TR,

N

1A%

fol

ABSTRACT

Through the Ukraine-Russia war, the military importance of drones is being reassessed, and North Korea has completed actual
verification through a drone provocation towards South Korea af 2022, Furthermore, North Korea is actively integrating arfificial
intelligence (Al) technology into drones, highlighting the increasing threat posed by drones. In response, the Republic of Korea military
has established Drone Operations Command(DOC) and implemented various drone defense systems. However, there is a concern that
the efforts to enhance capabilities are disproportionately focused on striking systems, making it challenging to effectively counter swarm
drone attacks. Particularly, Air Force bases located adjacent to urban areas face significant limitations in the use of traditional air
defense weapons due fo concerns about civilian casualties. Therefore, this study proposes a new passive air defense method that aims
af disrupting the object detection capabilities of Al models to enhance the survivability of friendly aircraft against the threat posed
by Al based swarm drones. Using laser-based adversarial examples, the study seeks fo degrade the recognition accuracy of object
recognition Al installed on enemy drones. Experimental results using synthetic images and precision-reduced models confirmed that the
proposed method decreased the recognition accuracy of object recognition Al, which was initially approximately 95%, to around 0-15%
after the application of the proposed method, thereby validating the effectiveness of the proposed method.

= keyword : object detectable drone, Al drone, adversariol machine leaming, swarm drone, air defense, base defense

1.4 £
1 Integrated System Operation Squadron, Air Operation Group, 17th o o
Fighter Wing, Republic of Korea Air Force, Cheongju, 28152, el Aok S AAAL ofe o= WRn
Korea. T 29 ZAF Fekrto] EHol= HA ot} o] A
2 Department of Defense Science (Computer Engineering and A= t2o| = 7= WA M wE T
Cyberwarfare Major), Graduate School of Defense Management, o o0 0 B o2 EE §
Korea National Defense University, Nonsan, 33021, Korea. AA L el AU 9o, A= olF
* Corresponding author (youngho@kndu.ac.kr) "3 (Drone revolution) o2t M T X% & olti1].

[Received 10 October 2023, Reviewed 24 October 2023(R2 27

HZx © oL} = 27 A ZA}E &2 %
November 2023, Accepted 4 December 2023] Mz waztelds 27 PAS Z2(1B,

Journal of Internet Computing and Services(JICS) 2023. Dec.: 24(6): 119-125 119
http://dx.doi.org/10.7472/jksii.2023.24.6.119



Bayraktar fi)? 554t A7} 44 EEMavic 5)22 §
oF Blokze 2 1A AYToM A% 5) &
HH 02 93 2 AR ste] B11E ARHAR Ao}
o g Hohll 4427 FEAL AEHATH, 3]
ek #Ajol ko] IHA] ARl FE2 27 R
(AWACS, A-S0U)E AZEE $702 &8 FT47)7
[4], ZUAE BE Fo|EE 167]2 Ao} Z79)

(3 il =

i)

3 [e)
AE 2L Y

2 714

r
E
H
_|
o

o

o}y

Ho

i

=
F)
2o B
o

Ho o
o
ol
ko
2
Aui

o ol T

yuf
=)
rlo
&
ofit
o :
U
oo
ofr
ol
2 o
1o
o
ot
off
rEE Y
o

2
ol
o
m!
o
oX
|o

RIS

= §

T

™

A

M1 op

o &

LEC
:
>

[

fil

0
N1

o

rir

k2 r,

ol o

1 3 =g -8 Ao EE ade A5k
olm w2 & {l
5371 9 3t
Sh- A &3 7], HF7]9 2 th & F71(Weapon of
B 771 22 Wi A A
CEL sAgo|u-Alol H&
23 AT v Agor HriEy ey, B
oo Sgo) ARE A BLR 9917 AZAA
A Zole). &, Hge) ZE ARS ofn] Aol A
o, FF oS A Aol A 4+ olvk
o714 o Yot Heh
Intelligence, Al) 7% d84& F3313L
oh19d A5EE

7%l 4P FAeh

%0
av
(o3
o
2
ox
_EIA:"‘
tlo 1o r2 ri

2~
T

T2 AIV]&S =
(Swarm)® &% =
AL Fussid 22 MAE

=
=

3o %% ¥ 3K(Saturation)

HolF b dTH10]

AV)E0] 4R ok
ol ZFAME &7EH, 2357
ok Ao REE JH3)
ZZAF §lol= T A
9 Aled x4 e B2 Alg

2 A& S 85 o

-

|
‘

wfy
A rlo
p
bt
2
oX,
SO
)
Y
o
A,

Ho rir

o i1 P ok
o - 1>
0 rir o

=1
o
1o,
o
=)
R
S

n
f

__>:I_r“
dof ot
0. of,
=
=2
R
K
b
o

4
_Bi

|
[
Ho

i
= of
>
2
20
ofl
>
b
4
N
o &
it o

o
of
—r
5
o
e
b

fu)
fel
do |
oo
o
T
g
ol
I
QL
e
2

F

poy
rlo
i0id
N

N

8
S
oL
2
_0|L
rr
M olr

flo et

rot
S

MR

L N1
o
=
=

e
ok ([
oo rfu
o

e 2 4r
rhr Rl

rih'”
N

=
o

L)
1w
e
rlo

==
-
o
of
Y
Ee
[o 2L
y
L o
o
o,

\_j_g
o n

ok
R

S B AT
o
An)
7

&L o
Ao
© o
K
fu yo o
oo o~ H
flo & o 5
o 2

o> O

A
Ho &

0% of
= 1oz

.sHE_—v
53} s} o} 357]
Ho} 4 S 7}
=2

4 2REge
FA1717] $1El, A
f3ss BHow
HA#Y 7)< (Adversarial Machine Learning) =
el Hhd oAl (Adversarial Example)E 83 4=

of o
o,

o

o,

S
oy M

=
2o

N
<
BL.URPNe)

g

d

7

ooy
=

re
ol & my Iy

op 2 W o [l (B r|r o
o o
I et
)
o oo
o,
ox o

o W
4
o
o
o

e Mo 2 o
i1

o
o
re
-
=2
R
rir
2
N
)
]

S i

|
o2RE o} §37)9 HEA

O,
O

2

B 7S AEA L, e Fa A5

2 =5 olF A2 e Ak 23 E A
A4 A A2 27hET 3 ME A7 A
A AE Al P AV 7N R 7] dit) 47
Me AddHE Bl A dade AFEL s
FollA Aes 2 &5 AU EE AAET
2. MAAA 2 3D A7

2.1 O E2 A 72 43 78
o =2 AAE EEs sk HAAA Y gA g

120



3

ol

AHQIA AXE =20f HE

I

A s
TAE

M o 7|dh A=E J|Y AT

LES v ke FYgsle EEAAE FEE 9
o, HFAAE 2214 I fol et AZEZ(Soft
kil st=Z(Hard kil)E A FEHTHE 1)

(1) th =8 AHA 2
(Table 1) Classification of anti-drone system

T= HIEAH
= « 2lolct, RFAIZ, EO/IR(Zshl/4s), 8% 78t E2
A | AR
N Hutweh(AZxH2) AFE(IEH
% - 314 mRioz .« X OSHAE
gzt| 2 | S2 Moy RE oHF 3 32t R
A T HAp |} A 2R
$e) 2o FEPEA Lol W2y, PIAAS
geugel wek A AY A% £= PEses A3
s, o Sl g Aasel) 8 FAsH 2T
Fog PR, ol 2 71FelA E 19 B A7
S A3uT ool PR W, 239F Fu
ol 914, 23, 9o, 719, 24 A4 Aas), 53
Fol gtk 914 1) 74 A4S 53] 918l 3
A%E AEAOE AgHole AFUT SRt A2
PAloks A% B2 Aol 2] Sla) AeEA|
Tu959] A9 WAHSIe] Holol g BolFi Bol a3y
T RS B RS HolE Y 1)

(ag 1) g37| 2345 AlR(Mig-29/F-16/Tu-95)
(Figure 1) Passive air defense case of aircraft

of o] 25 7+ FANEL LT FE UK 2).

;ﬁa;q- l;ﬁlh

(27 2) =2 B2 Al o BN
(Figure 2) Expected hit point in case of drone attack

LEw Iy %— 133‘494

2.3 HCHH oflH|

Ao oA A A2 0] 7Hs e Sy
o] AIWE 715314 X3EE EX o A4
ar3lm, o] ok gfﬂiaan Goodfellow)7}+ A ¢tet A= o
Aeg 71% F shubolth14]. 1€ 3elA] ittt o] W] A (a)
& AR ATE Q145 AILE ] vk 7S
o, slF A7} AUE 7)58A EalEE orHog Al
B wo|Z(bh)E FAT onX()E UJEE} =, Abe]
Fo= zolgt {ru}f—; HolA gk AIRY - 713502
L0245t o o] o]m A5 AthA oA} gk

HoHE ofi#(c)

22 o|o]X|(a)
(3% 3) ZcHA oflx| ofjA|
(Figure 3) Examples of adversarial example

L0|=(b)

4@)[15]. HIETH(Tesla)y= A A2 AIZIHEOZ 253k
A&FH 7159 S EntA(Auto pilot) 7]50] FH 3,
ol that A2 oA AFARHZ Bl E(Tencent) A7

121



vigo] 34 nlA S H2 AT Q9]
frrste] oslx] 92 A WA FYES HATHI6]
(LY 4(b)). =3, Wolu](McAfee) AT-F E5A)
A& 35mph’ell 74 2pEE FAste] 85mph’E 2
A5 FoEN AES FEIATHITIIE 4()).

A7) A EL E2F F2elA AAo 543 A17HE
WS 71slH AA oA 2A 2H2-sted AAQ12] AlS]
A5 39, Aststes Aol hsdtte Ag HoFth

o
1 rlo

ElIMIE (b) oot (c)

AElKevin S(a)
(08 4) 221X S7HolAM HoiA ofx| ot At
(Figure 4) Study cases of adversarial example in

physical domain

3. A7

3.1 HOIME &3& HCHA oM XA
& 224 2ol A clA) Apab
#ol Hekstel, £ AT ME o 45 L BFE Aol
8718 AFOE A4, 33 3 B
£o] o} 33718 A
_u_ ] Z’]EHZ—] oﬂxﬂi
4431 A17h4 Mg Yot e A

o hal
QiAo w B4 AA w742 WSS el
W EAS A AEE A5 Fol B4 ko)
278 Tet olejd e 7HE F9 $2700) A
F37)E aRoE AR, e a2
240 A58 Bl oA, A% AARNAL 1) 9
HBFE FolhA Gtk WekA] # AT NE AA
x dolAue g7 EHe A}

1

o, 571 Al )
o me] ok el Helel HolA U 2418

== =
d4d FUHE ZES.

(3% b) 20X Z=A} of|A|
(Figure 5) Examples of laser projection

3.2 Mgk |Ho| MM HE AlLt2I2

AP olslE 571 A AdEl L5 7o A
A AL kA 7) %—{5};}.(1% 6).

A, A9 AVIol 443 9 A%ZE) 1A
FEoR AR, A, FFT =8 L8 AA
Q12] A7 249 of 3718 RS AR aT). A,
e BAAAR 4 E2IY AL AT, Ul
A, AlE A E of B0l ZAbakd). thA, 4
Eg0) Al of 387] A4L Asfathe). oA, 25

CEEEE

W PP Targetow

Target 0%

OEE-EXEE
(O3 6) eIy HE ALzl
(Figure 6) Scenario of the proposed method

(e) H =E o4 Auf

4. 72 % 29

B A 48 b4 A4S A% 48S F59

oh AR 33718 WOR S 48 ABH7 7}

o) AYBRE FEHGO, B4 ol 4
u

122



HEHA ofF| 7 25U T|Y AT

4.1 g O[D|X|E &Sst &F Zut

AEY T A £33 E35A &3 7] oA S F0
ol B X A(MS COCO)S &-§-3te] AM7lEH (pre-trained)
YOLOV7 R 9-S 298 o ¥ F(epoch) B A o] 8t45at0o] AL
stgith T#dolE 3370, AFdolE 370, Bl 2Ed|o]E
hel & 3770 ol A& AMgEI e, ¥4 Whﬂ 22
(loss) 2 2= o3t 2o 7). AZEFS 228, 7}
25 dEI F5 9u|dith

1.2
10
0.8 3
0.6 2
0.4

0.2

o 100 200 300 o 100 200 300

(a) localization (b) classification (c) confidence

(ag 7) EH1H™oMe] 2A(loss) 2=
(Figure 7) Loss graph in training

3 SR oA Ui o|m|x] 9 QX EL 8% U
EFATHIE 8(a). ST G ojuz|eo] A& A S &
AR ZANLS ASE 7HIste ZA9 ﬂ% 371
Fitol gt olm A E *3 J3laL, JAANES T 4
I} 16%E AT AT F AATHIH 8b)).

2 oHAE O E s v A% 14

E2 96%(LH 8(c)°lA 8%(LH 8d)E TATE H
E} EAYS 3l Aug oA A8 Ao A1 A

(c) = olg|x| B

(d) Boll Hchx ofd He
(a2l 8) A oln|X|2 BRE AE Zn}
(Figure 8) Experimental result using synthetic images

37 ARG ARstel 489S SRR Aol

o A8 HolHe 337 FARYHS A Fdsty
SAdolE = 4871, ASHolH 471, HAEH OH M E
%&o}iim FHL 417 72& 2702 FPrh

Mt 747 gegelg o,

14 ¥QEE gL}
Apsiele 2AbE e Hol A e
PR @_ﬁw 1u4 14489) W3kE G,

—.~
o?.i
Z ol
£
I‘N I rulo
e
&=
o

w3l 59 24 93710 2491 dolAel 25
4% ANE PhZo] ZARAHIY 9)

T S s
(a) 2| 2 (b) 37F =1
(O3l 9) Y =40 225 AF ZoiFZh
(Figure 9) Experimental result using scale model(Day)

SO2, oZkE 7HYste] W Felo] HeolAE W
2AEE Fgate] AbEAth AEY FIA 33
e 973 AEg Aol 73s fEES Hug o
AZ g3k dolA AL A A ES F 5% =
A vebtod, Z2AF FolE ~12%2 #ATS st
Atk w3k A4 e w) A4 E A HLst Aol
S FABATHIHI0 @E 12%, (B)eHo)= 0% W <l).

"3 ___. 2 4

(a) 0| E=2E (b) O] sz I’éF (c) 7lotet miEd
(O3l 10) 3L 23S 23ct AF du(ozh

(Figure 10) Experimental result using scale model (night)

5. 4% 2 ¥F A7

B A7E AR AL 2850 4G 222 8
Asi FASE A AFEEOZRE of 3379 4E

L
oz

et QlE|Ul HE 3| (24763)



M
o

>
=

>
0f0
In
rhu
2
=
0[0
fuok
>
30
rir

HIfA o 7|8t A=ZUE J|H AT

s

AL =Y F JE FHeE, AU AAE HolHE = Russian jets using ’cardboard’ drones from Australia
Abste] A A19] AR QAES AT 2T 7] in a daring raid,” Business insider, 30 Aug 2023.
HE Aetstanh A4 olmx 9 A AR ES 8§83 https://www.businessinsider.in/international/news/ukra
AL ol AE 7bedS ASEEA, AUl A ine-claims-it-damaged-prized-russian-jets-using-cardbo
F8el w JAE AFHET} AJoldhe IRl ard-drones-from-australia-in-a-daring-raid/articleshow/

A7l AARNA Al9] Q452 Al a7t 10317833 1.cms last access: 10 Oct 2023)
ZA8 = A2 SRlsAAINE AA| gFr1e] F2E & [5] Don Shift, Poor Man’s Air Force: A guide to how
S st gja gAagn AEA Y AEE GYst small drones might be used in domestic unrest or
A= Xtttk T o8 JEES oAl |22 low intensity conflicts, Independently —published,
o 2 ohgd 7t 1ol FAME Qe FHA = 2023.

Watok 30 A7k 7E AnrEQl SR B 4 Tt [6] Beuben johnson, “Why drones targeted a Russian

AA BAAAE Ao AVE T tig delAgd A-50U, vital for hypersonic Kinzhal strikes,*
743 Hrt7t e ook & Aol A9 Ve £ F Breaking Defense, 2023.
dell v1-&3k7] 98k A&AQ F7b A7 Qs o https://breakingdefense.com/2023/03/why-drones-targe
& 5o, AtA A7} ojmg Fejot AR FALE ted-a-russian-a-50u-vital-for-hypersonic-kinzhal-strikes
Rs W o EFHAA, U 19 Fdely oF = [7] Boulanin, Vincent, et al., “Artificial intelligence,
Aol A FH 2T 7137 o] o et JIS HA| strategic stability and nuclear risk,” 2020.
= A% 22 tekdt 34 AFEC] 89k CID: 20.500.12592/z6tfzg.

2 AFE 7129 BHAAA e TE Azl A 23 [8] Lim, Tai Wei, “North Korea’s artificial intelligence
ol o Al EE WSS Attt HA 7 & (AI) program,” North Korean Review, 15.2, 97-103,
71037} 9tk EHEQA E2 S i E FIFuE 2019. https://www.jstor.org/stable/26915828
2Ty o] B39 o2 g ojof skl 8] [9] Si-young choi, “S. Korea sanctions N. Korean drone
o] EE o 5 ol Bl H4 Jgitt maker,” The Korea Herald, 1 Sep 2023.

https://www.koreaherald.com/view.php?ud=20230901

#aE3 (Reference) 000529
[10] Pham, Loc V., et al., “UAV swarm attack: protection
system alternatives for destroyers. Diss. Monterey,”

from Russia’s war in Ukraine,” Contemporary California:  Naval Postgraduate School, 2012.
Security Policy, 1-16, 2023. https://apps.dtic.mil/sti/citations/ ADA573999

https://doi.org/10.1080/13523260.2023.2262792 [11] Seungjoung Song, “Implications of drone warfare in
the Ukraine War for future warfare,” Implications of

[ 1] Kunertova, Dominika, “Drones have boots: Learning

[2] Borger, Julian, “The drone operators who halted
Russian convoy headed for Kyiv,” The Guardian the Ukraine War and Korea’s Defense Innovation,
28.03, 2022. Royal company, 2023.
https://www.theguardian.com/world/2022/mar/28/the-d [12] Yonhap, S. Korea to introduce anti-drone defense

rone-operators-who-halted-the-russian-armoured-vehic system at key military, govt. facilities, the Korea

les-heading-for-kyiv Herald, 6 July 2023.
https://www.koreaherald.com/view.php?ud=20230706

000217&ACE_SEARCH=1
[13] Wonjin Jin, “A Review of Aircraft Camouflage

[ 3] Kunertova, Dominika, “The war in Ukraine shows
the game-changing effect of drones depends on the
game,” Bulletin of the Atomic Scientists, 79.2,

95-102. 2023. Techniques to Reduce Visual Detection,” Journal of
httpSZ//dOi.OI'g/lO.1080/00963402.2023.2178180 the Korea Academia-Industrial cooperation Society,
[4] Mia Jankowicz, “Ukraine claims it damaged prized Vol.21, No. 5, pp.60-636, 2020.

https://doi.org/10.5762/KAIS.2020.21.5.630

124 2023. 12


https://www.theguardian.com/world/2022/mar/28/the-drone-operators-who-halted-the-russian-armoured-vehicles-heading-for-kyiv
https://www.businessinsider.in/international/news/ukraine-claims-it-damaged-prized-russian-jets-using-cardboard-drones-from-australia-in-a-daring-raid/articleshow/103178331.cms last access: 10 Oct 2023)
https://breakingdefense.com/2023/03/why-drones-targeted-a-russian-a-50u-vital-for-hypersonic-kinzhal-strikes
https://www.koreaherald.com/view.php?ud=20230901000529
https://www.koreaherald.com/view.php?ud=20230706000217&ACE_SEARCH=1

[o]]
AR

SO o] ol ATUT J|g 9

[14] Goodfellow, Ian J., Jonathon Shlens, and Christian
Szegedy, “Explaining and harnessing adversarial
examples,” arXiv preprint arXiv:1412.6572. 2014.
https://doi.org/10.48550/arXiv.1412.6572

[15] Eykholt, Kevin, et al., “Robust physical-world
attacks on deep learning visual Cclassification,”
Proceedings of the IEEE conference on CVPR, 2018.
https://doi.org/10.1109/CVPR.2018.00175

[16]

[17]

Tencent Keen Security Lab, “Experimental Security
Research of Tesla Autopilot.” 2019.
https://keenlab.tencent.com/en/2019/03/29/Tencent-Ke
en-Security-Lab-Experimental-Security-Research-of-T
esla-Autopilot/

McAfee “Model Hacking ADAS to Pave Safer
Roads for Autonomous Vehicles,” 2020.
https://www.mcafee.com/blogs/other-blogs/mcafee-
labs/model-hacking-adas-to-pave-safer-roads-for-auton
omous-vehicles/)

OXMA =710

= A 2(Simun Yuk)

20239~ T A7AFH AL g3

E-mail : 6simun@gmail.com

g}t 3| 2H(Hweerang Park)

201049 Htista EelshAg(o]stah

-

M Ei M(Taisuk Suh)

E-mail : comelil202 @gmail.com

X A S(Youngho Cho)

2022\ d~IEEE Senior Member

2006 FTAFASH T A4 EA F(FEAY
2020 it A e HFEF S ARIH AR T AT (34
2020 3~AA] T ANTAER T gFAAAY S A-G
TAIEOF © WSNESH AtolH Bl AtjA wAilzd &

1998 F-ARESk a4kl E st E(&stAh
20061 AAIT S AFEI YA 21 T8 F(F AR

201341 University of Maryland, College Park, Electrical and Computer Engineering 7 Z(Z3H4IA})
20173~3A Zgoistn P AFE TS D Al|HAYEHNE 2

2010 S udoishy AFE WSHF (LS
2013 ofFthsta HEFAINSH A H E 5/CA F(F 3D

2023 Ftita et e AFE A ST AEAY

[} Rau e

AN FHAALIAN SFTALA
Aok - Aud wAlY 7€ TAE &8, 2YFAZEZRET ), AfolHRret T

2029-8A) TS TPR DALY AFE TN AN ABEAFF I
Aok 2H7beTe ], AL EAS,
E-mail : sharku@mnd.go.kr, sharku7@gmaiil.com

IoTHSl, Aol ek, Aj2 valed 5

= o

o7

FAEOF : WSNESE AW AYE, 2H7kea 2, gAEEAA, Al Bk Ha Haly 5
E-mail : youngho@kndu.ac.kr, yhcho94@gmail.com

et QlE|Ul HE 3| (24763)

125


https://keenlab.tencent.com/en/2019/03/29/Tencent-Keen-Security-Lab-Experimental-Security-Research-of-Tesla-Autopilot/
https://www.mcafee.com/blogs/other-blogs/mcafeelabs/model-hacking-adas-to-pave-safer-roads-for-autonomous-vehicles/)

