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[Abstract]

In this paper, we propose a SBT user authentication method for decentralized environment like
blockchain. Due to tranparancy of blockchain, it is difficult to secure the privacy of person information,
so it is necessary to use a new authentication method. In order to solve this problem, research using
SBT for user authentication is being conducted, however most studies have implemented SBT in form
of removing function which is related to trasmission from NFT without applying the technical features
requried for SBT. The proposed scheme of this paper is implemented SBT which secured safetey and
usabillity with using locking token function of ERC-5192. Also, based of implemented SBT scheme
propose a user authentication process. To verify our approach, we set a hypothetical user authentication
scenario based on the proposed user authentication process and deployed a smart contract that satisfies

the 19 function call scenarios that occur in that scenario.
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I. Introduction

T A 7leS AUSHE BIERRI1ES AlAe=

AOLE ZAEZBE(Smart Contract), NFT(Non-Fungible
Token) 59 AH|AE2] X|¥sl=  oHf2}&0]
(Ethereum)[3] S7JolHA] E5AQ1S Z8sto] Thefst

7% ool A7t AE L
A, 24 A3 st ol

ok, e colE w4t
ohd, 23Yst 28 A
H|A De-Fi(Decentralized Finance), ©4%%43} ofjZ2]7
o]A Dapp(Decentralized Application)[4] S9] AJ8]A
e S=AIQ0E AL ot 5] S5AI%19) i &
et HolQle UEHZ 159 5jA] T4E &
ol 71& Y} AR TSk T A1 Aoll(Single
Point Failure), DDoS(Distributed Denial of Service)
o 22 342 YAIE & o] oot Hok W Tl
ALSIUAL sH= L E5F XISiE] 1 QITH5].

7150) AR} QIES Sl ALgSHE QE AEe AFR
Ao} oIS et 2 o5 ATk AMelT ol 5
Qe B AW B 73 7w KAt Uelstel AHgAt
o 7HQl QIES AT ol2lt FYst B AL} QIS
HPALS ALRALS O] ol&siRIgE WatolMe] Au|Ao] &
27} ChBIAIL QUi A2 7E 7)ol Al8Elojo} & ol
2uio] sk Pej2 22t Efstn ke WAtE 59
QI5o] Hast R2ojM oj#gg FA=t6]. ol2gh 7|2
Aol FEie] AREAL 1F HAlZ ZiAdsh ] fls SSO
(Single Sign on), AF&AL B4 Q15 5 TRt Q15 "ot
o] AREE]AL QIR 75| A1F uolA ) et H
ZHRI0] ZASHAl =, AREAL 711 R fE 52 AT
ofdls] WAt 2SR < 230 dlor HEY
of, & =Aleh | °*EIH ISl Web3.0 AEjAIZE 155

of, &
a9 % = 7]_:_01] ZA5HE Q15 LSTHE % AupAo] o
¢}
o

A]o] EF

KO
OE!

F

T o T u

o =

7] 2k oz A8
Xl 9 208 2EgSlE 220l Agsiol B
sha ca%s}% ulobso] Aokl w QIri(s, 9. Tefit @5
gatel Tl HolElE SHsp] B9st 2=AQ
e 1RO ALRA QU ABS ARED Bl 6
w, =yoe ol o5 AAl] e 9% 4T % )
ARRE 2RI RE Ao wer} Al Ee
2 Agsx| oo}, BEA|Ql0] 25 Wejz Telat] ¢
g 87} Q1% 202 ARSI Weto] W A

ZEAII0)A Y2splo] T AFEAL AF SEHoR
A EAHQ BER 73 71e >

=0 EAhet E1‘[10 11]. oAl =7kser

NFTE 7t E20] Aldrbt Exfstol, sid £22 il
x| 9k1 QolslA EAJELO 24, AFRA} 7]01S AldHE &
ol 7152 & 4 9tk NFTE: 224019 34 g4 2
gi} AULE ZAEMES £ WP A Fof RAA ©
SEPHS PRI 2 YE AF LUoA|Y, 7]RAQ
NFTE IS T S8 Holde) A7 U8 sk o

st7] st 7le=M, A7 152 IRl

B4t 915 sHoR AMES T7]0ﬂ EQlofAl 7&%—2 Vs
SHA| skl o] Aol ARE 4 Qe
AR Q15 2T HiRlstz]of] A&stA] ofct.

NFT7} 714 71/ 45 2eshr] sl olHa]= Af
o] Madxt vjgd] HEHL ‘Decentralized Society:
Finding Web3's Soul[12] € &3l Decentralized
Society(DeSoc)e] 7f@x}t &5sl=l Web3.0 7304
o] 5%BAM(Credentia)E W3] sl S E7Fs
(Non-Transfer)st Soul-Bound Token(SBT)& A|QHH
tt. Soulbound= £7 AREAMA &R0l HE =275
gh 7ls= YEHH, SBTE &dll Web3.0 £H730lA9f A}
BAE 15 & & e Yo AAIS] £0aL ofet #E
H of2] 7HX] A7t A198E] AL it} Web3.0 A2 SH
Al 714 & shUel oEfH A(Metaverse) AMollA] ARRAL
ofd}E} 9152 $igt SBT, DID 7[8te] S5A]Q1 A2 Al
obst= A7E QILH13]. E3F NFTO] ﬁiﬂL 2 AAsh
A SL3deh SBTE #-igh A-H14, 15]oA = A=y #4l
AE 58A, 2= HolH 52 SBTE &sl st <l
She ZeAIAE LSt
O Yopt Tumati, Tarun Viharo] X1g§gt A3{16]0]|
A= 7]& ERC-7212 ¥88%]l NFTS ERC Extension<
ARGt 71& NFT B&S &40 7S 7|¥to g2 SBT
£ 35l ws7)e] sPiS-S SBT= wollsh= A

ebe Aotk

i

KO
o=

o

Pl #A) ZIogEl T 9l SBTS 9% suoz B8
SH= A2 7]E NFTO| A4(Transfer) ¥ 42
Aeste Zoz SBTE s A7t cismolcIs,
14, 15 37490 715 gio] Tes] A4 A5 Al
St AOLE ZAETE S E3] Wishe] SBTE= Transfer W
4 % ONIES A8E £ gl Z1Aal Se 22
S 71X]0), 2RI SBTE he QA 4 glu, £
& P‘-’LKMW ﬂ*ﬂ‘ﬂ % =7Fs<t Soulbound?] 7]
5 xoth o

s e8| LAl Aol =7l g



A Proposed Authentication Scenario based on SBT implementation for Decentralized User Authentication 117

NFTE SBT=2 AR&sh= 712 F2l7t Qlof ofg] 7H]
Web3.0 AB]20f A-8517] §15] Soulbound 7]50] &
H SBTE AMEAL 915 aHoz Esfof gt

B =204 = SoulboundE 131517] 93l Ethereum
Request for Comment(ERC) Extensionsg& &85t 7]&
o] AE7150] AMEA] b2 SBTE AlQbstaL, oEA +
el SBTS ol AREAL Q155 $IgH ALl & AQtst
AL gt AIQkshe A Wk ERC-51929) B2 &g

7158 F71o 24 SoulboundS FHE 4 QAL o] S

A0 YEYas Sa 2ola & 9ok

KO
OE!

© AollA A|tsh= AREAR 18-S 1Rt SBT A2
(S]]

Chgat 2o 7lolg Fhck

3) ERC ExtensionsS £3F Soulbound +3
4) & =70 SBTE 7|¥H0 2 AREA} Q15 AlU2]Q Aot

II. Preliminaries

B oA ST =2o) A2 welat g uzaA
U SBTS Waste] A% 402 AHEF o] A7E A
hsict

2.1. Background

2.1.1. Blockchain

22H91S of2) 7hA] 45 714 L YEYT 712S
S5iM gEYstd 7AS M YEY S J|solct B2
A9lo] AR @ 47|48 BEojaks HolEE ¢Est
5H7] 1Rt ShiAl 4, UIEYZE B5ed JE2
517 ¢35t P2P(Peer-to-Peer) UEY 3, 3H0] &112]Z50]

Atk S=AIIY E4S E8stol 724, R84 22
HoF Q45 EY A Qok. S5AY UEAIE F5HA]
AM2lshs diolEe 7171 718 AES EsiA A7dE
o, S50l AtzAtao] AgEnh SSAIJAA A2
5he 2 HlojE= Al o] AREAL o= 75 ¢ ¥x
S 27Fs3Ml 3o, HlolH9 F2du AlR)dS Bt
%# At SSARJN AL 7155 ZE HolHe

E5AQ 1ETPE A5 RE YEYT LT 7Ho]
9] gZ AZl Hlolg g 7|5ste= ofolAQl wEo]

II ol

o
ho

(o o T
3 flo
=
1o
N
(i)Y
o
ofm =
:Oxl_l“
for
T
e
=
4}
Ir
e
l—O

2], 35l A-83s71 ¢
U E Hi[17] SEAII YELS 7I8F A=<l
(Internet of Thlngs [oT)[18], A8 &= X~A+4
w[19] £ okt HoolH 2201 Algatn Qirk

2o
V)
o)
ol
—_
lr

}\] /\Eﬂ[

M fe 1o

2.1.2. Ethereum Request for Comment(ERC)
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Table 1. Research Comparison and Our Approach
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III. The Proposed Scheme
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Table 2. User Authentication SBT Issuance & Management Processes

Process Realted Function Process Description

Deploy Contract deploy Deploy SBT smart contracts for user management to the Ethereum network.
Mint SBT safeMint Minting SBT to user

Check SBT State checkSBTState Check locked/unlocked status of SBT mapping to token URI

Lock SBT .

(E(c:)cksed) lock Convert the state variable of the SBT to Locked and generates and event
Unlock SBT unlock Convert the state variable of the SBT to Unocked and generates and event
(Unlocked)

Transfer SBT safeTransferFrom | The User transfer SBT to other User
Burn SBT burn Burn the SBT of the user with Unlocked state variable to remove it from the contract
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Table 4. Function Call Scenarios

Num Scenario function call
name result

(1) Deploy Smart Contract deploy 0

(2) Mint SBT safeMint 0

(3) Normal User Mint SBT safeMint X

(4) Mint Duplicated SBT safeMint X

(5) Mint Sf;nte(; ZSS.FS who safeMint X

) Checking SBT State checkSB 0

Variable Tstate
) Checking Not Owned SBT checkSB X
State Variable Tstate

(8) Unlocking My SBT unlock 0

(9) Unlocking Others SBT unlock X

(10) Unlocking Unlocked SBT unlock X

(11) Transfer of Unlocked SBT safeTran 0
sferFrom

(12) Transfer of Locked SBT safeTran X
sferFrom

(13) Transfer of Unlocked SBT safeTran X
form Others sferFrom

(14) Locking Unlocked SBT lock 0

(15) Locking Unlocked SBT Myself lock X

(16) Locking Locked SBT lock X

(17) Burn Expired SBT burn 0

(18) Burn SBT from Others brun X

19) Burn Locked SBT burn X
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