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[Abstract]

In this paper, we propose an NFT(Non-Fungible Token)-based access control method for safely
sharing data between users in blockchain environment. Since all data stored in the blockchain can be
accessed by anyone due to the nature of the technology, it is necessary to control access except for
authorized users when sharing sensitive data. For that, we generate each data as NFT and controls
access to the data through the smart contract. In addition, in order to overcome the limitations of single
ownership of the existing NFT, we separated the NFT into ownership and use rights, so that data can
be safely shared between users. Ownership is represented as an original NFT, use rights is represented
as a copied NFT, and all data generated as NFT is encrypted and uploaded, so data can be shared
only through the smart contract with access control. To verify this approach, we set up a hypothetical
scenario called Building Information Modeling (BIM) data trade, and deployed a smart contract that
satisfies 32 function call scenarios that require access control. Also, we evaluated the stability in
consideration of the possibility of decryption through brute-force attack. Through our approach, we

confirmed that the data can be safely shared between users in blockchain environment.
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I. Introduction
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II. Preliminaries
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2.1. Background

2.1.1. Blockchain

EEAIR1E of2] 7HA] 84 7]zof 25ff Hlolge] 4
R AR E Bk Zleoldh lEAel a4 Ve
P2P HEQS, 5717]-71017] &, SiA]l Farels, 12
A 9ho] daejEo] Qltt. P2P UESIFE AREsto] 7]&E
o] ZYtd SF oz Hloju 79l 7 AE ALt
O 2M AMEALE B/ ol WIS A B AARE Akt
22 52its FE 4 oty HEY I Arojgh 2F AREA}
+ 30712k 71171 = &l Sh=0fRl 240 Qs 18
=M, goj8g 7]Sst=t Qo] 7iI7|E o8]t Aol

O|FolX| B2 o]o] Tt FAE FoEA U 4 ok
E3F, 250 Sol7ke HlolEl= siAl dafEat g &
12jgoll sl 71FEH, LE ARARSO] S e HlolE
S A ARSEL Q7] dizoll oF ¥ RS0l HlolHE
24, AAlske 22 271s0l 7 o2 83l HlolE

= A

2.1.2. NFT (Non-Fungible Token)

NFT(Non-Fungible Token)= AS-H ¥ARS E35) O
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2.1.3. IPFS (InterPlanetary File System)
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2.1.4. Symmetric Key and Asymmetric Key
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H|OjA7](Asymmetric Key) ¢t WAl HEg &,
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2.2. Related Works
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2.2.1. Role-based Access Control (RBAC)

& 79te] A2 AoJ(RBAC, Role-based Access
Control)= HsFe 9ddtz JL85to] Hojsh= A2 Ao
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718 Ajojo] RBAC-SC2he Rg Xget Hole]
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2.2.2. Attribute-based Access Control (ABAC)

&4 7]dko] Ao{(ABAC, Attribute-based
Access Control= AF8AL 4, 7] 43, 9] 94,
782 Yol F2 Alofske ®AloltH29].

GuoZt A<kt A-{11]ofl M= HEAR1 &7 718ke]
o Alof tiAHY S 54 A A S trE B2
TAE F7tst] HlolE] A2 Alofste Wk At
Aot SRR S5det oM oo w23
2 Wi2foF sh= A7t 47171 miZof o] E3F HRPE
Qs AZE EXfeIch

Zhango| A|etet A12]0lM= B Aot thget
gao2 mge 5 o] mho] of2f 71A] ERRlo] cole]
£ ue% > 9x2 SHo2 Yold Paye AJetd
ot ARk 7189 £ 719 A Alof ®Ao] ZHRl= At
SR 54, AR 19, Y /¥, 71E0 Ste AntE A
EHEZ APJste] HolE = Alofste ®e= AIgt
stoitt. sig Ae it A 2o 2 Thef Au]A]
V=S AlZefstol 859782 =ol=tl 7lofstal lXTt
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2.2.3. Smart Contract-based Access Control
XuZt AjQrst H413]9|A4+= BlendCAC(Blockchain-

o
12
A X RS, AZ 7154, &4 714, TJ8]1l W enabled Decentralized Capability-based — Access
2] 7Hs/dS BAol=SE it oAUt slig AtoflA A Control)olgh= A Ao LS AQtsitt. BlendCAC
She AR WellME Aghe Uelste WA Wast  2e wojdEe ArjulEst Exfsto], 2t 2rjyolE
o= AT EAlRH. + 59 A2 RE HEE Aol fX9 /S
Table 1. Research Comparison and Our Approach

. On-Chain
Research FeEEEss G Opinion on Threshold Adrrun Data. Access

Method Non-Existence | Encryption
Control
[10] Relation-based The approach in this paper has a limitation X X 0

Access Control (RBAC) | that needs a manager who manages authority.

Attribute-based

(1] Access Control (ABAC)

together.

In decentralized environment,
limitation in that managers are necessary
because there are some cases where a large X 0 0
number of managers have to make decisions

there is a

Attribute-based

There is still a limitation that a central

12 manager is needed to manage access control X X 0
[12] Access Control (ABAC) 9 . 9
for each device.
There is a limitation in that there is a
[13] Distributed Federated |coordinator who is a manager, and it is X X X
Smart Contract somewhat dependent on the coordinator
existing on off-chain.
The centralized access control mechanism
Common Smart . L
[14] may increase dependence on the institution, X X X
Contract . )
operating the mechanism.
Our NFT-based Access

Approach Control (NBAC)
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(13) Download Original DataSet

Q
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(1) Generate s = (2) Encrypt i . (3) Upload
O NFT @) DataSet ! " Encrypt ﬁ N i Metadata
@ = v i g
(9) Confirm & 1 Original Encrypted E
Save KEY 1 DataSet DataSet !
Owner Frontend (UIl) e : (@) Get
1 (7) Check Contant
Metadata & Identifier (CID)
(12) Decrypt Get DataSet & Mint NFT
KEY De_ltaSet (+ Sell NFT)
with KEY
Set of 32 Characters
using for Encryption (6) Check NFT / (10) Encrypt Key with User’s Public Key & Save
and Decryption Metadata
i ! (11) Decrypt KEY with .
! | AEs-256 ] i User’s Private Key
! E Decrypt | Smart Contract
! Encrypted Original |
1 By NEY | DataSet DataSet |
A 1 1
(8) Pay with ERC20 Token & Mint Copied NFT

User

Fig. 1.
A2jgit}. o] #8sto] G5/t e Al B
o8& EostuAl sttt sHAIgE o]
WA mat Pejrlel aojolert EAjst, EAl] o=
Aol ERjst= ZCUlolg o] Tia oJEAol2h = §H
7} Qlrt.
LiuZt &kt A 140 A=
Access Control Service)gh=
AES Y U ASSHE Yo Aol o o

ASHL, AlAE

SMACS(Smart Contract
2ES E5| ADIE AE

QIAQ19] Hydra, ECF- Checker 25% %o &
Alofsh= £7J0] Qltt. sHAITH s Ae QAR

Exfste 250 oERolats dAt et

III. The Proposed Scheme

= oM ¥4 dget 7IE Aqtso] 7R AR
A2 AoE gt R EXItE A, dlolE A%
= sl emARlof oEA = A S5 & e
AT WS AlQtstaAt sttt oS Foff TlojEje] Zeto]
HIA] hﬁ} AOIE Z1EES &80t Hlojy T Ao]

= Olq

[=1d
2 =2

Table 2. Abbreviated Name for Access Type

Type Abbreviation
Data Owner (NFT Minter) DON
Data Ownership DOS
Data User (NFT Buyer) DU
Data Use Rights DUR

Overview of Contract—based Access Control for NFT Use Rights

Agkske AT WekliE BE HolEg gasislol
IPFSo| Y= Esll, o F2E ARsto] Hlof8 A
2 YEtHl= NFT(DOS)E A dettt. NFTS A/det ARE
ZHDON)= sfig cllolEf o]l tiet DOSE @A Htt. E&H,
SLe glolEfol] st sh= ARAKDU)ZE s A
%, DON2 AFil9) DOSeF £22 HOJEE 7H|= AR
NFT (DUR)E Zedsto] DUOIAl Aled 4~ et DUOA
DURE Al5d 224, DONZ Atplo] AR-HE A|7|HA
SAloll DUOYIA] A}A19] Bl & AlgtAl oz ARRE 4 9l
g At
7;-1]0}-0}1— 7(4__L H]—o}-g] §
A 7<4_—1_ H]—O}—oﬂk] ,\}_Q_ =

2 (Fig. 1)z} Zo0, A|Qtst
ofo]= <Table 2>9} #o] 7
2|sIgint. (Fig. 1)9] 1~471X]9] 11742 DONo| DOSE gt
S7] Yt 2goln, o] pYoA g5t U FAEHES
53t DOS ago] o]fojZlt}. (Fig. 1)9] 5~137bX|9] 1t

DU”} DURE @7] Y3t 17go|t, o] agolA HE
S &<t DUR 38 9 5338} apgo] o]Fojzict.
obeh= A Wete] #A42 1) 9 dojg d=ah
2) NFT €3l 3) NFT AOLE 71E=RE M7 4) A 8
oF 7+ Moz BRT 4 olou, i udo] tigh A}
Algt 42 3.1ENEE A&dit

3.1. Encryption for Original Data

EROAE Y Glo]El9] TejoluA|S B3] ¢
o ol RIS g3l Yoig AL
7}= DONo| 92 m}elg Qs stslr|ofs AFgstel, vlchA)
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7]i= DONo| tjR)7]& DUoIAl Rgstr] sl AH&sttt.
R7lE Wh o2 YT 256K121] BA1E 3 327k
F5510] REollc). 256r2le] BAlde #Alz B
& 4 9l ASCHl 3= 957 5 B, 20SH(”), o
BHANZ AT 92742 ALspi AVIFic DONS
559 32719 BRAS AlS(Seed)2 AFESIO] AES-
256(Advanced Encryption Standard) €12]&52S £
A2 dlolej2 kit T4, Holeo] F2stuAl 5
= ARBAIA 2xtelo] SRS AT,

vt 7= 32419 A Z Theoiil tiA71E DU
oA AZst7] sl AFE-stt}. DON2 DU 5707]5 At
Bsto] A/dd tiR71E tAl dzelstil, o] AURE X
EHE| A7ttt DU+ HlolE o] Fs17] sl At
ZEHEOA o = =2t ARl 7i%l7|2 Sos)
sto] et oo A< 4 Qo

wp ot i

3.2. Generate NFT
ARtk A Ykl Hlole 572 $lshl clolE
o] ARt AFEHE gt ARd2 HolEfo] digt
SAIHEE 7= A ulstH, ARG Hlo]Efd] tigt &
Al HelE Fofite= Z1S ueiti30]. Aletste B ¥
] A

A o2 4 Qlth ARl Gt 22, HolH o gt
AHEH A5 A2 NFTE 238t & DUOIA Alsetes
A HolHo] A< 4 9le H olg ct.
Y2 NFT= dojgof tiet A7HS 7HAL ok A
= 9ujgttt. Y& NFT= DONO| &-R-5FalAt ol
S NFT2 2o gy s & Qlth. DONE ti71&
ZEsl A2 HolHE g=ststa, sig Yol E IPFS
ARt o], HolEZt A IPFSO HEE & U=
URL(Uniform Resource Locator)2 NFTQ] token URI
(dlol8] A F4) ez A4t &, NFTE 2ayeit.
ARZ NFT Ho82- 42 NFTE &8st 4T 4 ot
DONE 7AEZEf 7]E30H ¥4E NFTQ| IPFS URLE At
2 NFTY] tokenURI 3oz U5k 27t F7H80
2, A8 98 7R A8 715 3148 el 248
x| g3to] AR NFT W) A28 AFHICH A1 A S48
Aot AEE] ofs] A0 Belen, 40| e
A9, 27} 71%50] ols] A2 NFTZ #1718 4 9k

2

o
o
to o
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S 30
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3.3. Design NFT Smart Contract
ARIeH 2 Were eS| YRt AvlE HEAE

L owv=a= &0

& 3271R2] ARl Qo eElx] ghs AlAEojo}
3o, 717te] ARl e <Table 3-8 E4f A2lstoict

rr

Table 3. 32 Function Call Scenarios

Function Call Scenario Name

Z
c
3

[Possible] Deploy contract

[Possible] Mint NFT

[Impossible] Sell not owned NFT

[Possible] Sell NFT (Owner)

[Impossible] Sell copied NFT

[Impossible] Sell burned NFT

[Impossible] Cancel selling for not owned NFT

OV~ WIN|—

[Possible] Cancel selling for own NFT

~O

[Impossible] Buy not selling NFT

10 [Possible] Buy NFT

11 [Possible] Buy copied NFT

12 [Impossible] Buy own NFT

13 [Impossible] Buy NFT with insufficient token

14 [Impossible] Burn not owned NFT

15 [Possible] Burn own NFT

16 [Impossible] Confirm for not owned NFT

17 [Possible] Confirm for copied NFT

18 [Impossible] Confirm for own NFT

19 [Impossible] Download data of not owned NFT

20 [Possible] Download data of own NFT

21 [Possible] Download data of copied NFT

22 [Impossible] Download data of burned NFT

23 [Impossible] Download data after out of time
24 [Impossible] Download data after out of number
25 [Impossible] Transfer not owned NFT

26 [Possible] Transfer own NFT

27 [Impossible] Transfer copied NFT

28 [Impossible] Decrypt file through IPFS directly

29 [Impossible] Decrypt file with wrong key

30 [Possible] Decrypt key with findKey value

31 [Impossible] Call ownerList update function

32 [Impossible] Call saleList update function

<Table 3>0f] LR ¥1% 2~13, 17, 18, 31, 320] s
3te 71552 ARun AFEUS o1&t A Alof et
S 73517] Yol Y NFT 9 AR NFT A84d & 3-89
Qg 7)5old:

T3} 14, 15, 19~270] sldsts 71552 AFRAP} A
A dlolEofl By, A HlolElE the oz Al
Ssb7] Slsll Bast 7lssoldh

28~300] sfidshe 7|65 IPFSol A1 Adoto] ot
42 Aejshe o Fast 71sold.

IV. Experiments

2 oA Agtele H Were] AF J154E ool

=2 (] =2
B7] ¢fal 1) A 1ot 7 R 2) AL e e
W] i = ok Adg masith Age
macOS oM Fistelon, Mgt xpu) Ame

<Table 4>9} Zt}.
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Frontend (Ul) E Metadata i IPFS Smart Contract
Qg Upioad Orginal File - = i ciD #1 [ bm
' ! Add
.
_— e
Fil i P e B
e x ¥
| Ressmssgasst 9 | downond o
. -
CEnerpyt | ~T*L_Encode Fle (AES-256) | Sl : ! EEET———
Koy | | [Domodori sz Jf = === === === ===~ . T— |
: , DecryptFite .| e I
: !
[ Uposdristoprs |} _ : :
,,,,,,,,,,,,,,,,,,,,,,,, Generate Metadata I m I
R el o MH
oo |
inteacton
Lagms
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