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A Study on Forgery Techniques of
Smartphone Voice Recording File Structure and Metadata
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Abstract Recently, as the number of voice recording files submitted as court evidence increases, the number of
cases claiming forgery is also increasing. If the audio recording file structure and metadata, which are objective
grounds, are completely forged, it is actually impossible to detect forgery of the sophisticated audio recording
file. It is extremely rare for the court to reject the file structure and metadata analysis performed with the
forged audio recording file. The purpose of this study is to prove that forgery of voice recording file structure
and metadata is easily possible. To this end, in this study, it was introduced that forgery detection is impossible
when the 'mixed paste' function, which enables sophisticated editing based on the typification of the editing
method of voice recording files, is applied. Moreover, it has been proven through experiments that forgery of
file structure and metadata is possible. Therefore, a stricter standard for judging the admissibility of evidence is
required when the audio recording file is adopted as digital evidence. This study will not only contribute to the
standard of integrity in the adoption of digital evidence by judges, but will also contribute to the method of
constructing a dataset for artificial intelligence in detecting forgery of recorded files that is expected to be
developed in the future.
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A Study on Forgery Techniques of Smartphone Voice Recording File Structure and Metadata
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Figure 1. Types of Voice File Editing Methods
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