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Abstract

To solve the problems existing in the process of Weibo disaster rumor recognition, such as
lack of corpus, poor text standardization, difficult to learn semantic information, and simple
semantic features of disaster rumor text, this paper takes Sina Weibo as the data source,
constructs a dataset for Weibo disaster rumor recognition, and proposes a deep learning model
BERT_AT Stacked LSTM for Weibo disaster rumor recognition. First, add adversarial
disturbance to the embedding vector of each word to generate adversarial samples to enhance
the features of rumor text, and carry out adversarial training to solve the problem that the text
features of disaster rumors are relatively single. Second, the BERT part obtains the word-level
semantic information of each Weibo text and generates a hidden vector containing sentence-
level feature information. Finally, the hidden complex semantic information of poorly-
regulated Weibo texts is learned using a Stacked Long Short-Term Memory (Stacked LSTM)
structure. The experimental results show that, compared with other comparative models, the
model in this paper has more advantages in recognizing disaster rumors on Weibo, with an
F1_Socre of 97.48%, and has been tested on an open general domain dataset, with an F1_Score
of 94.59%, indicating that the model has better generalization.
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1. Introduction

Disaster is suffering caused by natural or man-made scourge[1]. China is one of the countries

with the most serious natural disasters in the world. There are many types of disasters, high
frequency, wide distribution, and large losses. According to statistics, from 1999 to 2012, the
average number of people affected by various natural disasters in China exceeded 300 million
people each year, more than 3 million houses collapsed, more than 10 million people were
urgently transferred and resettled, and the direct economic losses due to disasters exceeded
2,000. 100 million yuan[2], which has had a serious impact on the production and life of the
people and the operation of the national economy. Among them, floods and earthquakes are
the two most serious disaster types. In 1998, the flood in the whole basin of China caused
disasters to 186 million people and killed 4,150 people[3]. In 2018, catastrophic flooding in
Japan killed 220 people[4]. The floods that broke out in southern China in 2020 affected 30.2
million people and 141 people were Killed or missing. On April 20, 2013, the Sichuan Lushan
earthquake with a magnitude of 7.0 killed 196 people, left 21 missings, and injured 13,484
people. A total of 2.31 million people were affected[5]. As the losses caused by such disasters
are increasing, the public is paying more and more attention to the real information of such
disasters. The former social media tool has become a ubiquitous data warehouse with massive
heterogeneous and real-time changes[6]. In China, Weibo is the main social media platform.
When floods and earthquakes occur, a large amount of disaster information will be released
and disseminated through this platform. The wide application of Weibo not only facilitates the
public to release information and communicate with each other; but also provides a more
convenient way for the release and dissemination of rumors. According to the data released by
the official Weibo rumor refutation which is the official account of Weibo platform dedicated
to refuting rumors, a total of 77,742 pieces of false information were effectively handled by
Weibo in 2019, and rumors about disaster events are also common.

Disaster events have the characteristics of suddenness, destructiveness, uncertainty,
urgency, and insufficient information[7], and the disaster event itself has two elements of
rumor dissemination: importance and ambiguity[8]. Therefore, when a disaster occurs, not
only various Weibo describing the real disaster situation will appear on Weibo, but also some
false disaster rumors will be published and circulated. Disaster-related rumors on Weibo can
be broadly classified into three categories: rumors based on fear and anxiety about death;
rumors of "prey" that question real events; rumors rooted in historical religions and
superstitions[9]. These disaster rumors flooded in Weibo are the most serious in the rumor
crisis. They endanger the psychology and feelings of the public and also cause secondary harm
to the people in disaster-stricken areas. More importantly, they provide support for subsequent
disaster relief and disaster work misleading information, which greatly delayed the post-
disaster rescue work. Therefore, recognizing disaster rumors in Weibo is of great significance
for social stability and disaster relief.

For rumor recognition on social platforms, many scholars have carried out a lot of research,
mainly based on machine learning and deep learning to carry out rumor recognition model
research. Traditional machine learning methods mainly include Bayesian, decision tree, SVM,
and so on. Although certain results have been achieved, it still relies on a large amount of
feature engineering, which is time-consuming and labor-intensive. In recent years, deep
learning methods have been widely used in the field of NLP, which avoids manual feature
extraction and can make full use of the semantic information of the text itself. Some deep
learning models such as CNN, LSTM, GRU, etc. are also used for rumor recognition in social
networks. However, in the field of disaster rumor recognition, there are still the following
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problems in rumor recognition:

(1) There are few public datasets of rumors available in the disaster area, which limits the
research on the recognition of disaster rumors in the disaster area.

(2) The Weibo texts posted by individuals vary in length and are poorly standardized. It is
generally difficult to systematically learn their effective semantic features by using
word segmentation methods to obtain word vectors.

(3) Disaster rumors have few texts and single semantic features, which pose a great
challenge to the generalization of the model.

(4) The traditional method of rumor feature extraction is relatively simple, mostly by
artificially extracting social features and semantic features to expand information, but
there is no further research on the semantic features of Weibo text itself. It is unable to
effectively use a single deep learning model to deeply learn the semantic features of
rumor texts to complete rumor recognition.

To solve the above problems, this paper constructed and annotated a Weibo flood-
earthquake disaster rumor dataset to solve the problem of dataset scarcity. A
BERT_AT_StackedLSTM model based on adversarial training[10] and stacked LSTM
structure[11] was proposed. The BERT part of the model learns the word-level semantic
information of the Weibo text, and the internal Transformer can better complete the feature
extraction task. Adversarial training can solve the problem of a single feature with fewer rumor
data, and data augmentation can effectively enhance the generalization of the model by adding
disturbances to carry out adversarial training. The Stacked LSTM layer can better learn the
hidden semantic information of irregular Weibo texts and improve the classification
performance of the model.

The main work and contributions of this paper are as follows:

(1) The Weibo flood-earthquake rumor dataset is constructed for disaster rumor
recognition task, which provides a new data foundation for research in this field.

(2) This paper proposes a deep learning model BERT_AT _Stacked LSTM, which takes
the BERT model as the baseline model and adds adversarial perturbations to the
embedding layer for adversarial training. These two mechanisms solve the problem
that the semantic features are lost due to word segmentation errors and the semantic
features are relatively single and prone to overfitting due to fewer rumors.

(3) Use a stacked LSTM structure for temporal and spatial modeling of character
expression vectors. It solves the problems of poor standardization of social media
texts and difficult extraction of semantic features.

The rest of this article is organized as follows: Section 2 is an introduction to related work
that introduces the current research basis. Section 3 introduces the dataset constructed in this
paper, and Section 4 introduces the Weibo disaster rumor recognition model. The experimental
results and analysis are presented in Section 5. Section 6 summarizes this paper and introduces
future work.

2. Related works

The methods used in early Weibo rumor recognition were mostly traditional machine learning
methods. Wang et al. combined the @, #, URL, and other features in the Twitter text with the
user's social attribute features (the number of friends, the number of fans, the user's reputation),
and used a Bayesian classification model to recognize spam in Twitter[12]. Castillo et al.
extracted the text features in Twitter for the first time, combined user feature topic features
and propagation features, and used the J48 decision tree to complete the rumor recognition
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task of Twitter text[13]. Qazvinian et al. used Twitter Nonitor tool for regular keyword
matching to obtain tweets related to rumors, analyzed users' trust in rumors, and used Bayesian
classifiers to identify rumors by combining text features, network features and propagation
features[14]. By tracking the changes in the number of retweets of a rumor in different time
periods, Tetsuro et al. summarized a series of change characteristics, such as whether there
was a sudden surge, retweet rate, word distribution characteristics and text characteristics, etc.,
to achieve the identification of rumors[15]. Ziming Zeng et al. adopted the LDA topic model
to obtain the topic features of Weibo texts, combined user credibility and Weibo influence
features and proposed a rumor recognition model based on a random forest algorithm[16].
Yang et al. first proposed two features of publishing information client type and event location
and combined the existing features to train a Weibo rumor classification model through
SVM[17]. Based on Yang, Gang He et al. proposed four features: symbol feature, link feature,
keyword distribution feature, and time difference[18]. Li et al. used a naive Bayesian model
as a classifier to combine text features with the similarity between users to identify Weibo
rumors[19]. This type of method mainly relies on manually extracted features. Although it has
achieved good results, feature engineering takes a lot of time, and the increasing features are
no longer effective in improving recognition accuracy.

In recent years, as deep learning[20] methods have been extensively studied in various
fields, more scholars have begun to try to use deep learning methods to achieve the task of
rumor recognition. Ma et al. first proposed to model Weibo text in time series and constructed
a Weibo rumor recognition model based on RNN[21]. Zhiyuan Liu et al. designed a rumor
early detection model using CNN[22]. Wenjing Ren et al. used LSTM and GRU to deal with
the task of Weibo rumor recognition and achieved good results[23]. Mengjun Gao proposed a
Weibo rumor recognition model based on attention mechanism[24] and LSTM to solve the
problem of medium and long text dependence in Weibo rumor recognition[25]. Ao Li et al.
first proposed a rumor detection model based on a generative adversarial network, which
strengthens the learning of text features through the mutual confrontation between the
generator and the recognizer[26]. Ma et al. constructed a top-down tree structure model to
simulate the spread of Weibo rumors, combined with recurrent neural network (RvNN) for
rumor recognition and classification[27]. In addition, more current research is to perform
feature fusion between artificially extracted features and text features obtained by using deep
learning models to complete rumor recognition. Lizhao Li et al. vectorized Weibo comment
information obtained feature information through CNN, and then combined text features to
realize rumor recognition[28]. Xuejian Huang et al. used the fusion of user features and text
features and proposed a text feature extraction model based on Bi-GRU with attention
mechanism[29]. Ran Sun et al. obtained the user characteristics, time characteristics,
microblog text structure characteristics, text semantic characteristics and microblog
propagation characteristics of rumored microblogs, and combined the BERT+CNN/RNN
model to obtain textual features to improve the recognition rate of the rumor recognition
model[30]. Such methods rely too much on artificially acquired features, despise the hidden
information of the rumor text itself and the related characteristics of Weibo text, and use the
deep learning model for extracting text features without great innovation. And, failed to
combine the characteristics of rumor texts to propose a deep learning model to deal with the
task of rumor recognition alone.
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In addition, in the field of disasters, the task of recognizing rumors mainly relies on the
research on rumor debunking in the field of sociology[8]. The main body of refuting rumors
includes the government, the media, experts, parties, etc[31]. Puneet et al. proposed a game-
theoretic approach to minimize the social impact of rumors of disaster events on the
Internet[32]. Kyle et al. used several traditional machine learning algorithms to rely on hand-
extracted tweet and publisher features to identify rumors in disaster events in Twitter[33]. The
work is relatively heavy and the process is relatively complicated, and there are few studies
on automatic recognition combined with computer-related technologies. Therefore, this paper
proposes a disaster rumor recognition model based on adversarial training and stacked LSTM
structure according to the characteristics of disaster information based on the existing research
foundation of Weibo rumor recognition.

3. Dataset

3.1 Corpus collection

Disaster Weibo is mainly divided into real disaster Weibo and false disaster Weibo, the latter
being disaster rumor Weibo. Nowadays, due to the huge number of Weibo users, a large
number of new blog posts are published every day, and these Weibo posts are mixed, with
good and bad news. The Weibo Community Convention has been established, and a Weibo
Community Management Center has been established, where reported Weibo posts are
processed and the results are made public. The Weibo information published by the Weibo
Community Management Center is all false information that has been manually reviewed. For
example, “Changfengyuan Mingdli Door-to-door euthanasia for pets” has been reviewed as a
rumor text, and this text information is also the main data source of disaster rumors in this
paper. For real disaster information, relevant Weibo information is obtained by subject
keyword search through the Weibo homepage.

This paper use Sina Weibo's Weibo Community Management Center and Sina Weibo
webpage as the corpus and use subject words to crawl more than 30,000 Weibo rumors and
related real disaster situations related to floods and earthquakes in the past 10 years. Finally,
2,000 Weibo are obtained as the basic corpus through manual screening and other operations,
and a dataset of Weibo flood-earthquake disaster rumors is constructed.

3.2 Dataset Labeling and Partitioning

The obtained 2000 Weibo texts were manually annotated, using the traditional two-category
labeling method, with "0" and "'1" as the labels of the disaster rumor Weibo and the real disaster
Weibo. Among them, there were 800 Weibo posts about the false disaster situation and 1,200
Weibo posts about the real disaster situation. According to the ratio of 8:1:1, this paper selected
1600 Weibo in the dataset as the training set, 200 Weibo as the validation set, and 200 Weibo
as the test set. The distribution of real information to rumor information in various datasets is
shown in Fig. 1.
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Fig. 1. Distribution map of real Weibo and rumored Weibo in each dataset

3.2 Dataset Features

Compared with the general field Weibo rumor dataset (the Weibo rumor dataset constructed

by Zhiyuan Liu et al.[22]), the dataset of Weibo flood-earthquake rumors constructed in this

paper has great differences in terms of text content field and professionalism. It has the
following characteristics:

(1) It is more characteristic of disaster field. Different from the general field Weibo rumor
dataset that contains rumors and real Weibo such as life, medicine, disaster, and
entertainment, the Weibo flood-earthquake rumor dataset is all blog posts in the disaster
field, and the boundaries between Weibo texts are relatively blurred.

(2) It has many kinds of disaster rumors. The rumor dataset includes exaggerated disaster
situations, new use of old news, disaster relief rumors, secondary disaster rumors,
irrelevant information (Weibo that contains disaster keywords when a disaster occurs but
have nothing to do with the disaster), etc.

(3) Rumor data accounts for less. Different from the public dataset, the ratio of rumor Weibo
to real Weibo is close to 1:1, the Weibo flood-earthquake rumors dataset only accounts
for 2/5 of the total number of rumors, and the semantic features are relatively single, which
increases the difficulty of learning semantic features for the model. And, it also poses a
challenge to the generalization of the model.

Table 1 is an example of relevant data.
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Table 1. Some data examples of the dataset

Disaster Label Rumors or Real Weibo Text
Category rmation
TLVEHE K P,
Flood 0 Rumor PETRZANTL L

(The floods in Jiangxi burst,
and too many people died! I 1)
T B A
R E IR R 2
(The floods in Guangzhou are also
a bit serious, right? Original picture?)
DU AR : — B U AR AL )
w, 21 %, EH kR
KIE NIRRT, 155545
IRFZEE, MIWAREE—TH, %
Earthquake 0 Rumor LIy, RN BB %
(Sichuan Satellite TV: A girl named Xu Jing, 21
years old, please return to Ya'an Shuicheng County
People's Hospital as soon as possible, my mother is
seriously injured, I want to see you for the last time,
love relay, please forward 'wish peace)
J9VU TR S = o X A A, B
M S, DT, Zodp
2 #U)IG R | Tk
Earthquake 1 Real (Pray for the earthquake-stricken area in Aba,
Sichuan. May the disaster go away, with fewer
casualties and more peace! #Sichuan earthquake# |
Zhangjiagang)

Flood 1 Real

4. Method

Aiming at the problems existing in the recognition task of Weibo disaster rumors, this paper
takes each word in Weibo disaster text as input and proposes a deep learning model
BERT_AT_Stacked LSTM suitable for Weibo disaster rumor recognition. The main structure
of the model is shown in Fig. 2, which mainly includes the addition of the adversarial training
part, the BERT part, and the Stacked LSTM part. As shown in Fig. 2, the model input is a
disaster Weibo text: “#PUJ117. 0 thiZ# )8 A= P2 %58, JEAH LS . (#Sichuan7.0
earthquake# May the living be safe and strong, and the dead may rest in peace.) . After word
splitting and padding and adding adversarial perturbation, n initial expression vectors

W,; ( 1<i<n ) are obtained. Then, after the BERT processing, the expression vector T; of each

word is obtained, and the final recognition result is obtained after the Stacked LSTM layer
calculation processing and adversarial training.
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Fig. 2. Model structure diagram

4.1 Adversarial training

To take full advantage of the word-level semantic information of Weibo texts, this paper uses
Google's Chinese BERT pre-training model to fine-tune to generate hidden vectors of
individual characters in each Weibo text. Each sentence of Weibo text processed by the BERT
word embedding layer can be represented as B = [Wy, W, ..., W;, W, ], W € R%*1, Among
them, W, and W, represent special characters [CLS] and [SEP], which represent categorical
features and clause symbols, respectively. In addition to these two special values, W; (i €
[2,n — 1]) represents the initial word embedding vector of the i-th word in the disaster Weibo
text.

To solve the problem of fewer disaster rumors, single semantic features, and easy
overfitting, this paper adds adversarial training to the model, and actively adds noise to the
embedding layer to generate new adversarial samples as a data enhancement method. As
shown in Fig. 3, the adversarial perturbation within the adversarial range is added to the initial
character vector after the embedding layer, as shown in Fig. 3r, || r|[I< €, where e is a
bounded constant. That destroys the original semantic information and generates new
interference data, thereby enhancing the recognition performance of the model. The initial
word embedding vector W; of each word in B becomes B, = [W,q, Wy, ..., W,;, W, ] after
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adding adversarial perturbation, and its calculation formula is:
W,=W+r (1)
Adversarial training, essentially a new regularization method, aims to increase model
robustness and generalization by adding approximate worst perturbations. This paper takes W
as input and 8as model parameter. When applied to a model, adversarial training adds the

following formula to the cost function.

—logp(YIW + 144y; 0) (2)
Taay = argminlogp(y|W +r , 6) 3
The r is an input disturbance, 8 is the model weight, 8 is the current weight of the model,
and y is the predicted label value. The training objective is to minimize the loss function value
by training 8. During the model training process, we determine the approximate worst

perturbation 7,4, for the current model through p(y|W +r ,; 8) in (3) and update the

parameter 8 in the model to obtain the minimum value through training to make the model
robust to this perturbation, thus accomplishing our training purpose. Since (3) is no-
differentiability, we adopt the following formula to approximate r 4,,.

_ __€9
radv - ||g||2 (4)
g ="V, logp(y|W;0) (5)
r(n—l) r(n)
r
w W, Wit W,

Fig. 3. Initial word vector adding adversarial perturbation

4.2 BRRT
Denote a set of encoding vectors containing the position information of each character in the
Weibo text obtained by B, after position encoding as E = [e , ep,...,€;,€,-1,€,], €; €
R#*1 Input E into a multi-layer self-attention-based[34] Transformer whose structure
is shown in Fig. 4. The most important part of the Transformer is the multi-head self-
attention mechanism, which is mainly obtained by adjusting the weight coefficient
matrix by the degree of association between words in the same sentence. The operation
formula of the self-attention mechanism is as follows:
Q = Linear(E) = EW, (6)
K = Linear(E) = EW, )
V = Linear(E) = EWy, 8



3220 Diao et al.: Weibo Disaster Rumor Recognition Method Based on
Adversarial Training and Stacked Structure

Q. K. V—the linear mapping matrix of E, Wy, W}, W,—the assigned weight matrix, E
is processed by the multi-head self-attention mechanism to obtain the self-attention weight.
After E is processed by the multi-head self-attention mechanism, the self-attention weight is
obtained, and a new character representation vector Eg¢tention 1S Obtained through residual
linking and normalization.

Eqattention = Selfattention(Q,K,V) )
Eattention = E + Egttention (10)
Eqttention = LayerNorm(Eqstention) (11)

Representation vector E ;tention, and then through the feedforward network layer and
residual link and normalization to obtain the final character hidden vector T =
[Ty, Ty, ... Ty—1,Ty], Ti € RP**¢ where b is the batch_size size and [ is the sentence length.
The operation process is shown in (12) (13) (14):

E jiaaen = Activate(Linear(Linear (Eqetention))) (12)
Enigaen = Eniaden + Eattention (13)
T = LayerNorm(Eniqaen) (14)

_—

Add&Norm

v

jh_

{ feedforward neural ]

network

Add&Norm

Ve

T

[ Multi-headed Self-

attention

+ 4

—

E

Fig. 4. Transformer structure diagram

4.3 Stacked LSTM layer

This layer is mainly used to extract the hidden semantic information of the disaster Weibo text,
and solve the problems of poor standardization of Weibo text and difficulty to extract semantic
information. To determine whether a disaster Weibo is a rumor, this paper inputs the word
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embedding expression vector T generated by BERT into the LSTM network layer of the
stacked structure. Unlike the traditional single-layer LSTM that only accepts the current word
embedding expression vector and hidden state vector, the input of Stacked LSTM becomes the
hidden state vector of the LSTM output of the previous layer and the hidden state vector of the
same layer at the previous moment from the second layer. This stacked structure makes up for
the shortcomings of the single-layer LSTM spatial modeling ability. Through deeper learning,
enhances the model's ability to learn text semantic information, and solves the problem of
sparse features, semantic information is difficult to obtain in poorly standardized text and lack
of spatial modeling ability has effectively improved the performance of the model to identify
disaster rumors on Weibo.

Let the representation vector of the i-th word in the disaster Weibo text be T;, and /2], .

represents the output hidden layer vector of the j-th layer in the Stacked LSTM layer at the
time i. The formula for generating hidden layers of Stacked LSTM can be expressed as:
First layer:
£ = LSTM(T;, hi_1) (15)
The j-th layer (j >1):
k= LSTM (hjj1, 1) (16)
Finally, the character expression hidden vector H output by the last LSTM unit of the last
layer is processed by the Softmax function to obtain the final recognition probability. The
formula is as follows:

p = Softmax(DH) a7

5. Experiment

5.1 Experiment setup

This paper used Google's Chinese BERT pre-training model Chinese_L-12_H-768_A-12 for
fine-tuning to generate the hidden vector of a single word in each Weibo disaster text. The
Batch_Size was set to 4, and the size of Adam was equal to 2 X 10~> to minimize the training
target. The cross-entropy was used as the loss function. The model in this paper adopted the
Keras2.3.1 framework and the operating environment was GTX1660. To better evaluate the
performance of the model, this paper selected the following six deep learning models to
compare with the new model proposed in this paper.
® CNN: Asacommon model in the image field, CNN has also achieved good results in text
classification in recent years, and has also shown good results in Weibo rumor recognition.
® | STM: This model is an optimization of RNN, which learns the semantic information of
text through time series modeling, and is widely used in rumor recognition tasks.
® GRU: This model is an optimization of the LSTM network and is widely used in a variety
of text classification tasks, including the second classification of rumor text and real text.
® Attention_LSTM: The model is a combination of LSTM and attention mechanism. And
Zhiwei Jin et al. [25] used this network to deal with the task of Weibo rumor recognition.
® BERT: Based on the pre-trained language model of Transformer, the first-word
embedding expression vector generated by each disaster Weibo text is selected as the
global information, to complete the rumor recognition.
® BERT_Stacked LSTM[35]: An improved model of the BERT model, commonly used to
perform various complex text classification tasks.
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5.2 Evaluation Metrics

In this paper, the precision P, the recall rate R, and the F1_Score are used to evaluate the model
performance, which is defined as follows:

Precision = — (18)
TP+FP
Recall = —— (19)
TP+FN
F1=—2T" (20)
2TP+FP+FN

Among them, TP is the number of predicted positive classes as positive classes; FP is the
number of predicted negative classes as positive classes; FN is the number of predicted
positive classes as negative classes.

5.3 Experimental results and analysis

5.3.1 Results on Weibo flood-earthquake Rumors Test Set

This section report the experimental results of the BERT_AT_Stacked LSTM model on the
Weibo flood-earthquake rumor dataset.

Table 2. Experimental results on the test set

Model P R F1
CNN 95.77 94.02 94.72
LSTM 93.61 91.94 92.61
GRU 91.06 89.26 89.94
Attention_LSTM 93.78 93.78 93.78
BERT 93.55 97.48 95.47
BERT_Stacked LSTM 94.35 98.32 96.30
BERT_AT_Stacked 97.48 97.48 97.48

LSTM

As shown in Table 2, it can be seen that compared with the LSTM based on time series
modeling which F1_Score is 92.61%, the CNN with stronger spatial modeling ability has a
better recognition effect, and the F1_Score is 94.72%, which is 2.11 percentage points higher
than that of LSTM. It shows that in the task of recognizing disaster rumors on Weibo, the
ability of spatial modeling plays a better role in the recognition effect. When using the GRU
model, the F1_Score decreased by 2.67 percentage points compared with LSTM to 89.94%,
indicating that the GRU, which performed better in processing simple text binary classification,
did not achieve better results in the task of recognizing Weibo disaster rumors. When the
attention mechanism is added based on LSTM, the F1 Score is 93.78%, which is 1.17
percentage points higher than that of LSTM, indicating that after introducing the attention
weight, the problem of long text dependence is solved and the recognition performance of the
model is improved.

When the pre-trained language model BERT is used, the recognition effect is significantly
improved, and the F1_Score is 95.47%, it of the first three comparison models is increased by
0.75 percentage points, 2.86 percentage points, and 5.53 percentage points respectively. It
shows that after using the word-level embedding vector, the problem of missing semantics
caused by word segmentation errors is alleviated to a certain extent, thereby improving the
performance of rumor recognition. BERT_Stacked LSTM, which models the hidden vectors
of the disaster Weibo text word embedding generated by BERT according to time series, and
the unique stacking structure also increases the spatial modeling ability of the model, that
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effectively solves the problem of poor standardization of Weibo text and difficult learning of
semantic information, thereby increasing the F1_Score to 96.30%.

In addition, this paper adds adversarial training based on BERT_Stacked LSTM and adds
adversarial disturbance to the embedding layer to generate adversarial samples, which solves
the problem that the rumor text in the disaster area is relatively simple, and the features are
less likely to cause the model to overfit and have poor robustness, that obtains the optimal
model BERT_AT _Stacked LSTM. The F1_Score of BERT_AT_Stacked LSTM on the test
set is 97.48%, which is 1.18 percentage points higher than that of BERT_Stacked LSTM and
better than all other comparable models.

5.3.2 Analysis of True and False Information Recognition Effect

Fig. 5 shows the F1_Score of real disaster information and disaster rumor information in each
recognition model. As shown in Fig. 5, all models have a better ability to recognize real
disaster information than to identify disaster rumors. Among all the basic models (CNN,
LSTM, GRU, BERT, the F1_Score of real disasters is 2.01, 3, 4.03, 2 percentage points higher
than that of disaster rumors, respectively), BERT has the best ability to recognize real disasters
and disaster rumors, indicating that word-level learning of semantic information is more
advantageous than word-segmentation learning. After using the stacking structure, the model
mainly enhances the recognition ability of real disaster information, and its F1_Score is
increased by 0.98 percentage points compared with BERT, but the recognition effect of
disaster rumors is not significantly improved, and its F1_Score is only increased 0.62
percentage points, which shows that when the stacking structure learns more complex
semantic information, and for disaster rumors with relatively simple features, it cannot
improve its feature extraction ability. However, after adding adversarial training, the F1_Score
of both real disaster information and disaster rumor information is significantly improved,
reaching 98.22% and 96.74%, respectively, indicating that adversarial training helps the model
extract features from real disaster information and disaster rumor information.

I Rumor message
[ Real message

BERT_AT Stacked LSTM
BERT Sticked LSTM
BERT

Attention_LSTM

Model category

GRU

LST™

—r—
0 20 40 60 80 100

F1_Score (%)

Fig. 5. Recognition renderings of real disaster information and disaster rumor information in various
models
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5.3.3 The effect of adversarial and stacked structures on recognition ability

In this paper, BERT is used as the baseline model for real and false disaster information
recognition, and stacked LSTM and adversarial training are added based on BERT. The effect
between the two and BERT on the recognition performance of the recognition model is shown
in Fig. 6. The F1_Score of the BERT_AT model with adversarial training added to BERT is
0.33 percentage points higher than that of BERT alone, indicating that adversarial training
improves the overall recognition ability of the model. Based on BERT, the BERT_Staceked
LSTM model with stacked LSTM is added, which also effectively improves the recognition
performance of the model, and its F1_Score is 0.83 percentage points higher than that of BERT
alone, indicating the advantages of the stacked structure for non-normative texts. In addition,
after combining the stacking structure and adversarial training, the recognition ability of the
model has been optimally improved. BERT_AT_Stacked LSTM not only greatly outperforms
the BERT model, but also significantly improves the performance compared to BERT_AT and
BERT _Stacked LSTM, its F1_Score is 2.01, 1.68, and 1.18 percentage points higher than
those of the three models, respectively.

BERT
—@—BERT Stacked LSTM
—A—BERT AT
—W—BERT_AT Stacked LSTM

Fl R
Fig. 6. Influence diagram of the stacked structure and adversarial training effect

5.3.4 The effect of the number of stacked layers on the recognition performance

One of the reasons for the excellent results of the Weibo disaster rumor recognition model
proposed in this paper is that it adopts the stacked LSTM structure. This part analyzes the
influence of the number of stacked layers on the performance of the model. In this paper, the
number of stacked layers is gradually increased from 1 layer to 5 layers, and two models
BERT_Stacked LSTM and BERT_AT_Stacked LSTM using the stacked structure are selected
for comparative analysis. The relationship between the F1_Score and the number of stacked
layers is shown in Fig. 7. As shown in Fig. 7, when the number of stacked layers is from 1 to
2, both the BERT_Stacked LSTM and BERT_AT_Stacked LSTM models show an upward
trend in F1_Score, the changes are 93.02% to 96.3%, 95.35% to 97.05%, respectively,, and
the BERT_Stacked LSTM reaches the optimal value at the second layer. When the number of
layers is from 2 to 5 layers, the F1_Score of BERT_Stacked LSTM decreases significantly,

the change in F1_Score is 96.3%~95.8%-92.44%-93% while BERT_AT_Stacked LSTM first
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increases and then decreases, the change in F1_Score is 97.05%-97.48%-95.4%-95.44%, and

reaches the optimal value at the third layer. This trend of increasing first and then decreasing
is because when the stacked LSTM structure is used, the spatial modeling ability of the model
is increased, and the problem that the semantic information of irregular and complex text is
difficult to learn is solved, but when the number of layers reaches a certain value, the model
will overfit and the effect will decrease. In addition, since adversarial training creates new
adversarial samples by adding adversarial disturbances, which enriches relatively single
Weibo disaster texts, the requirements for spatial capabilities are higher than that of
BERT _Stacked LSTM, and the limit on the number of layers in overfitting will also increase,
so BERT_Stacked LSTM appears to overfitting earlier than BERT_AT_Stacked LSTM.
Therefore, this paper chooses 3 as the optimal number of layers for the BERT_AT_Stacked
LSTM model.

98 - B BERT Stacked LSTM
@ BERT AT Stacked LSTM
S N
./ :
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//’ e
// "
96 - / / '
Yy, \
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2 ' ] .
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1 2 3 4 5

Number of stacking layers
Fig. 7. The effect of stacking layers on the effect of BERT_Stacked LSTM and BERT_AT_Stacked
LSTM model

5.3.5 Model generalization analysis

To verify the generalization of the model, this paper selects the Weibo rumor dataset
constructed by Zhiyuan Liu of Tsinghua University[22], it is a general domain dataset,
including various real and false Weibo, mainly including 1538 rumors and 1849 real Weibo
texts. The test results on such a general-purpose dataset can fully demonstrate the excellent
generalization of the model. The test results are shown in Table 3. It can be seen that the test
results of BERT are significantly better than the previous deep learning models, with the
F1_Score reaching 93.33%, while the F1_Score of the BERT_Stacked LSTM model is 0.33
percentage points higher than that of BERT. It is shown that the word-level pre-trained
language model is suitable for use as a baseline model for rumor recognition problems, and
the stacked structure can better learn the semantic information of Weibo texts. The optimal
model of this paper, BERT_ AT _ Stacked LSTM, also performs the best when dealing with
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rumor recognition tasks in the general domain, which proves that adversarial training can
improve the overall generalization ability of the model.

Table 3. Public dataset test results

Real Rumor
Model P R F1 P = F1 P = F1
CNN 91.63 91.04 91.27 90.31 94.65 92.43 9296 87.42 90.10
LSTM 85.73 8492 85.19 8450 90.37 87.34 86.96 79.47 83.05
GRU 88.18 88.84 87.98 88.08 90.91 89.47 88.27 84.77 86.49
Attention LSTM 88.91 8785 88.19 86.63 9358 89.97 91.18 82.12 86.41
BERT 93.09 9358 93.33 93.09 9358 93.33 92.00 91.39 91.69
BERT_Stacked 9454 9251 9351 9454 9251 9351 9097 93.38 92.16
LSTM
BERT_AT Stacked 95.63 9358 9459 95.62 9358 94.60 92.26 94.70 93.46
LSTM

6. Conclusion

To solve the problem of lack of the corpus in Weibo disaster rumor identification task, this
paper constructs a Weibo flood-earthquake rumor dataset including 2000 disaster Weibo texts,
including 1200 real disaster information and 800 disaster rumor information, and compared
with general domain dataset, it is more professional and with more types of disaster
information and fewer rumors. In addition, a new deep learning model BERT_AT_Stacked

LSTM is extracted to solve the problems of poor text standardization, single rumor features,

and excessive reliance on artificially extracted social attribute feature fusion in the Weibo

disaster rumor recognition task. The F1_Score of the model reaches 97.48% on the self-
constructed dataset, which greatly improves the recognition performance. And the
generalization of the model is verified on public datasets.

In future work, we will focus on the following aspects:

(1) Inview of the text characteristics of Weibo rumors in other fields, the deep learning model
is continuously improved, and the features in specific fields are tried to be integrated so
that it can complete the task of rumor recognition more accurately and efficiently.

(2) We will try to use the data enhancement feature of the adversarial network and combine
the graph convolutional neural network to complete the fusion of rumor propagation
features and the sufficient semantic features of the text itself to complete more complex
and secret Weibo rumor recognition.

(3) We will try to build a comprehensive disaster rumor recognition dataset containing all
kinds of disaster information, and build a new recognition model to solve the problem that
the common features of multiple disaster texts are difficult to obtain.
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