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1)1. Introduction

Artificial intelligence (AI) is an extensive branch of 

computer science aiming to build machines capable 

of simulating human intelligence. AI includes several 

fields such as Natural Language Processing (NLP) con-

cerned with enabling machines to understand human 

languages in their spoken and written forms. There 

is a variety of tasks included in NLP, namely text clas-
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sification, which is a fundamental task. By using these 

NLP tasks, machines are thus capable of reading, ana-

lyzing, understanding, and cognitively deriving human 

languages. Some common real-life applications and 

services involving text classification are spam email 

filtering, sentiment analysis [1, 2], text intent de-

tection, or topic labeling. When performing text clas-

sification tasks, a combination of NLP techniques 

with machine learning (ML) or deep learning (DL) 

techniques are widely used to assign the inputted tex-

tual data (e.g., documents, emails, comments, surveys, 

etc.) to predefined categories. It is an automatic clas-

sification made using the ML or DL model that was 

trained on a labeled training dataset. Fig. 1 presents 

the common workflow used to perform text classi-

fication tasks.
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Fig. 1. Text Classification Workflow

Furthermore, language model (LM) pre-training has 

also proven its effectiveness in improving various NLP 

tasks, especially with the flexibility of fine-tuning the 

resulting pre-trained LM for the targeted downstream 

NLP task. The pre-trained LM BERT [3] has achieved 

the state-of-the-art (SOTA) performance on several 

NLP tasks and provides the flexibility to fine-tune its 

parameters. However, because the BERT model was 

mostly pre-trained on an English dataset, its perform-

ance in other languages such as Korean was revealed 

poor. Consequently, the Korean BERT (KoBERT) pre- 

trained LM [4] emerges to overcome the limitations of 

the BERT model for Korean language representation.

The usage of text classification has already proved 

its efficiency in solving real-life problems, and cur-

rently, several researchers are leveraging its power 

with ML and DL algorithms to propose solutions to 

mitigate the worldwide issue of voice phishing. 

Indeed, in South Korea in particular, voice phishing 

is still a topical issue that needs to be tackled. In addi-

tion, with the worldwide pandemic of COVID-19, 

non-face-to-face financial transactions have in-

creased, and therefore, increased at the same time 

potential voice phishing victims. For these reasons, 

despite the progress made by recent publications, 

new approaches to classifying Korean voice phishing 

texts are necessary to come out with new detection 

techniques for voice phishing calls.

This paper is an extension of our prior study on the 

performance analysis of ML techniques in classifying 

Korean voice phishing text [5], and no novel techni-

que is introduced in this work’s contribution. Never-

theless, one major contribution of this paper is the 

analysis of the KoBERT model’s performance in the 

classification of Korean voice phishing text. Conside-

ring the SOTA ML and DL algorithms [6] and pre- 

trained LMs, multiple existing and well-known ML and 

DL algorithms are selected for this new benchmarking 

of their classification performances on Korean Call 

Content Vishing (KorCCVi) [7], which we claim to be 

the first known labeled dataset of Korean voice phish-

ing call transcript. The algorithms benchmarked in-

clude CatBoost [8], Gradient XGBoost [9, 10], LGBM 

[11, 12] for the ML approach, and Recurrent Neural 

Networks (RNNs) [13, 14], Bidirectional Long Short- 

Term Memory units (BiLSTM) [15, 16], Gated Recurrent 

Units (GRUs) [17], and KoBERT [4] for the DL approach.

Code is available at: https://github.com/selfcontrol7/

Korean_Voice_Phishing_Detection/tree/main/KoBERT.

 

2. Background and Related work

2.1 Deep Learning baseline models

RNNs are types of artificial neural networks using 

sequential data (time-series, text, audio, video, etc) to 

build deep learning models capable of solving various 

temporal problems which can be related to NLP such 

as speech recognition, and machine translation, or 

handwriting recognition. Compared to other deep 

learning neural networks types, RNNs are particular 

as they are endowed with an internal memory, allow-

ing the network to keep information from the pre-

vious inputs node which is passed to the next input 

and highly influences the latter input’s result. By way 

of explanation, in an RNNs architecture, the output 

of the network depends on the prior element within 

the sequence learned.

LSTM is a popular variant of the RNNs architecture, 

which emerged to solve RNNs’ vanishing gradients 

problem. The approach behind the LSTM variant is 

that it introduced cells state in the hidden layers of 

the network. LSTM has three gates, an input gate, an 

output gate, and a forget gate, which manages the 

flow of information going through each layer to pre-

dict an accurate output. BiLSTM is a neural network 

composed of two LSTM units in parallel that operate 
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in two directions. One unit receives the information 

and propagates in the forward direction (left-to- 

right), and the other unit propagates in the backward 

direction (right-to-left) to capture the long-term de-

pendencies in the left and right context. Therefore, 

it provides better performances for text classification 

tasks and is more robust than using a unary LSTM 

unit. 

The GRUs and the LSTM variants are similar, and 

the GRUs variant appears additionally as a solution to 

RNNs’ short-term memory problem. Compared to the 

LSTM variant, GRUs are a gating mechanism in RNNs. 

They use hidden states in the hidden layers and have 

two gates instead of three, a reset gate and an update 

gate. The two gates present in the GRUs variant play 

the exact same function as in the LSTMs variant, con-

trolling the information to retain to obtain an accu-

rate output.

2.2 Related work

1) BERT pre-trained language model

Bidirectional Encoder Representations (BERT) from 

Transformers is a pre-trained LM developed by Google 

and trained on the huge corpus, including Book Corpus 

and Wikipedia text data [3]. It is the first language 

representation model, allowing fine-tuning that ach-

ieved SOTA performance on a large suite of token- 

level and sentence-level tasks. The well-known per-

formance of the BERT model resides in two specific 

steps, which are pre-training and fine-tuning. In the 

pre-training step, Masked Language Model (MLM) is 

used to randomly mask some of the tokens in the se-

quence inputted, and thereafter, the Next Sentence 

Prediction (NSP) task is used to understand the sen-

tences relationships and predict the masked token in 

the sequence. The fine-tuning step gives the flexibility 

to fine-tune the model parameters for the targeted 

tasks. It, therefore, reduces the need for network ar-

chitecture modifications for the targeted NLP task.

However, although BERT demonstrated an impres-

sive multilingual performance on NLP tasks, it has limi-

tations with tasks related to specific fields such as Bio-

science or finance. In addition, the BERT model has 

also shown low performance in languages such as Korean 

leading researchers to conduct study aiming to pro-

pose different methods to overcome BERT’s limita-

tions.

2) KoBERT pre-trained language model

T-Brain from SK AI Center [4] developed and re-

leased the Korean BERT (KoBERT) pre-trained LM to 

overcome the low performance of the BERT model in 

the Korean language. Similar to the BERT model, 

KoBERT is a transformer-based LM pre-trained on the 

Korean Wiki text. It has, therefore, all the advantages 

of the BERT model and it is specialized for the NLP 

tasks in the Korean language.

Recently, other new Korean pre-trained LMs are 

rising, and few studies [18-21] have conducted surveys 

or performance comparisons of these Korean LMs on 

various downstream NLP tasks. As the KoBERT is cur-

rently the pre-trained LM mostly used for Korean NLP 

tasks because of its acceptable performance, it there-

fore motivated us to evaluate its performance on the 

KorCCiv dataset.

 

3) Sentiment Analysis of Korean text using KoBERT

Since the release of the KoBERT pre-trained LM, in 

recent years, several studies have been conducted to 

apply it to solve Korean text classification problems. 

In [22], the authors used a fine-tuned KoBERT model 

to understand the emotion behind the Korean com-

ments on YouTube videos to evaluate their negativity 

or positivity and classify them. In this study, the 

KoBERT model fine-tuned on the NSMC dataset dem-

onstrate a slightly higher classification accuracy score 

of 81% on the real YouTube comment dataset in com-

parison to accuracy on the learning dataset used. In 

[23], classifying Korean daily conversation topics, the 

authors have shown a high accuracy score of 85% for 

the KoBERT model outperforming the Random Forest 

and XGBoost model’s accuracy with 82% and 83%, 

respectively. The F1 scores of the KoBERT model were 

also better than the other algorithms on 9 topics out 

of 15.

3. Methodology

To conduct this new benchmark, we followed the 

same methodology from our prior work [5], which is 

presented in Fig. 2. This paper, therefore, bench-

marks the Korean voice phishing detection perform-

ances of the pre-trained LM KoBERT against other 

SOTA baseline algorithms. 

In step number one, the Korean voice phishing da-
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taset, KorCCVi, was collected from our prior existing 

work. This dataset was built using the transcripts of 

genuine voice phishing call conversations and tran-

scripts of general Korean conversations on various 

daily topics.

The next step, step number two, consists of pre-

processing all the textual data collected from the da-

taset to only remain with the relevant learning fea-

tures that will enable the model to understand the dif-

ference between a voice phishing text and a non- 

voice phishing text. The raw data were preprocessed 

through different cleaning steps, such as deleting 

from the transcripts, unwanted characters, all the 

special characters and punctuation, the telephone 

numbers, and the Korean stop words. To delete the 

Korean stop word from the transcripts, each inputted 

sentence was first tokenized using the subword toke-

nization method, then with a morphological analysis 

of the created tokens, the stop words were detached 

from existing tokens to create separate tokens that 

can be easily removed. For example, the Korean sen-

tence “고객이 자신의 은행 계좌 정보를 알려주었습니다.” 

(The customer gave me his bank account informa-

tion.) will become ['고', '객', '이', '자신', '의', '은행', '계

좌', '정보', '를', '알려', '주', '었', '습니다', '.'] after toke-

nization and the stop word being detached. Indeed, 

the Korean language is an agglutinative language in 

which, most of the time, nouns and verbs in sentences 

have a postposition attached to them. Therefore, to 

separate the agglutinating words, which are the stop 

words, we used the morphological analyzer MeCab. In 

the task of text classification, data preprocessing is 

one of the most crucial steps that need particular at-

tention, as it has a huge impact on the model per-

formance [24]. The reason why data preprocessing is 

important is that this step also aims to reduce the di-

mensionality problem when creating the feature ma-

trix during the feature engineering step. Table 1 in-

dicates a summary of the content removed from all 

the dataset transcripts during this preprocessing part.

Step number three is the features extraction or fea-

tures engineering part where the preprocessed and 

cleansed data are used to create and select the fea-

tures to train our ML and DL models in the ex-

perimental part. In this paper, three different techni-

ques are used for feature engineering: Bag-of-Words, 

word embedding, and LM. For the Bag-of-Words 

technique, using the Tf-Idf vectorizer method with a 

maximum vocabulary limit of 2000 words as a param-

eter, a features matrix of the term frequency-inverse 

document frequency (TF-IDF) score of the dataset’s 

words is created. This matrix of TF-IDF features is 

used as input features for training our ML models. The 

TF-IDF method evaluates how important a word is to 

a given document in a corpus, which is a collection 

of documents. The TF-IDF score is obtained by multi-

plying two metrics: the number of times a term ap-

pears in a given document divided by the total num-

ber of terms in that document (TF), and the inverse 

document frequency of the term across the corpus, 

which means how common or rare a term is in the 

entire corpus. Equation (1) defines the TF-IDF score 

for a word in a document.

× log



          (1)

Fig. 2. Workbench Methodology

Unwanted
Characters

Punctuation
Korean stop

Words

o/, b/, n/, \n
!\"#$%&(")*,+-./:;<=>?@¡Ø¤

ý[\]^_`{¡®|'}~\n¡¦¡»,

을, 를, 이, 가,
 ㅡ, 은, 는, 의

Table 1. Summary of Content Removed from the Dataset 

During Data Preprocessing
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In equation (1), the terminology is as follows: t rep-

resents the term (word in a document), d the docu-

ment (set of words), TF(t) the term frequency of t in 

d, N the number of documents in the corpus and DF(t) 

the number of documents in the corpus containing 

the term t. 

Concerning the word embedding technique, we use 

the FastText model [25] to produce feature vectors of 

the dataset’s words that can be represented in a vec-

tor space where words of the same context are repre-

sented close to one another. The word vectors are 

then transformed into a sparse embedding matrix, 

which is used as weights in the neural network’s first 

embedding layer when training the DL models. In the 

feature engineering with the LM, following the 

Transformer modeling method, the raw texts from the 

dataset are transformed into sequences containing 

text tokens and special tokens, then for each token 

of the sequence, a mask and segment are generated. 

We also followed the maximum sequence length of 

64, which is supported by this KoBERT model as men-

tioned in its documentation. The final features matrix 

is a dense embeddings matrix used in the embedding 

layer when training the pre-trained KoBERT model. 

Table 2 presents a summary of the feature engineer-

ing process with the input features used by each 

model.

As presented in Table 3, step number four concerns 

splitting the extracted features into two sets, training 

and a test set. Thereafter, using the training set, we 

trained different models with the selected ML and DL 

algorithms in step number five using. The TF-IDF 

scores of all the tokens generated during the pre-

processing part are used to train the ML models, while 

embedding matrices representing the sentences in the 

training set are used to train the DL models.

The final trained models are used to predict the 

class of the inputted transcript from the test set in 

step number six.

In the benchmarking of the model’s classification, 

we evaluated their performance in determining wheth-

er the inputted Korean conversation text is a voice 

phishing or non-voice phishing related text. In this 

paper, there are four different metrics used to eval-

uate the models’ performance: accuracy, precision, 

recall, and F1 score. The precision, the recall, and the 

F1 score metrics are designated in Equations (2), (3), 

and (4), respectively. TP in Equations (2) and (3) is the 

number of true positives, FP in Equation (2) is the 

number of false positives, and FN in Equation (3) is 

the number of false negatives.

Pr



                (2)

 



                 (3)



 
Pr

Pr×
            (4)

Among the selected metrics, the benchmark in this 

paper focuses more on the accuracy and F1 scores of 

the models as they provide a better evaluation of clas-

sification models. In addition, for further perform-

ance comparison, we also considered the training 

time of each model in the benchmarking. Looking at 

the metrics results of each model, we confronted the 

KoBERT model’s performance with the other baseline 

models’ performance and voted the most efficient 

model for our Korean voice phishing text classi-

fication task. This is the last step of the benchmark 

methodology used in this paper, step number seven.

4. Experiments

4.1 Korean voice phishing Dataset

In this paper, the dataset used is KorCCVi, which 

contains 1218 samples distributed as 609 voice phish-

ing phone call conversation transcripts and 609 gen-

eral conversation transcripts. KorCCVi has two differ-

Algorithm Type Input Features

Machine Learning (ML)
Features matrix of TF-IDF values 

(Bag-of-Words)

Deep Learning (DL)
Sparse embedding matrix 

(word embedding)

KoBERT (DL)
Dense embedding matrix 

(word embedding)

Table 2. Summary of the Features Engineering Process

Algorithm Training Set Test Set Total

Machine Learning (ML) 852 366 1218

Deep Learning (DL) 852 366 1218

KoBERT (DL) 852 366 1218

Table 3. Sampling of the Dataset in Training and Test Set
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ent classes which are voice phishing, represented as 

‘1’, and non-voice phishing represented as ‘0’. An ex-

tract of KorCCVi dataset is presented in Table 4 with 

English translation of each sample for understanding 

purpose only.

4.2 Training of the ML and DL Classifier

The experiments of this paper were conducted us-

ing Python programming language in the Google 

Colab Jupyter environment. The training of all the ML 

(CatBoost, Gradient XGBoost, and LGBM) and DL 

(RNN, BiLSTM, and GRU) models for the detection of 

voice phishing by classifying related phone call tran-

scripts has been implemented mostly using default 

hyperparameters. In other words, there are only few 

parameters that have been fine-tuned with random 

values during the training of the model. No optimal 

hyperparameters were used.

The DL models were all implemented with Keras 

from TensorFlow, trained over ten epochs using 32 as 

batch size. To optimize the models’ training, we use 

the Adam optimizer, added dropout layers to the net-

work architecture, and applied the Softmax function 

before the output layer containing two nodes.

4.3 Training of KoBERT Classifier

The training of the fine-tuned KoBERT model was 

implemented using PyTorch API. From the doc-

umentation of the pre-trained LM KoBERT [4], the 

model is an encoder-decoder attention architecture 

with 12 self-attention hidden layers and an output 

layer number that can be customized. Since this study 

addresses a binary classification case, the output lay-

ers were set to two. One important standard parame-

ter of the model is the maximum sequence (sentence) 

length that this pre-trained LM can handle. It is a pa-

rameter that was considered in the feature engineer-

ing part of this paper when creating the feature 

matrix. As an input feature for this model, the dense 

matrix of embeddings previously created based on the 

KorCCVi dataset is used to perform a transfer learning 

from the pre-trained KoBERT model and fine-tune 

the final model for our classification task. Concerning 

the hyperparameters used, a learning rate of 5e-5 was 

used during the training of the model over 10 epochs 

with 32 as batch size. Moreover, to regulate the mod-

el’s training, a drop rate value of 0.5 was set on the 

final dropout layer. We used the AdamW optimizer, 

which implements the Adam algorithm with weight 

decay and performs very well for BERT-based models 

in particular and with NLP data. 

Fig. 3 demonstrates the process of fine-tuning the 

pre-trained KoBERT LM using a sample of the 

KorCCVi dataset. In this illustration, the [CLS] token 

stands for classification and it is added at the begin-

ning of each sentence to indicate that the training 

task here is sentence-level classification. The token 

[SEP] instead represents a separation between two in-

id Transcript Label

417

진통제 계십니까 다름 아니 얼마 저희 검찰 에서 김승대 주범 으로 금융 범죄 사기 식당 제일 걸로 현장 에서 지금 본인 명의 

기업 통장 근데 으시 본인 으로 연락 드린 통장 본인 직접 으로 계산 셔서 서대 선물 총장 넘긴 건지 아니 본인 개인 정보 졸
리 면서 당하 피해자 신지 부분 결과 려고 연락 드렸 습니다 무슨 말씀

1
Do you have painkillers? The prosecution said Kim Seung-dae was the main culprit in the financial crime 
fraud restaurant. He paid for the bank account and handed it over to the president of Seodae Gift. I'm 
calling to see the result What are you talking about?

784

지금 언니 시간 보내 도착 체크인 근데 근까 우리 시간 보다 한참 그서 그니까 몰랐 해서 그러면은 라도 그래야 아닌가 그래
서 놓쳐 그리고 일본 체크인 빨리 몰랐 면서 비행기 놓쳐서 그냥 끝나

0
Send your time now. Arrived, checked in. But it was way beyond our time. I didn't know. So I thought 
maybe I should. So I missed it. I missed the flight. I missed it.

318

첨단 범죄 수사 박동석 느라고 다름 아니 본인 대신 명의 도용 사건 어서 에서 확인 부탁 연락 드렸

1I contacted Park Dong-seok, a high-tech criminal investigation, and asked him to confirm the theft of his 
name instead of him.

1075

어떻 명절 다가오 그럴 조금 남편 짠하 자기 요즘 아무리 형제 다고 더라도 부모 돌아가 그렇게 모이 잖아 더더군다나 형제 
아니 아니 아들 으니까 각자 서로 기름 처럼 드라고 명절 우리 신랑 조금 그런 느낌 대신 인제 처가 으로

0How could the holidays be coming? A little husband, a little sad. No matter how many brothers you are, your 
parents go back and get together like thatI'm not a brother. I'm a son, so each of us should hold it like oil. 
Instead, let's go to the wife's house

Table 4. Extract of KorCCVi Dataset with English Translation
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put sentences. In addition, for a deeper understanding 

of the different inner steps involved in this fine-tuning 

process, Fig. 4 presents the pseudocode of the 

KoBERT classifier’s training algorithm.

4.4 Experimental Results

Table 5 presents the results of the Korean voice 

phishing text classification experiments. It shows the 

scores of the different performance evaluation met-

rics selected for the KoBERT model, the ML and DL 

models. During the models’ performance comparison, 

we focused on the accuracy and F1 scores.

The accuracy score of the KoBERT model was 

99.60%, while the F1 score was 99.57%. From this per-

formance score, we can seet hat KoBERT outperforms 

all the other ML and DL models. The second closest 

accuracy score is from the LGBM model, which ach-

ieved an accuracy score of 99.45%, for a F1 score of 

99.43%. These performances are slightly lower than 

KoBERT’s score. The modeling time of the KoBERT 

model is higher compared to LGBM one, which ap-

peared to be the fastest model as shown in Fig. 5.

Algorithm for Fine-tuning KoBERT model

Initialize PyTorch pre-trained KoBERT-based model and 

vocabulary

Initialize End-to-end SentencePiece tokenization for BERT models

def BERTClassifier(PyTorch nn module):

  ...

  Set the number of output classes to 2

  ...

  return attention mask

  ...

  return classifier output

#Transform the training and test set sequences

for data in dataset do

  Tokenize the input sequences

  Insert [CLS], [SEP] tokens as necessary

  Encode token into embedding ids in NumPy int32

  Generate valid length using maximum sequence length

  Pad sentences to maximum length

  Store transformed sequence in array

  Change data’s label to NumPy int32

  Store transformed sequences in tuple of arrays

end for

Create torch-type training and test set from transformed datasets

Initialize BERT classifier with KoBERT base and dropout rate 

arguments

Prepare model’s optimizer and schedule (linear warmup and 

decay)

Initialize AdamW optimizer with optimizer grouped parameters

Initialize cross-entropy loss function

#Train the KoBERT model

for each training epoch do

  Train KoBERT model with training set

  Validate trained KoBERT model

end for

#Test the trained KoBERT model

Load trained KoBERT model

Predict new samples classes from test set

Fig. 4. Pseudocode of the Algorithm for Fine-tuning 

the KoBERT Model

Fig. 3. Fine-tuning KoBERT Classification Model for Voice Phishing Detection

Model Accuracy F1 Precision Recall

XGBoost 95.35 95.04 98.19 92.09

LGBM 99.45 99.43 99.43 99.43

CatBoost 98.08 97.99 99.41 96.61

BiLSTM 96.99 96.99 97.01 96.99

GRU 95.36 95.35 95.52 95.36

RNN 87.43 87.39 88.00 87.43

KoBERT 99.60 99.57 1 99.14

Table 5. Benchmarking Results of the ML and 

DL models’ performances
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Fig. 5. Modeling Time Comparison

Fig. 6. Precision Score Comparison

Fig. 7. Recall Score Comparison

However, because the KoBERT model uses neural net-

works through the Transformer architecture, its mod-

eling time was faster than all the other DL models, 

which is a considerable advantage knowing the bene-

fits that a model trained with neural network algo-

rithm provides. We can see that LGBM and XGBoost 

models have similar modeling times, while the LGBM 

model outperforms the XGBoost model on all the oth-

er metrics. Fig. 6 and Fig. 7 indicate the comparison 

of the scores for precision and recall metrics, 

respectively.

Moreover the analysis of the models’ performances, 

a further analytical comparison of the models’ com-

plexity can be performed through the parameters of 

the model presented in Table 6, which are to bring 

more insight into the performances compared above. 

Indeed, looking at the complexity of the ML models, 

default values were used for the learning rate during 

the training process. As a result, we can observe that 

the lower the learning rate, the slower is the model 

to train on the training set since the learning rate has 

a significant impact on each tree of these ML models, 

Looking closer at the CatBoost model which has a 

maximum depth of 6 trees, it appeared to be the 

slowest ML models despite the random value used to 

fine-tune the subsample parameter to accelerate the 

training process and avoid overfitting. An important 

factor to consider is that the more a ML model is deep 

in trees, the more its complexity and its memory con-

sumption increase. On the contrary, the XGBoost 

model has a faster training time with adequate pa-

rameters, yet its performance does not outperform 

LGBM one or CatBoost one. Surprisingly, although the 

maximum depth of the tree is unlimited on the LGBM 

model and has a high risk to increase in complexity, 

its performance among the ML and DL model is 

ranked among the best.

Model
n 

estimators
Subsample

Max 

depth

Learning 

rate

Num 

layers

Trainable 

params

Batch 

size

Num 

epochs

Modeling 
time in 
second

ML

XGBoost 2000 0.67 3 1e-1 - - - - 0.46

LGBM 2000 0.67 -1† 1e-1 - - - - 1.28

CatBoost 2000 0.67 6 2e-2 - - - - 7.54

DL

BiLSTM - - - 10 801,538 32 10 1314.22

GRU - - - 12 234,702 32 10 260.10

RNN - - - 12 111,586 32 10 7894.89

KoBERT - - 64 5e-5 12 - 32 10 224.96

† <=0 means no limit

Table 6. Comparison of the ML and DL models’ Complexity



한국어 언어 모델을 활용한 보이스피싱 탐지 기능 개선  445

The complexity of the DL model is already well- 

known, as it implements a neural network that re-

quires a huge quantity of training data to train the 

model. The four DL models in this benchmark have 

fairly the same number of layers in their architectures 

and this results in a deep architecture with thousands 

of parameters to train. The training time of the DL 

model is relative to the depth of the model, and we 

assume that the overall computation complexity is 

high because of the huge consumption of memory 

and GPU power required. However, though having a 

high complexity, the KoBERT model stands out from 

the other DL models in terms of training speed and 

accuracy performance.

5. Conclusion and Future work

In this work, we conduct a benchmark of the popu-

lar Korean language model, KoBERT, against several 

other ML and DL algorithms in the binary classifica-

tion task of Korean voice phishing text to detect voice 

phishing calls. The experimental results reveal that 

KoBERT outperformed all the other models with an 

accuracy score of 99.60%. From this performance com-

parison, KoBERT is the most efficient model in the 

classification of voice phishing text from the KorCCVi 

dataset. It has also been observed that the KoBERT 

model and LGBM model accuracies are slightly differ-

ent, with 99.60% and 99.45%, respectively. However, 

further comparing the models’ complexity, despite the 

risk of complexity increase caused by its unlimited 

maximum depth parameter, the advantage of the 

LGBM model was its fast modeling time of 1.28 sec-

onds making it the fastest model, and its highest F1 

score of 99%. Moreover, regardless of its high complex-

ity and the small size of the dataset used to train the 

KoBERT model with mostly its default hyperpara-

meters, it is the most accurate model in this study. 

Future research aims to use a larger dataset and 

fine-tune all the hyperparameters of all the ML and 

DL algorithms to improve the performances. In addi-

tion, with the different emerging Korean language 

models, another future contribution can be a perfor-

mance comparison of these language models in de-

tecting Korean voice phishing and deploying the most 

efficient model in a mobile application to evaluate its 

efficiency in the real-world setting.
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