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Development of an intelligent edge computing device
equipped with on-device Al vision model
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Abstract In this paper, we design a lightweight embedded device that can support intelligent edge
computing, and show that the device quickly detects an object in an image input from a camera device
in real time. The proposed system can be applied to environments without pre-installed infrastructure,
such as an intelligent video control system for industrial sites or military areas, or video security systems
mounted on autonomous vehicles such as drones. The On-Device Al(Artificial intelligence) technology
is increasingly required for the widespread application of intelligent vision recognition systems.
Computing offloading from an image data acquisition device to a nearby edge device enables fast service
with less network and system resources than Al services performed in the cloud. In addition, it is
expected to be safely applied to various industries as it can reduce the attack surface vulnerable to

various hacking attacks and minimize the disclosure of sensitive data.

Key Words : Al, Computer Vision, Deep Learning, Ondevice-Al, Lightweight Device

o], G0l AfolHEIET Received: 30 August, 2022 / Revised: 26 September, 2022 /
AeYAr 20229 89 304, ¥R 20229 9¢¥ 26¥ Accepted: 7 October, 2022
A LA 20229 109 7Y "Corresponding Author: kang@duksung.ac.kr

Dept. of Cybersecurity, Duksung Women's University, Korea

_17_



Development of an intelligent edge computing device equipped with on—device Al vision model

.M 2

ET] EQRARIS Qlae} Al 2 AR 50| Ak Asset)
T} QS B35l Y3 84 9k (Vulnerability)
o tf-gste] o AP BAL 5= U= AwHHRl Het
A AR oJu|ich 4b @7 E AEA F2hol AH8E]

FF A AAEL 2 A AAE, JY FE AL

T g Ala" So] ZIE i TA

7lee B8 AsF =9 AHIA A 3 A5E A

jan

> o o rr
e
i

2 B AL B Aol ojnlA]
A&t TS BT A
O

Al A58 B A A|AEo] ZAF A-EE7] Qs 2t
Hlo]A AI(On-Device Artificial intelligence) 71& &
€ FoAol ZuEx P, Bl F3to) Qlmetz A
A5 HOMARE SRt 9 2xeu|A TR AAH
I} Ao} Ao Aol e 4= AT, AH %
oL} & X9} Zo] 1zt glo] ofEZo g HA|H:=
A5E G A AAEHeIY EET} 22 AgolsA
SAE G4 BQF AA”FLR F AAZICR J5S A
o 5 e AsH dA HFD 7I&c] stk

2dulo]lA Qx| AFHY 7|&2 ST A5
olEE FY FFALE A= 719 HRtalA, H
olgl7} A= 7171914 77k Aol U= YEHZ
AR A HolEHE AP st= 7I&2 Yrigith E3F o]
23t AAA A5F AHIAE A= 2HHe|A
Al= AMEAF 99| A ARE S AHE A
&5t0] Q1B As B syt FESI: 71E9 T
A5 AHIAE, AR FHY YET AdR|of|A 47
g = QxS HiFE 7lgeld?. vl MITolAE 29
Hlo] A AIE &% 59 ol AlZlof] & 3kt #skE 7t
AE 10d g4 71 F stz AAs|x Frt

AX] 717129 HFE = 292 FTHXEE FHO
2 2YEE AZAE AElA tiH] B2 JEA 9 A
AF PO BT W2 QFASE AH|A AlF-E EXoR
gt &, 71& QASAS AH|A0A BAEUE TlolE
Efq ¢ Z3F, VM ES] nEloHA] ZA], AH|A
AA AIZE 59 ZAE 2T & Sl= Hikjte] "ot o
A AR A 71719 At A" AhS 2 &
&oto] 5 AE F5T = e 7Ie 2oviola
ol E3td A5F 7« /o] Hasit

ojlgt IHoA, £ =Rolxl= AF dHdE 717]

-

oA AZAE FE ARIAE AEHoE FPT 5 A
© geke AASHL AR AR 717114 ASAlS
FE AEIAE AlEsH] s skedlel i EEe '
Astel CPU 715E #2459} Stego] Res A=
o] £5 vkl SIA|oA AFAs BIF AH|A7t
g5 A2 e AU

o= T T = "o

. 23 a3
AZAE AuAE ThgRt Ao &80 &85
et 1 B8], AR A oAU GAolA
EAE AEsty AHZ olsfste HFHE HIA 7)ol
AFAE 719 shel |24 71e9 H80= g5
2 dEsta ok 20159 ofn|R] Q1A AXIQI
ILSVRC di3lof| A= ARE9] QIAEQ] 95% F=E Hol
A1 96.4%9] JNAEE Hol= g3 Tdo] W=y,
20209°ll= 98% o9l XER AEETH Y55H
£ AFAS 7|&o] AR = Frp
ojmR|oflA AAE ISt B4 wEA LHst
At 27| BdojA 7P Ho] &% R-CNN2 ofy]
Aol A EA7F A A== 49E At A
EFA ABTE ol&sto] Zt AljbE FHolAN EAE
Shet o]k 29 A AHAlE Ay =9 ZA7F
l=t °l& 7RAst7] 98l Fast RCNNZt Faster
R-CNNEHE 5o] At=qiet. ®3h, A A& A<t
L= HolRX|9E 294 AgH2lo] ofd 194 HHAlo &
F4EE YOLOU SSD9 22 wdl 5 A= nt?.
E =Ro|AE= o] ¥ SSD MobilenetZ #8313t}
194 A2 585E YOLOS SSDE o 13 13

2 AJolE Zteth

O o
i

Extra Feature Layers

VGG-16

ns: 98 per class

[vois ]
T

[ Detectio

J% 1. SSD2t YOLO 2 H|uw
Fig. 1. A comparison between SSD and YOLO™

-18 -



The Journal of The Institute of Internet, Broadcasting and Communication (IIBC)
Vol. 22, No. 5, pp.17-22, Oct. 31, 2022. pISSN 2289-0238, elSSN 2289-0246

SSD= HAERAY 9 ASoIA Yete= AREE

MobileNet2 712 CNN 4]0l A]
AeE dikgo] Frlsol=
Depth-wise AYFEAT} Point-wise AHFEAS 28
sto] Aatge 9 YEYIo.

AutAel AIFAls 71Nt AHFE HIA AIA”Y] B
Aol g HolAlE 7IWe R ShgE 95l
58 BdE Agoto] Ao Qg BAolU 22
& gt BEY A FE] wet skt &0

9 AYE a5HA Hot. wEkA, Ak w2
71&E0] 49 @0l AXE e Sl dE¥E=
ol A FFE STRE A A"l Wl 15H
olm|z] B4 HER HEsto] 7|5-S SYoteE )

shte] o2 ARfEE ofFo|F g5l 0|5
CCTV Al28o] Aote7] e H'?, s Aot A
7|&o| @o] ARZE|L Sl CCTVY 1A 4] EA
7RAdstal vl-8-2 Ak A 8 AREES
B3t Qo 23y X oA AAE UASHA] K5k
AR olm|X|E AEotal, AHolA HAHYE
Q14]o] =g T QlAlES} Zhilo] m3TE AA Q14
g HojFE 4oz B4l YEYIE AR8sta
ot o]gA &%k AlHlAE UEYIE o]8std
A BER do|HE A$sty o] o]0l T Z
7} ASE7] gRof] AAztog 2o0] Qs AA
dtdo] ofHth. E3E AHlA AluE]| Qo) wet Y=
E2 Holg7}t AHE AFEHER A g1 AJAH
A st Bt Yol kE2EE EAVE A olE s 2
sF7] Yolix= A 71710014 AFAs FE0] 7Hsoid
4= Sl 2YvlolA oIX] AFH 7|&o] Lasitt

ue e dor
of "

30 iy o R o

=2 & oA

I, FCIAJAE A7 2 723

2 wRole ejulola Al S804 aFEe 4

222 AT A2TE FRRT 4L A

o 240] 714 AN ATAE S8 s o

slgo] sl BEE ASHE RO 24
H

12 AR Aol 8E= S5 GPU AHo]
=E HA AN B

1o
s
5] gH
R
I
2
_>I:. .
4
ok,
ol
Ok
R
k=l
L]
ol
e

@2 QUIEIE 71710 gAfete] AIZEOR AR QU4

A2 AB99T &, GPUL TPUS} 22 SHEFo]
M BES %Y $8OIN AFHE A S @
A AzEulolge 4 e o] 7k BES B
@ 459 X ARG 77 AT BEE ek

AQE AlLEE ST} g A48 ol5A 7IE 4
Aglo] LYEL e CCTVE} 2 B AAd] o
Flo] A5 AUAE QAN T & A=F @
o). olE 9Is) Mg YHEIE AP 71712 Bol A8t
ehdeinio] ARE BES Bl 7|29 ALTL
EFsto] TPU 2E} 28 4 U thRt 541 g
so|2g HEo] FAegt, 1Y 2 TPUS & 7)7]
9 978 5 U AEAolAS BT AL HES 1}

B},

mPCI TPU 2§

085008076.01
Coral Ppe——
@ woa

€ Ethemeto - LAN

© Ethemett - Wan

© MINIPCIE - Coral mini PCIE

© Use- Coral USBLIUS
@ usea
O ussc
© sicro HOM
UsSB HE TPU 28 @ 50 card socket
S
4 ?\;}&\
_
SO oz B4
HEE 2I8 ETH Two Fact
| IR SR

O3 2. HAAARH E
Fig. 2. Proposed System Architecture

2tHlo]lA Al HJA 7]&o] gA1E dHYE HFY
R deyd A &£k ol 2835 st=do] 7}
< 259l Google Coral TPUS] A& £k oJ&stic}.
B Aol A AR&SE 1429 Coral USB 7k HEL T
24 AAHoz PE ZAAME ARESIE X,
x86-64 E+= ARMv8 o] k& EFok= ARM32
/64 718k9] Z2AXo) A AL 7hsote S AUkl Slet.

a9 20] el AAH, 2 =EolA] Alggos
3t YHtlE R=E Google Coral TPU BES 27
o4 288 = J&E USBL} miniPCIE BAIQIEHO]|
22 AREE 5 QIEE SIGIch B =EoA st Alg
ol4i= USB QI Flo]AE H-8sto] 1749 BRESZ A&
k. USBE AR83H= Coral TPU 2RE9 F9 31=9)
o] AH2 thg3t Pt St=go] AMOoR Sl of,
Coral TPUOIA A== Feld 71 &&= 4TOPSE
float 9141Q1 FLOPSZ ®¥7 A] 1FLOPSO] afiggtct. 7]

_19_



Development of an intelligent edge computing device equipped with on—device Al vision model

g mEo] AHL g B 13} P

£ 1. 32 TPU si=gof AH
Table 1. Google TPU Hardware Spec.

ML Accelerator TPU Processor: 4TOPS (int8)

Energy Consumption 2 TOPS per watt

Connector USB 3.0 Type-C (data/power)

Dimensions 65mm X 30mm

v. 45 8%

g

ATAE A4 2 A2 &= AF2 2% AIY
BrplAe 129 HAERES- Zo]E(TensorFlow Lite)
oA sk AA A4 Al 2l SSD Mobilenet
vI(ZE: coco_ssd_mobilenet_v1_1.0_quant_2018_
06_29)& AR&sto] AAIZE JEE= JAIA AAE
AAet= A7 =5 ST AA QAo AEH
© 9 2hHle|A AL A¥E= dHHE 717100
USB 7Hi|2he A3t F-FE(YouTube) 940l &9
e HYE 3PES AARE EFsto] sig Fdol A=
A Q1AlShE S5 SASISITh Al™sH] 913 Al
A" AL o E 9 33 Pk

=
H
M

=)
=
oo
rior

HDMI |
-~ Montor |

Keyboard ( g

J8 3. A 24
Fig. 3. Test Environment

AY 849 72 FRE ket gol T,

* Al Board: 2dulo]A Al H[A 7|&o] 5&EHE=
YHHE BHE

* Edge TPU: Al B]%%1A] Object Detectione 9
gt StEdo] 7 BE

e USB Cam: Object detection®] AFEE= JA}
tlo]El9] S4ld

2rulolA Al S8 A% dHltE 7171E e
2 51 Qo] QA FEZ AT Al Bdlk At ojof
gt} 2 =EoflA &-83t Mobilenet SSDE ZA] {14
< 5P 5 9l AT Al ZEE CPUE 93 249
3712 TPUE ARET 4= Q=S & 2d9] 37]= o
I 2ot

e CPU 7|Hle 2 525+ Object Detection 2@

7). 4.2Mbyte
e TPU 7]§1o2 &&=+ Object Detection Z&
=7]: 6.9Mbyte

2. 2BX|s ZAHQIM F2 X2 S

2tjHlo| A AlZF A Y= QMY E 7]7]0f] St=go]
7k BEQ T Coral TPUS ARE310] 2] Q14|51
739 CPUTRS AMESE A ofy] 94531 455 HATL,
A7 QJE JAolA AAE A4lsh=d] 7t fle
e At

StEQlo] 7145719] ARE o R9] EAS ERls] 8]
TPUS A&61A] 9411 HEQ] CPUTHS AMESto] A%
et 39 44Y f5E A USB 7HEE 48 o
of Al HE9] CPUE AHESH Alts Ql4lohs A
Ve, AR Ql4lehe 39S 34 &Esto] At
£ Btk AgE o] Aoto] A 14 g5 28
3 A% AEES U I-olA FPSE 23 44

.

44 89 AY £=E Yetli=d e 37 Ad
AZEe] FE Qjmgitt.

A9 B FE £E(inference £E2 A EHE
TE AA A7Ee] )= 210msec AER, 1290 4~4.5
7} B9 g4 olu|A|olA ObjectE HENE 4= AU
1§ 4.23 FPSY| AIE HYh

I8 44¥ |-5H 342 USB 7HIEE o ot
Al BES] CPUE ARESH] Al QlAlSH= WS U
B3, AFRRE Q145 IS A &5t 29E
Hoich AgE s Aol AA 14E s dagt
5 AEE Ut 19804 FPSe 29 44 <1
o] Ml G4 = =0l inference Z4A|
14 89 AY £=E Yeti=d e 37 Ad
AIZHe] FE QJmgitt.

-20-



The Journal of The Institute of Internet, Broadcasting and Communication (IIBC)
Vol. 22, No. 5, pp.17-22, Oct. 31, 2022. pISSN 2289-0238, elSSN 2289-0246

erson: 53%

\person: 6:?1 person: 59%

LR

J% 4. CPUE AISSH= 329 2 --.-E
Fig. 4. Inference time in case of using CPU

* camera: ¥ SAUCERH
&5

o calc: FAOIA object detectionS Aol £

e Other: W28 3] 5 Object detectiong 9
3 a7E= Ve ZRA &5

ojuAE 2Ysh=

PHTE HEoA] 2rjHfolA Al & &% T4
S A3l st=9°] 7147] (Google Coral TPU)E &+
sto] AleS ALt CPUTE ARSHE Aldd &Y

|

3 JAL USB Fhilet Bgstel A7) Q149 FES
Sestoct. the 19 59 $AE BT 4 UF CPU
SRS BEU BOuT £ H5S HbY BE FE
2] 11137 =S B4 olvlA]
Fo19 5 Uik

B 88msec§ 1
oA ObjectE

— 7 3
rence:86 26ms [comera-25 86ms, (ﬁ;f.:s‘* S1msy

T {

pocson 39T

pervon_saT

Agsts 32

Jg 5. TPU 282

o FB &£
Fig. 5. Inference time in case of using TPU module

-21-

V. Z

rhu

2 =wMe dsAs v Rdo] FF dHit=
7171904 % S5 4 e Rk AL AldE F
3 A [14jo] AR A=)} 7hs kS HAltt A 7]
71914 JIEAS 710l T2 B AL HEYZ

AlaE] b2 Hl-G G&2Ql Au|A Algo] 7hsst

lr

3, 97 B4 EWO] AAw Boto] 43 AHlA Ago]

Tsdtol te

YoM A2 = Sl

References

[1] Byung-Wan Kim, “Temperature Measurement and
Intelligent Access Management System Service
Platform Advancement Research using Al Facial
Recognition Technology,” Journal of the Korea
Entertainment Industry Association(JKEIA), Vol. 15,
No. 7, Oct. 2021.

DOI : https://doi.org/10.21184/jkeia.2021.10.15.7.24

[2] Xingwei Sun, Yalan Ning, Decheng Yang, ‘Research
on the application of deep learning in campus
security monitoring system,” Journal of Physics:
Conference Series, Vol. 1744. No. 4. pp. 042035, Oct.
2021.

DOI: https://doi.org/10.1088/1742-6596/1744/4/042035

[3] Guangxu Zhu, Dongzhu Liu, Yuqing Du, Changsheng
You, Jun Zhang, Kaibin Huang, “Toward an Intelligent
Edge: Wireless Communication Meets Machine
Learning,” IEEE Communications Magazine, Vol. 58,
Is. 1, pp. 19-25, Jan. 2020.

DOI: https://doi.org/10.48550/arXiv.1809.00343

[4] Qizhe Xie, Minh-Thang Luong, Eduard Hovy, Quoc V.
Le, “Self-training with Noisy Student improves
ImageNet classification,” Proceedings of the IEEE/CVF
Conference on Computer Vision and Pattern
Recognition (CVPR), pp. 10687-10698, Jun. 2020.
DOL: https://doi.org/10.48550/arXiv.1911.04252

[5] Licheng Jiao, Fan Zhang, Fang Liu, Shuyuan Yang,
Lingling Li, Zhixi Feng, Rong Qu, “A Survey of Deep
Learning-Based Object Detection”, IEEE Access, Vol.
7, pp. 128837-128868, Sep. 2019.

DOI: https://doi.org/10.1109/ACCESS.2019.2939201

[6] Wei Liu, Dragomir Anguelov, Dumitru Erhan, Christian
Szegedy, Scott Reed, Cheng-Yang Fu, Alexander C.
Berg, “SSD: Single Shot MultiBox Detector,” European
conference on computer vision. Springer, Cham,
LNCS Vol. 9905, pp. 21-37, Sep. 2016.

DOIL: https://doi.org/10.48550/arXiv.1512.02325

[71 Andrew G. Howard, Menglong Zhu, Bo Chen, Dmitry
Kalenichenko, Weijun Wang, Tobias Weyand, Marco
Andreetto, Hartwig Adam, “MobileNets: Efficient



Development of an intelligent edge computing device equipped with on—device Al vision model

Convolutional Neural Networks for Mobile Vision
Applications,”
DOI: https://doi.org/10.48550/arXiv.1704.04861

[8] Geunmo Kim, Jinsung Cho, Sungmin Kim, Seunghwan
Beak, Seunghoon Ryu, Jaejong Koh, Bongjae Kim,
“Deep Learning-based Real-time Traffic Accident
Type and Fault Information Provision Service”, The
Journal of The Institute of Internet, Broadcasting and
Communication (IIBC), Vol. 21, No. 3, pp. 1-6, Jun.
2021.

DO https://doi.org/10.7236/J1IBC.2021.21.3.1

[9] Jeong-Hoon Lee, Ro-Woon Lee, Seung-Taek Hong,
Young-Gon Kim, “Image Processing System based on
Deep Learning for Safety of Heat Treatment
Equipment”, The Journal of The Institute of Internet,
Broadcasting and Communication (IIBC), Vol. 20, No.
6, pp. 77-83, Dec 2020.

DOI: https://doi.org/10.7236/J1IBC.2020.20.6.77

[10] Dong-Ju Kim, Chae-Won Lim, Hyun-Ho Choi,
“Development of Remote-Controlled Object- Recognizing
Mobile Home CCTV Using Smartphone and Arduino”,
Journal of the Korea Institute of Information and
Communication Engineering, Vol. 24, No. 11, pp.
1546-1549, Nov 2020.

DOI: http://doi.org/10.6109/jkiice.2020.24.11.1546

[11] Songhee Kim, Sunhye Kim, Byungun Yoon, “Deep
Learning-Based Vehicle Anomaly Detection by
Combining Vehicle Sensor Data’, Journal of the Korea
Academia-Industrial cooperation Society, Vol. 22, No.
3, pp. 20-29, Mar. 2021.

DOL: https://doi.org/10.5762/KAIS.2021.22.3.20

[12] Seok-Jin Kwon, Min-Soo Kim, “Flaw Evaluation of
Bogie connected Part for Railway Vehicle Based on
Convolutional Neural Network”, Journal of the Korea
Academia-Industrial cooperation Society, Vol. 21, No.
11, pp. 53-60, Nov. 2020.

DOL: https://doi.org/10.5762/KAIS.2020.21.11.53

X Xt AN

oY
ot

8|(=lg)

_|ol|
£
%
of
B
ol

9_[5
i)

+ 19994 : FAlT
(ZEAD

« 20019 A
(ZE4AD

+ 20054 : University of Siegen A
HZ5h} (FEEA-AEUEAI AR R
eh

20099 ~ @A : 9o Flrledst Alo|HERE-F S

20169 ~ @A : G4l star|Yd DCS HE

o ThiEoR ¢ fEA QIEWNEAlL JAEUHERE, AAFR HE
AREQIEY HQL, 2rjuto]lA Al

i

Z

_L?lﬂ
El
oL,

HEAIHI

&

-22-



