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Development of Internet of Things Sensor-based Information System
Robust to Security Attack
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ABSTRACT

With the rapid development of Interet of Things sensor devices and big data processing techniques, Interet of Things sensor-based
information sysfems have been applied in various industries. Depending on the industry in which the information systems are applied, the
accuracy of the information derived can affect the industry’s efficiency and safety. Therefore, security techniques that protect sensing data
from security attacks and enable information systems to derive accurate information are essential. In this paper, we examine security
threats fargeting each processing step of an Internet of Things sensor-based information system and propose security mechanisms for each
security threat. Furthermore, we present an Infernet of Things sensor-based information system structure that is robust to security attacks
by integrating the proposed security mechanisms. In the proposed system, by applying lightweight security fechniques such as a lightweight
encryption dlgorithm and obfuscation-‘based data validation, security can be secured with minimal processing delay even in low-power and
low-performance |oT sensor devices. Finally, we demonstrate the feasibility of the proposed system by implementing and performance
evaluating each security mechanism.
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(Figure 1) Internet of Things Sensor-based Information
System Structure
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