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A Study on IP Address and Threshold-based Account Lockout Prevention
to Deal with Intentional Consecutive Authentication Failures

Jinho JeongT, Youngwook Cha'"

ABSTRACT

An attacker with a malicious purpose can intentionally type other users’ accounts and passwords,
causing them to be locked or revoked. Although NIST introduced methods to prevent this attack, all
suggested methods are inappropriate to prevent an attacker from manually failing authentication, and
reduce user availability. In this paper, in order to prevent user account lockout due to an attacker’s in—
tentional authentication failure, we propose a new authentication method using IP address and number

of failed authentication. The proposed method not only blocks attackers who intentionally try to fail au—

thentication, but also provides convenience to users because accounts are not locked or revoked. It can
also safely protect passwords against password cracking attacks.
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Table 1. NIST's intentional continuous authentication failure prevention technology.

Number Technologies
1 Requiring the claimant to complete a CAPTCHA before attempting authentication.
9 Requiring the claimant to wait following a failed attempt for a period of time. (e.g., 30 seconds
up to an hour)
3 Accepting only authentication requests that come from a white list of IP addresses.
4 Leveraging other risk-based or adaptive authentication techniques to identify user behavior.
(IP address, geolocation, etc.)
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| Generate the password hash value |

v
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Reset the number failure.
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failures, and Ts this the 5 No
release all blocked authentication
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Fig. 1. Authentication procedure using IP address and
failure number,
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Table 2. Database table structure for authentication procedure using IP address and failure number,

Column Data Type Contents
AUTH_ID INT Unique number of certificate or account
FAILED_IP VARCHAR(39) IP address for which authentication failed
COUNT TINYINT Number of failed authentication

Table 3. Performance comparison of existing method and proposed method,

Point Existing method Proposed method
Before locked or revoked point 36 ms 45 ms
At locked or revoked point 56 ms 45 ms
After locked or revoked point 10 ms 5 ms
Success point 5 ms 9 ms
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if (GetIpCheckedCount ($auth, $ip) < 5)

{

"$auth' ";

ray(mysgli_gquery($connect, $sql)):

header ('Location: https://www.anu.ac.kr');

£

Insert the failed I he number of failures

mysqgli_query(%c

oN _U_LI ? E KEY

Alert ("You cannot authenticate with this IP address anymore.”);

Fig. 2. Implementation of the proposed authentication method with PHP and MySQL.,
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Table 4, Comparison of existing, NIST and proposed authentication methods,

method

Existing authentication | NIST authentication

Proposed authentication

method method

Convenience
(In the case of authentication
failure 5 times in a row)

Account is locked or revoked.

Account is not locked
or revoked

Security
(In the case of intentional
authentication failure by attacker)

Attacker can lock a user’'s account.

Account can’t be locked
or revoked

Number of IP addresses
required for password cracking
(Password length is eight)

Regardless of the number of IP addresses,
account is locked or revoked when
authentication fails 5 times in a row.

In the worst case,
43,668,021,116,979 1P
addresses
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