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Abstract 

In this paper, we explore a new type of Android evasive malware based on the Sequential Probability Ratio 

Test (SPRT) that does not perform malicious task when it discerns that dynamic analyzer is input generator. 

More specifically, a new type of Android evasive malware leverages the intuition that dynamic analyzer 

provides as many inputs within a certain amount of time as possible to Android apps to be tested, while human 

users generally provide necessary inputs to Android apps to be used. Under this intuition, it harnesses the 

SPRT to discern whether dynamic analyzer runs in Android system or not in such a way that the number of 

inputs per time slot exceeding a preset threshold is regarded as evidence that inputs are provided by dynamic 

analyzer, expediting the SPRT to decide that dynamic analyzer operates in Android system and evasive 

malware does not carry out malicious task.   
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1. Introduction 

Dynamic analysis has been used for detecting Android malware apps that are intricately obfuscated and thus 

can avoid being detected by static analysis. By providing diverse inputs to Android benign and malign apps to 

be tested and logging the outputs generated as responses to these inputs in separate secure environments, 

dynamic analyzer can discern malicious activities of Android malign apps through examining log information.   

To deal with the possible attack with evasive malware against dynamic analyzer in Android system, we look 

into a new type of Android evasive malware, which is rooted on the Sequential Probability Ratio Test (SPRT) 

devised by Wald [6]. By leveraging the intuition that dynamic analyzer needs to test as diverse user interfaces 

and functionalities of many Android apps as possible within a limited time in Android system and thus Android 

apps receive likely more number of inputs from dynamic analyzer than human users in a time slot, the SPRT-

based Android evasive malware decides whether inputs are generated and provided by dynamic analyzer or 

not and it does not perform malicious task if it determines that input generator is dynamic analyzer.   
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2. Related Work 
 

In [4], dynamic analyzer based on Trust-Zone is proposed in Android system. [5] scrutinizes dynamic 

analysis on Android application framework. Several researchers devise various schemes that generate inputs 

and provide them to Android applications [1], [2], [7]. Android system provides a Monkey tool through which 

Android apps are automatically tested [3]. Our prior work explores the interactions among input-driven evasive 

malware, dynamic analyzer, and human user in the IoT through game theoretic analysis [8]. In [9], the SPRT 

with evidence of user input preference is utilized for intelligent malicious apps to determine whether to initiate 

malicious activities. In [10], the SPRT takes it as evidence the number of events that are highly likely selected 

by dynamic analysis algorithm out of randomly chosen events and decides whether malicious app detection 

application based on dynamic analysis algorithm can be evaded by malicious apps in user smartphone or not. 

Moreover, there are diverse related work in the field of evasive malware [11-24].  

 

3. SPRT-Based Android Evasive Malware 

 

We define dynamic analyzer as an entity providing various inputs to Android benign and malign applications 

and performing dynamic analysis of them to detect Android malign applications in Android system. We also 

define Android evasive malware as Android malign application that does not discharge malicious task under 

the condition that dynamic analyzer runs and provides inputs to it in Android system, evading the detection by 

dynamic analyzer. Moreover, we assume that Android evasive malware runs the Sequential Probability Ratio 

Test (SPRT) [6] to decide whether to conduct malign task.  

Android evasive malware runs the SPRT as follows: It first defines two hypotheses as follows: 
0H is a null 

hypothesis that inputs are provided by human user and thus discharges malign task. 
1H is an alternate 

hypothesis that inputs are provided by dynamic analyzer and thus discharges benign task. 

Let )1( qINq
 denote the number of inputs provided to Android evasive malware in the qth time slot.  

We have a Bernoulli random variable 
qIR  as follows:  

 0=qIR    if + ININq
 

 1=qIR    if + ININq
  

The success probability SP  of the Bernoulli distribution is specified by  

)0Pr(1)1Pr( =−=== qq IRIRSP                              

Note that +IN  is a pre-defined threshold that is used as a basis in configuring the values of Bernoulli random 

variable 
qIR . Furthermore, 

0SP  and 
1SP  such that 

10 SPSP   are pre-defined. By associating 
0SP  and 

1SP

with 
0H and 

1H , the SPRT discontinues with likely adopting 
0H (resp. 

1H ) when 
0SPSP   (resp. 

1SPSP  ) holds. The SPRT is described as 
qLR , which is the log-probability ratio on q samples such that each 

sample is represented as
qIR . 

qLR  is computed as follows. 
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Under the assumption that 
qIR  is independent and identically distributed, 

qLR  can be expressed as:  
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We set 
qNT  to the number of times that 1=aIR  in the q samples. Then Equation 2 is reshaped to  
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 holds, the SPRT discontinues in the adoption of 
0H . If 
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the SPRT continues with an additional sample. Note that A is a false positive error rate set by user and B is a 

false negative error rate set by user.  

If the SPRT adopts 
1H , Android evasive malware determines that dynamic analyzer runs in Android system 

and provides inputs to it, and thus it performs benign task. If the SPRT adopts 
0H , Android evasive malware 

determines that human user operates in Android system and provides inputs to it, and hence it executes malign 

task. If the SPRT does not adopt any hypothesis, Android evasive malware runs benign task. As long as 

Android evasive malware is running, it keeps performing the SPRT.   

In our prior work [10], the SPRT takes it as evidence the number of events that are highly likely chosen by 

dynamic analysis algorithm out of randomly chosen events, while the number of inputs provided to Android 

evasive malware in a time slot is used as evidence in our proposed work. Putting it in different way, the 

evidence of the SPRT is selected from the perspective of malicious app detection application based on dynamic 

analysis algorithm in [10], while the evidence of the SPRT is chosen from the perspective of the SPRT-based 

Android evasive malware in our proposed work. Moreover, [10] focuses on deciding whether the malicious 

app detection application based on dynamic analysis algorithm has vulnerability of being eluded by malicious 

apps or not. On the other hand, our proposed work focuses on determining whether dynamic analyzer provides 

inputs to Android evasive malware while running in Android system or not. The SPRT-based android evasive 

malware decides whether to execute malicious task in accordance with decision result. Hence, the SPRT-based 

Android evasive malware is different from [10].   

In addition, our another prior work [8] utilizes game theory to perform security analysis against input-driven 

evasive malware in the IoT. Although game theoretic analysis is mainly dealt in [8], the SPRT also plays a 

role of deciding whether input-driven evasive malware launches malicious task or not in multi-stage game. 

However, toward-benign-decision and toward-malicious-decision strategies taken by input-driven evasive 

malware in multi-stage game are used as the evidence of the SPRT in [8], while the number of inputs given to 

Android evasive malware in a time slot is used as evidence in our proposed work. Therefore, our proposed 

work is distinct to our prior work [8]. 
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4. Conclusion 
 

  In this paper, we explore the SPRT-based Android evasive malware, which is a new type of Android evasive 

malware that does not initiate malicious task when it discerns that dynamic analyzer operates and provides 

inputs to it in Android system. In the sense that the SPRT-based Android evasive malware can run away from 

the detection of dynamic analyzer running in Android system, it is detrimental to the security of Android 

systems, thus the effective and secure defense mechanism against it needs to be devised. 
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