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Abstract:

Elliptic Curve Cryptography (ECC) is one of the finest
cryptographic technique of recent time due to its lower key length
and satisfactory performance with different hardware structures.
In this paper, a High Throughput Multiplier architecture is
introduced for Elliptic Cryptographic applications based on
concurrent computations. With the aid of the concurrent
computing approach, the High Throughput Concurrent
Computation (HTCC) technology that was just presented
improves the processing speed as well as the overall efficiency of
the point-multiplier architecture. Here, first and second distinct
group operation of point multiplier are combined together and
synthesised concurrently. The synthesis of proposed HTCC
technique is performed in
Xilinx Virtex - 5 and Xilinx Virtex —7 of Field-
programmable gate array (FPGA) family. In terms of slices, flip
flops, time delay, maximum frequency, and efficiency, the
advantages of the proposed HTCC point multiplier architecture are
outlined, and a comparison of these advantages with those of
existing state-of-the-art point multiplier approaches is provided
over GF(2163), GF(2233) and GF(228%). The efficiency using
proposed HTCC technique is enhanced by 30.22% and 75.31%
for Xilinx Virtex-5 and by 25.13% and 47.75%
for Xilinx Virtex — 7 in comparison according to the LC design
as well as the LL design, in their respective fashions. The
experimental Virtex —5 and Virtex —7
over GF(22%33) and GF(2%8%)are also very satisfactory.

results  for
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1 Introduction:

In recent years, a significant change has been
observed in manufacturing of electronic devices.
Many electronic companies are making their devices
quiet small such as micro and mini devices to keep the
production cost low and enhance connectivity between
appliances. Therefore, this smart electronic device is
proficient enough to perform shorter computations and
store their information [1]. All these data provide
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information about the user behaviour and environment.
Hence, the information of the user behaviour and
environment is the most critical data and need to be
protected with high security. Hence, in this digital era,
the most essential thing is information and the biggest
challenge is to keep this information secure. Therefore,
the demand of Cryptography is vastly enhanced to
provide security for -electronic devices, digital
transactions and user information.

Cryptography is utilized to provide security to
messages through encryption and maintain the
integrity of the messages. Cryptography is widely
essential for software companies, [oT devices and in
services which requires privacy, trust and integrity to
keep their data safe. However, in recent time, cyber-
attacks on electronic devices, user information and
digital transactions are widely enhanced which is a big
challenge for security implementers. In modern
electronic devices, data security is as essential as low
power consumption and high speed performance in
that device. Hence, a secure cryptosystem is highly
desirable to prevent these attacks and tampering.
However, the most challenging task is to maintain
integrity and always keep the system safe. Hence, the
most popular crypto technologies of this modern era
are the RSA crypto-system [2], [3] and ECC [4, 5].

An electronic device made up of numerous

heterogeneous  elements whose computational
capability depends upon the factors such as processing
speed, storage, time delay, device area, key lengths
and power consumption [1]. However, Elliptic Curve
Cryptography (ECC) has much lesser key lengths,
complexity and power consumption than compared to

the Rivest-Shamir-Adleman (RSA) cryptosystem and
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provides similar security services as RSA. For
example, RSA requires key length of 2048 bits for a
particular security operation whereas ECC needs only
233 bits of key length for the same operation over a
[6-8]. Elliptic
Cryptography (ECC) presents carry-free operations
which supports hardware implementations. These
above mentioned advantages makes Elliptic Curve
Cryptography (ECC) more superior than Rivest-
Shamir-Adleman (RSA) cryptosystem. And ECC can
be very useful for embedded devices and high
processing applications. Because of this, the ECC
system in question is suitable for the fields of network
security, health-care device operations, and smart-grid
operations, all of which place a significant emphasis
on preserving a high level of security [9], [10]. This is
because all of these fields place a significant emphasis
on preventing unauthorised access to sensitive

binary field Moreover, Curve

information. This is due to the fact that each of these
spheres places a substantial focus on avoiding
unauthorised access to sensitive information. Because
of this fact, the ECC system that is being discussed is
suitable for use in the areas of network security, the
operation of medical equipment, and the operation of
smart grids.

Hence, researchers have provided a
significant amount of work to provide an efficient
ECC system and some of the literature is presented in
the following paragraph. In [11], a hard processor
architecture is presented for elliptic curve
cryptography (ECC) on FPGA over Galois Fields.
This technique supports flexibility. However, the
execution time much higher using this algorithm. In
[12], a Montgomery multiplier architecture is
proposed for Elliptic Curve Cryptography (ECC) for
effective detection of faults. Moreover, the proposed

many

scalar multiplication model protect against fault
attacks and duplicate schemes. The Xilinx ISE FPGA
serves as the platform for the implementation of this
design. In the paper [13], the authors provide an
efficient Vedic multiplier for Elliptic Curve
Cryptography (ECC) using FPGA architecture. This
multiplier is designed to deliver high speed while

reducing space. Xilinx FPGA is being used for the
implementation of this synthesis process. However,
none of the solutions that have been presented up to
this point have dealt with the issues that are brought
about by using point multiplication in elliptic curve
encryption. This is because none of the explanations
have been comprehensive enough (ECC). This is due
to the fact that these issues have not yet been brought
to light. There are more issues to take into
consideration, some of which include the complexity
of the calculation, the length of the delay, the
processing speed, and the amount of power that is used.

For this reason, the purpose of this paper is to
propose a novel High Throughput Concurrent
Computation (HTCC) technique that makes use of
point multiplier architecture for ECC core on
Xilinx Virtex — 5 and Xilinx Virtex — 7 Field-
programmable gate arrays (FPGA) with high
efficiency. Since the suggested HTCC point-
multiplier architecture is built with low latency and
gives more flexibility in comparison to existing
hardware devices, it is possible to simply update ECC
algorithms on FPGA. Moreover, Field-programmable
gate array (FPGA) are much cheaper than Application
Specified Integrated Circuit (ASIC) for sample
production in smaller volumes due to negligible
fabrication cost. Therefore, a HTCC point-multiplier
architecture is presented over binary fields GF (2™)
which is synthesized in FPGA to modify algorithms of
ECC cores by combining concurrent computation
methods. In this article, a method known as HTCC is
presented in order to improve the processing speed as
well as the effectiveness of the point-multiplier
architecture. The High Throughput Concurrent
Computing (HTCC) methodology that has been
developed is an example of a concurrent calculation
method that can finish its computation in only one
clock cycle. As a result, the suggested HTCC method
exhibits a level of efficiency that is much greater than
that of the different group operations of elliptic curve
design. Hence, the proposed HTCC point- multiplier
architecture shows better area-time product results and
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takes lesser time for synthesis than above mentioned
research works.

This article is organised in parts, which are
described in the following paragraphs. In section 2,
problems with the point-multiplier design on FPGA
are discussed, as well as ways in which these problems
may be solved with the help of the suggested HTCC
approach. Section 3 describes about the mathematical
background of proposed point multiplier architecture
on ECC core. In section 4, experimental outcomes on
FPGA and their comparison with existing algorithms
is presented and section 5 concludes this paper.

2 Literature Survey:

In recent years, there has been a significant
increase in the need for cryptography in a variety of
disciplines, including network security, health-care
devices, software firms, and smart-grid operations [9-
10]. These are all areas in which a high level of
security is absolutely necessary. Therefore, in order to
achieve a high level of security, it is necessary to use
cryptographic methods that have a minimal amount of
lag time and are very efficient. Hence, there are two
cryptographic techniques which are highly effective
and proficient to counter the security issues such as
Rivest — Shamir — Adleman (RSA) cryptosystem
[2], [3] and ECC [4, 5]. However, the utilization of
ECC crypto technique is highly increased in recent
years due to their lower key lengths and carry-free
operations which supports hardware implementations.
Therefore, Elliptic Curve Cryptography (ECC) is
more superior to
Adleman (RSA)  crypto
researchers  have

Rivest — Shamir —
technology.  Hence,
proposed  point
multiplication architecture on FPGA which is shown

in the following sections.

numerous

In [10], ECC scalar multiplication architecture
is introduced to provide high speed implementation
using Montgomery curves. Here, the proposed
technique Montgomery as well as
Weierstrass curves. The proposed technique reduces
critical path delay and enhances performance.

supports

However, the area overhead is slightly enhanced as
well. In[14], a full precision multiplier architecture is
proposed for Elliptic Curve Cryptography (ECC) for
enhancing processing efficiency and reduce latency.
And a pipeline technique is presented to enhance
frequency. This architecture is proposed on
Xilinx Virtex — 5 and Virtex — 7 FPGA. In [15],
an effective hardware architecture is implemented for
Elliptic Curve Cryptography (ECC) using modular
multiplication to reduce area utilization. This
technique is implemented on Xilinx Virtex —7
FPGA. This model performs single modular
multiplication. In [16], a pipelined multiplier
architecture is proposed for Elliptic
Cryptography (ECC) for enhancing throughput and
reduce area. Moreover, this model reduces critical

Curve

path delay using point multiplier architecture. This
architecture is implemented on Xilinx Virtex —
5and Virtex —7 FPGA . In [17], an efficient
processor is Elliptic
Cryptography (ECC) using point multiplication on
FPGA architecture to reduce area and speed up the
processing power. This technique presents point
doubling operations to reduce hardware utilization. In

introduced  for Curve

[18], an encoding scheme is introduced for Elliptic
Curve Cryptography (ECC) to set up a strong
encryption mechanism. This primary
objective is to improve the system's reliability while

model's

also increasing its capacity to deal with fault attacks
and duplicate schemes. An efficient low-latency
pipelined Karatsuba-ofman multiplier for elliptic
curve cryptography (ECC) over Curve25519 is
reported in the paper [19]. This multiplier is
implemented using field-programmable gate arrays
(FPGA). In order to lessen the delay caused by the
network, a point multiplier design has been suggested
here.

The above mentioned techniques are
implemented on FPGA Xilinx based on multiplier
architecture for Elliptic Curve Cryptography (ECC).
Many researchers have implemented their architecture
on ASIC. And Most of the researchers have focused
upon modification of finite-field arithmetic model as
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well as compute distinct group operations. However,
it can cause higher group latency. Thus, it can cause
reduction in speed of the network. Besides, the high-
speed multiplier systems focuses only on area of the
device. Therefore, the purpose of this paper is to
propose an architecture for a High Throughput
Multiplier that can be used for Elliptic Cryptographic
applications. This architecture will be based on
computations performed on
Xilinx Virtex — 5 and Xilinx Virtex — 7 Field-
programmable gate arrays (FPGA) and will have a
high level of efficiency. The High Throughput
Concurrent Computation (HTCC) point-multiplier
architecture that has been suggested is able to be
implemented with low latency and gives better
flexibility in comparison to other hardware devices.
This indicates that ECC algorithms may be readily
improved on FPGA. The HTCC point multiplier
design that has been presented guarantees a trade-off
between the area of the network and the speed at which
it operates, which is highly recommended for
cryptographic techniques.

concurrent

3 Mathematical Foundations of the HTCC
Approach:

This section describes about the mathematical
modelling of proposed High Throughput Concurrent
Computation (HTCC) technique for point multiplier
architecture using Elliptic Curve Cryptography (ECC)
core on FPGA. For an Elliptic Curve Cryptography
(ECC), the point multiplication G can be expressed as
G = s.R where, s can be defined as any constant
which is multiplied by a point R placed on elliptic
curve to get the resultant point G [9]. The proposed
HTCC point-multiplier architecture is presented over
binary fields GF (2™) which is synthesized in FPGA to
modify algorithms of ECC cores by combining

concurrent computation methods in Cartesian
coordinates. HTCC technique is a concurrent
computation  technique  which  complete its

computation in just one clock cycle. Additionally,
mathematical modelling of distinct group operations

of elliptic curve architecture is presented and their
performance is compared with the proposed HTCC
technique by combining concurrent computation
methods. The performance of proposed HTCC
technique is highly effective than compare to distinct
group operations of elliptic curve architecture. To get
effective concurrent computation, the proposed HTCC
technique performs trinomial and pentanomial
arithmetic operations and it provides synthesis results
in very less time and the area-time product results are
much higher.

4 Mathematical Background of Elliptic Curve
Cryptography (ECC):

Elliptic Curve Cryptography (ECC) is one of the
most efficient Public Key- Encryption (PKE) method
for cryptography applications due to its smaller key
length for binary as well as prime fields. This paper
focuses on HTCC point-multiplier architecture over
binary fields GF(2™) due to its modulo-2 functional
operations which provides high efficiency for
hardware implementations. The most essential and
critical process in Elliptic Curve Cryptography is
computation of point multiplication
architecture. The point multiplier architecture consists
of arithmetic operations such as addition and
arithmetic operations. Here, first distinct group
operations represent the addition arithmetic operations
and second distinct group operations represent
multiplication arithmetic operations respectively.
Then, the proposed HTCC technique over binary
fields GF (2™) performs concurrent operations which
is utilized for the execution of cryptographic system.
Here, both distinct group operations of elliptic curve
architecture are combined together and performed
concurrently to achieve high throughput and to reduce
area in hardware devices.

concurrent

The combined concurrent operations for HTCC
technique are performed in Affine and Cartesian
coordinates. A HTCC elliptic curve point C the
following equation may be used to represent data in
affine coordinates: p,q € L," ,i.e. R(p, q). However,
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a HTCC elliptic curve point R Cartesian coordinates
may be stated using three elements: the x, the y, and
the z. A,B,C€ L,", i.e. R(A,B,C). Here, all the
combined concurrent operations are performed in
Cartesian coordinates to discard the inversion process
of costly modular arithmetic functions.

A HTCC elliptic curve architecture over binary
fields GF(2™) is the group of resolutions in affine
coordinates for the following equation,

q*+pq=p>+xp*+y (1)

Where, constants x,y can be expressed as x,y €
L," [20] and p,q,x,y € GF(2™),y # 0 .Here, the
no. of bits n are considered as 163 which shows that a
163-bit ECC model is presented.

Assume that R represents a point in the affine
coordinate and can be defined as R = p, g whereas the
point R in the Cartesian coordinates can be
represented as R = A, B, C. Hence,

A=p; B=gq C=1. 2

Where, R in the Cartesian coordinates can be
defined as R = A, B, C and C # 0 with respect to the
corresponding point R in the affine coordinates R =
D, q can be represented by,

_A B (3)
P—@. q_@'

By combining equation (1) and (3) in Cartesian
form for the proposed HTCC elliptic curve is,

B2 + ABC = A3 + xA2C? + yB® 4

Where, the point in the infinity can be expressed
as (1,1,0). Assume that the two points in the Cartesian
coordinates in for an elliptic curve can be represented
as R= (A,B,,C;) and G = (A,,B,,C,). Then
combined concurrent operations for HTCC elliptic
curve architecture in Cartesian coordinates can be
defined as,

K(Ag»Bg'(C3) = ZR(AlvBlv(Cl) (5)
€ C(L,")

C; = A, C?,

A; = (A + yCD),

B; = A{C; + (A? + B,C, +

C3)Az;

K(A3, B3, C3) = R(A{, B4, Cy) (6)
+ G(A,, B, Cy)
€ C(L,")

C; = C, C,T,

A; = xC3 +K(K+ C3)+ Ts,
B; = (K+ C3)A; + CiT?(KA, +
B,C.T);
Where,
T = (A,C5 + A,C%) and K (7)
= (B,C3 + B,CY).

Therefore, whenever the point R becomes equal to
point G i.e. R =G then K = 2R shows the first
distinct group operation of HTCC point multiplier
architecture of an elliptic curve which can be
represented by equation (5) and whenever R # G,
then K = R + G represents the second distinct group
operation of HTCC point multiplier architecture of an
elliptic curve which can be shown by equation (6) [21].

5. Mathematical Modelling of Proposed HTCC
Point Multiplier Architecture in Cartesian
Coordinates:

The most essential process of ECC core is point
multiplication and it is the most costly process for an
ECC core in terms of computation. On the other hand,
we have developed a whole new method for Elliptic
Curve Cryptography (ECC) that is based on
concurrent calculations called High Throughput
Concurrent Computation, or HTCC. This method uses
point-multiplier architecture. The details of combined
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concurrent operation and HTCC algorithm for an ECC
core is explained in the following section.

The process
combining first and second group operations can be

of concurrent computation by

shown by algorithm 1. The constant s in the following
algorithm 1 is a private key and can be expressed in
binary and reiterate through every bit. Usually, the
first distinct group operations are simulated on each
iteration whereas the second distinct group operations
are simulated only when a specific bit-value of
constant s becomes one i.e. bit-value of constant s =
1. However, HTCC technique is introduced by
combining one and two group operations which
provides outcomes concurrently on every cycle.
Therefore, an elliptic curve needs n no. of bits to
simulate the final outcome. However, every iteration
requires only one clock cycle for the proposed HTCC
technique.

Algorithm 1 : HTCC approach for Elliptic
curve

Input: s = (Sn-1,...nyn,)  R(A,B,C) €
C(L™)
Output: G(A, B, C) =s.R(A, B, ©)

where, G(A, B, C) € C(LL,")

Stepl:G =0;
Step 2: while j = n—1to0
do G = 2G;
if s(j) ="1"then G=G+R
end
end while

Step 3: Return (G(A, B, (C))

6. Architecture of Proposed HTCC Point
Multiplier:

Based on coupled concurrent computations, a new
HTCC approach using point-multiplier architecture is
suggested in this article. Above mentioned most of
literatures have utilized distinct group operations of
point multiplier for an elliptic curve. Hence, their

model needs higher simulation time. The block
diagram of proposed HTCC Point Multiplier is
presented in the following figure 1. The architecture
of proposed HTCC Point Multiplier contains pre-
processor, computational block, multiplexer, LUT
registers and counters etc. In this architecture, the
computational block is very essential to speed up the
simulation process by computing the concurrent group
operations of point multiplier for an elliptic curve. The
outcome of second distinct group operation using
HTCC point multiplier architecture move towards
output when a specific bit of ‘key’ tends to one.
Whereas, the outcome of second distinct group
operation move towards output when a specific bit of
‘key’ tends to zero. The outcomes of first and second
group operations are placed in the LUT registers to get
the resultant output. Counters are utilized to choose
when these outcomes are forwarded to the following
input of the HTCC technique. However, the HTCC
technique requires just one clock cycle to perform
concurrent computation for the resultant output of first
and second distinct group operations. Therefore, for
the computation of 163-bit, 233-bit and 283-bit point
multiplier architecture only 163, 233 and 283 clock
respectively using HTCC
its concurrent computational

cycles are
technique due to
architecture in Cartesian coordinates.

required

In this article, the HTCC approach will be
described for the combined concurrent calculation of
the first group operation and the second group
operation in point multiplier architecture. This
concurrent computation helps in reduction of power
consumption. As shown in figure 1, a hardware model
is designed for point multiplier architecture of elliptic
curve based on HTCC technique. Some observations
are taken place in the entire simulation process of
HTCC technique such as a uniformity is maintained in
power consumption throughout the execution of
concurrent computations and the extraction of ‘key’
information is a challenging process for anyone due to
its complex hardware structure. Moreover, the timing
frequency and efficiency results are very efficient and
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secure compare to other state-of-art-technique using
the proposed HTCC technique.

a. Group Operations Using the Newly Proposed
High-Throughput Computing Technique:

Combining the first and second group operations of
elliptic curve point multiplication in parallel is the
basis of the new technology known as HTTC, which
was developed with the goal of achieving both high
throughput and low latency in Cartesian coordinates.
A number of strategies, including as concurrent
pre-processing,  and
balancing, among others, have been put into practise

computing, architectural
in order to achieve high speeds and efficiencies. In
addition, the suggested HTCC method achieves
improved results when applied to random curves as
well. The combined group operations in Cartesian
coordinates utilising the suggested HTCC approach
are represented by the equations (5), (6), and (7) that
were just described above. The suggested HTCC
method is very effective and is able to successfully
manage the complicated group operation of point
multiplier. Seven and eleven levels, respectively, are
needed in order to do the calculation for the first and
second different group operations. As a result, a total
of 18 levels are required in order to do separate
computations for the first and second group actions.
Whereas, the proposed HTCC technique utilises only
14 levels in Cartesian coordinates. This means that the
proposed HTCC technique reduces the computation of
group operations by four levels when compared to
distinct first and second group operations. The HTCC
technique accomplishes this by combining the first
and second group operations of elliptic curve point
multiplication. The overall number of levels in the
group operations may be lowered with the assistance
of the suggested HTCC approach. This indicates that
the number of logic gates used can also be minimised,
resulting in a noticeable gain in efficiency. The
architecture of the proposed HTCC approach for
elliptic curve point multiplication architecture is
shown in Figure 1.

A point multiplier algorithm for IL," is presented
with the assistance of the HTCC method that has been
suggested. The entire latency of the architecture
depends upon the operation of HTCC point multiplier
algorithm. Therefore, the operation of this algorithm
is very critical and essential to achieve low latency.
Here, three unchangeable pentanomial, trinomial and
pentanomial equations are utilized for 163-bit, 233- bit
and 283- bit point multiplier architecture respectively
which is suggested by NIST [22] such as,

h(p) = p'%+ p” + p® +p3 ®)
+1 and h(p)
= p2334 p7t 4 1

h(p) = p**+ p™* +
p” +p°+1
The HTCC point multiplier algorithm calculates
the product of these trinomial and pentanomial
equations arithmetic equations, followed by modular
decrement which are shown in equation (9),

C(p) = M(p).N(p) mod h(p) ©)

Algorithm 1 : A HTCC point multiplier
algorithm in GF(2")

Input:  M(p), N(p) € C(L,")

Output: C(p) = M(p).N(p) mod h(p)

Step1:Cy; R =h(p);

Step 2: while d=n—-1to0

do My =" 0" and M(p); Cy = Cy.p;

Step 3: whilej= Oton—1
do My(j)
= My(j) and N(d);
end while
Step 4: Cy = Cyxor My;
Step 5: while 1= 0ton
do Ry =
R(1) and Cy(n);
end while
Step 6: Cy = Cy xor Ry;
Step 7: end while

Step 8: Return (C(p))
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Figure 1 The suggested HTCC approach for the
Elliptic curve point multiplication architecture, as seen
in the architectural diagram

7. Performance Evaluation of Proposed HTCC
technique for Elliptic Curve:

In this part, we will compare the performance of
several state-of-the-art point multiplier approaches
with the High Throughput Concurrent Computation
(HTCC) methodology that uses point-multiplier
architecture for Elliptic Curve Cryptography (ECC).
To achieve high throughput and efficiency, the
suggested HTCC approach for Elliptic Curve
Cryptography (ECC) is synthesised using VHDL code
and implemented in Xilinx ISE 14.7 with integrated
Xilinx Vivaldo Design suite 15. Both of these steps are
carried out in Xilinx ISE 14.7 . The synthesis of
proposed HTCC technique is performed in
Xilinx Virtex - 5 and Xilinx Virtex — 7 of FPGA
family. The synthesis findings demonstrate the
superiority of the proposed HTCC point multiplier
architecture in contrast with other state-of-the-art
point multiplier approaches in terms of the speed,
efficiency, timing, and latency of the model. The
performance of the proposed HTCC techniques are
compared with various point multiplier techniques
such as

ECSM [23], BEC [24], GHC [24], ECSMA [25], DSBF [26],
LLSECC [27], SPDSM [28], HPPA [29], GNBM [30], BECC

[31] , SPFPM [32],LDMPM [32],LC [33] and
LL [33] overl63-bit ECC using
Xilinx Vertex - 5 and Xilinx Virtex —7 . The
synthesis results are obtained by combining first and
second group operation concurrently rather than
distinct group operation and proposed HTCC
technique provide better synthesis results compare to
distinct group operations in Cartesian coordinates.
Based on the synthesis results it can be observed that
the efficiency of the architecture is the highest in
comparison with above mentioned literatures.
Furthermore, the timing, frequency and latency results
are also presented for the comparison with these state-
of-art-technique. The efficiency of the proposed
HTCC technique can be presented by the following

method,

Throughput (10)

Efficiency = =n.(at)™?

Area

Where, t represents time and a shows area and n
denotes number of bits.

a. Performance Evaluation over 163-bit ECC:

The point multiplier architecture for ECC curve is
implemented across 163-bit ECC, 233-bit ECC, and
283 bit- ECC in several literatures. These sizes of ECC
may be found in computer systems. In addition, the
synthesis results are achieved across 163-bit, 233-bit,
and 283-bit ECC using the suggested HTCC approach
for Xilinx Virtex - 5 and Xilinx Virtex — 7. This
is done for the purpose of providing an impartial
evaluation and comparison with other state-of-the-art
techniques. The results of the synthesis reveal that
generic and random curves also provide satisfactory
results. Table 1 demonstrates that the suggested HTCC
point multiplier architecture is preferable than the 163-
bit ECC in terms of performance results and their
comparison with other state-of-the-art point multiplier
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approaches. Table 1 is included here for your
convenience. The effectiveness of the proposed HTCC
method is measured in terms of the exploitation of
hardware resources such as LUC registers, slices, flip
flops, time delay, maximum frequency, efficiency, and
the number of clock cycles that are employed.

Table 1 compares the experimental results obtained
with the proposed HTCC approach to those obtained
with other state-of-the-art techniques while using
GF (2n) as the basis for the ECC point multiplication
architecture. The suggested HTCC approach for
Xilinx Virtex - 5 and Xilinx Virtex — 7 has the
best level of efficiency compared to any other
techniques that are considered to be state-of-the-art.
The timing results for Virtex—5 are 3.71
microseconds, whereas the timing results for
Virtex — 7 are 3.14 microseconds. In addition, the
use of LUTs, flip flops, and slices is kept to a bare
minimum; as a result, the architecture's size and
latency may be successfully decreased. The frequency
that is achieved by using the suggested HTCC method
is respectable for both the Xilinx Virtex-5 and the
Virtex — 7 processors. When compared with LC
architecture [33] and LL architecture [33],
respectively, the efficiency of Xilinx Virtex - 5 is
increased by 30.22 percent when employing the
suggested HTCC approach, and by 75.31 percent
when compared with LL architecture [33]. Similarly,
the efficiency of Xilinx Virtex - 7 is improved by
25.13 percent when adopting the suggested HTCC
approach, and by 47.75 percent when compared to LC
architecture [33] and LL architecture [33],
respectively. In contrast to the LC design [33] and the
LL architecture [33], the wuse of
Xilinx Virtex - 5 is decreased by 17.99 percent and

slices in

65.80 percent, respectively. Similarly, the number of
slices in Xilinx Virtex - 7 is reduced by 23.44
percent when compared with the LC design [33] and
by 67.59 percent when compared with the LL
architecture [33]. According to the findings of the
synthesis, which can be seen in Table 1, the suggested
HTCC approach for ECC point multiplication
architecture is superior to other state-of-the-art

techniques in terms of throughput, time delay, and
resource  consumption for 163  bits  for

Xilinx Virtex — 5 and Virtex — 7.

Table 1 Evaluation of the Performance of the
Proposed HTCC method in Comparison to the
State-of-the-Art Techniques Using GF (2163)

Freq

Archite Dev (MH Time Efficie

cture ice LUT FF Slices | z) (us) ncy

ECSM Virt

[23] ex-5 10176 - 3446 16 8.6 5500
Virt 407

BEC [24] ex-5 14235 5 5788 264 253 1113
Virt 391

GHC [24] | ex-5 14235 2 5788 267 17.7 1591

ECSMA Virt

[25] ex-5 10195 - 3513 147 9.5 4854

DSBF Virt

[26] ex-5 22936 - 6150 250 5.48 4837

LLSECC Virt

[27] ex-5 - - 7978 154 59.15 345

SPDSM Virt 152

[28] ex-5 3,958 2 1,089 296 14.06 10,630

HPPA Virt 452

[29] ex-5 9470 6 3041 294 4.6 11577

GNBM Virt

[30] ex-5 4807 - 4815 550 94.6 358

BECC Virt

[31] ex-5 - 5768 343 5.08 5563

SPFPM Virt 309

[32] ex-5 16090 0 4393 228 491 7557

LDMPM Virt 340 1177

[32] ex-5 42192 3 7 113 3.99 3469

LC

architectu Virt 203

re [33] ex-5 9707 4 2429 200 3.96 16936

LL

architectu Virt 620

re[33] ex-5 23135 9 5825 145 222 12580
Virt 237

HTCC ex-5 5211 2 1992 207 3.71 22055
Virt 1056

BEC [24] ex-7 - - 9 - 12.2 1264
Virt

GHC [24] | ex-7 - - 6042 - 11.1 2430

SPDSM Virt 188

[28] ex-7 4721 6 1476 397 10.51 10507

GNBM Virt

[30] ex-7 3806 - 4665 800 65 538

BECC Virt

[31] ex-7 - 5575 437 3.97 7365

SPFPM Virt 374

[32] ex-7 14202 7 4150 352 3.18 12351

LDMPM Virt 796 1165

[32] ex-7 41090 9 7 159 2.83 4941

LC

architectu Virt 203

re [33] ex-7 9429 4 2435 264 3.01 22256
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LL Virt
architectu | ex- 646
re [33] 7 23011 | 1 | 5753 | 214 | 15 | 18848
Virt
ex- 237
HTCC 7 3702 6 1864 318 3.14 27849
b. Performance Evaluation over 233-bit
ECC:
Similarly, proposed HTCC technique is compared
with state-of-art-techniques such as

ECSM [23], DSBF [26], LLSECC [27], BECC [31], HPPA [29)],

LC architecture [33], LL architecture [33] and the
synthesis results are obtained over 233-bit ECC
for Xilinx Virtex - 5 and Xilinx Virtex — 7. Here,
Table 2 shows the superiority of the proposed HTCC
point multiplier architecture in terms of performance
results over 233-bit ECC and their comparison with
numerous state-of-art-point multiplier techniques. The
performance of proposed HTCC technique is
evaluated on the basis of utilization of hardware
resources like LUC registers, slices, flip flops, time
delay, maximum frequency, efficiency and number of
clock cycles used.

Table 2 represents experimental outcomes of
Proposed HTCC technique with other State-of-art-
techniques using GF(2233) for ECC point
multiplication architecture. The efficiency of the
proposed HTCC technique for
Xilinx Virtex - 5 and Xilinx Virtex — 7 is highest
than any other state-of-art-techniques. The timing
results are 3.79 us for Virtex — 5 and 1.749 us for
Virtex — 7. Moreover, The utilization of LUT, flip
flops and slices are minimum hence area and latency
of the architecture can be reduced efficiently. The
obtained frequency using the proposed HTCC
technique is decent as well for
both Xilinx Virtex - 5and Virtex —7 . The
efficiency using proposed HTCC technique is
enhanced by 135.80 % and 202.05 % in comparison
with LC architecture [33] and LL architecture [33]
respectively for Xilinx Virtex - 5. Similarly, the
efficiency using proposed HTCC technique is
enhanced by 59.29 % and 86.64 % in comparison with
LC architecture [33] and LL architecture [33]

respectively for Xilinx Virtex- 7 . It can be

observed from Table 2 that the proposed HTCC
technique for ECC point multiplication architecture
compare to other state-of-art-techniques is efficient in
terms of throughput, time delay and resource
utilization over 233-bit for
Xilinx Virtex - 5 and Virtex — 7.

Table 2 Evaluation of the Performance of the
Proposed HTCC method in Comparison to the
State-of-the-Art Techniques Using GF(2233)

Tim

Archite Devic Slice | Freq. e Effi
cture e LUT | FF s (MHz) (us) ciency
ECSM Virtex 1809 3356.32
[23] -5 7 5644 | 156 123 3
DSBF Virtex 2234 19.8 | 1805.83
[26] -5 0 6487 | 192 9 2
LLSECC Virtex 84.1 | 346.897
[27] -5 7978 | 154 9 7
BECC Virtex 1060 3213.31
[31] -5 1] 360 6.84 3
HPPA Virtex 1529 | 655 6193.54
[29] -5 6 9 | 4762 | 244 7.9 7
LC
architectu | Virtex 1553 10057.9
re [33] -5 6 | 466 | 4001 | 193 5.79 3
LL
architectu | Virtex 3870 | 980 7852.13
re [33] -5 9 91 9729 | 150 3.05 7

Virte 335 21 3.79 | 237177
HTCC x-5 6799 2] 2590 |1 3 4
BECC Virtex 1052 4507.42
[31] -7 8 | 497 491 5
LC
architectu Virtex 1486 290 14511.6
re [33] -7 1 9 | 3832 | 266 4.19 4
LL
architectu | Virtex 3597 910 12384.2
re [33] -7 6 1 9089 | 221 2.07 4

Virte 311 1.74 | 23116.2
HTCC x-7 5763 8 | 5763 | 301 9 6

C. Performance Evaluation over 283-bit ECC:

Similarly, proposed HTCC technique is compared
with state-of-art-techniques such as
DSBF [26],LLSECC [27], HPPA [29],

LC architecture [33],LL architecture [33]

and the synthesis results are obtained over 283 —
bit ECC
for Xilinx Virtex - 5 and Xilinx Virtex — 7. Here,
Table 3 shows the superiority of the proposed HTCC
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point multiplier architecture in terms of performance
results over 283 — bit ECC and their comparison

with numerous state-of-art-point multiplier techniques.

The performance of proposed HTCC technique is
evaluated on the basis of utilization of hardware
resources like LUC registers, slices, flip flops, time
delay, maximum frequency, efficiency achieved.

Table 3 represents experimental outcomes of
Proposed HTCC technique with other State-of-art-
techniques using GF(2283%) for ECC point
multiplication architecture. The efficiency of the
proposed HTCC technique for
Xilinx Virtex - 5 and Xilinx Virtex — 7 is highest
than any other state-of-art-techniques. The timing
results are 4.42 us for Virtex — 5 and 2.46 us for
Virtex — 7. Moreover, The utilization of LUT, flip
flops and slices are minimum hence area and latency
of the architecture can be reduced efficiently. The
obtained frequency using the proposed HTCC
technique is decent as well for
both Xilinx Virtex - 5and Virtex—7 . The
efficiency wusing proposed HTCC technique is
enhanced by 159.97 % and 198.89 % in comparison
with LC architecture [33] and LL architecture [33]
respectively for Xilinx Virtex - 5. Similarly, the
efficiency wusing proposed HTCC technique is
enhanced by 354.22 % in comparison with LC
architecture [33] for Xilinx Virtex - 7. It can be
observed from Table 3 that the proposed HTCC
technique for ECC point multiplication architecture
compare to other state-of-art-techniques is efficient in
terms of throughput, time delay and resource
283-bit for
Xilinx Virtex - 5 and Virtex — 7.

utilization over

Table 3 Comparative Study of the Proposed
HTCC Method with Respect to the Current State-
of-the-Art Methods Using GF (2283)

Freq. | Tim
Archit Devic Slice (MH e Efficien
ecture e LUT FF s z) (us) cy
DSBF Vir 2512 17.7 1981.04
[26] tex-5 9 - 6615 188 8 5

LLSECC Vir 102. 286.046
[27] tex-5 - - 7978 154 1 2
HPPA Vir 2025 1862.63
[29] tex-5 6 - 6286 213 19.9 8
LC
architectu Vir 2247 4989.49
re [33] tex-5 6 3478 | 5751 167 8.12 4
LL
archite Vir 4931 1099 1243 4348.48
cture [33] tex-5 3 6 2 128 4.31 2
Vir 12973.5
HTCC tex-5 8445 | 5229 | 4055 200 4.42 7
LC
architectu | Virtex 2062 7156.86
re [33] -7 0 | 3478 | 5417 226 6.01 2
Virte 32509.7
HTCC x-7 5966 | 3306 | 2904 274 2.46 9

8. Conclusion:

The significance of cryptography is extremely
essential in this digital era. Therefore, in this paper, a
novel HTCC technique wusing point- multiplier
architecture for Elliptic Curve Cryptography (ECC)
core is presented. The synthesis of proposed HTCC

technique is performed in
Xilinx Virtex - 5 and Xilinx Virtex — 7 of
FPGA family over GF(2103) ,

GF(2233) and GF(2%%3%) . HTCC technique is a
concurrent computation technique which complete its
computation in just one clock cycle. Additionally,
mathematical modelling for computation of combined
concurrent of elliptic curve
architecture is presented and their performance is
compared with various state-of-art-techniques in
terms of speed, efficiency, timing and latency of the
architecture. The efficiency using proposed HTCC
technique is enhanced by 30.22% and 75.31%
for Xilinx Virtex - 5 and by 25.13% and 47.75%
for Xilinx Virtex - 7 in comparison with LC design

group operations

and LL design respectively over GF(2163) .
Additionally, the efficiency using proposed HTCC
technique is enhanced by
135.80% and 202.05% for Xilinx Virtex - 5 and
by 59.29% and 86.64% for Xilinx Virtex- 7 in
comparison with LC architecture and LL architecture
respectively over GF(2233). The utilization of LUT,
flip flops and slices are minimum hence area and
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latency of the architecture can be reduced effectively.

The

experimental

results for Virtex —5 and

Virtex — 7 over GF (2283) are also very satisfactory.
Our Future work will be the comprehensive elliptical
curve cryptography system design in firmware.
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