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Summary

The expansion of new applications and business models is being
significantly fueled by the development of Fifth Generation (5G)
networks, which are becoming more widely accessible. The
creation of the newest intelligent vehicular net- works and
applications is made possible by the use of Vehicular Ad hoc
Networks (VANETS) and Software Defined Networking (SDN).
Researchers have been concentrating on the integration of SDN
and VANET in recent years, and they have examined a variety of
issues connected to the architecture, the advantages of software
defined VANET services, and the new features that can be added
to them. However, the overall architecture’s security and
robustness are still in doubt and have received little attention.
Furthermore, new security threats and vulnerabilities are brought
about by the deployment and integration of novel entities and
several architectural components. In this study, we
comprehensively examine the good and negative effects of the
most recent SDN-enabled vehicular network topologies, focusing
on security and privacy. We examine various security flaws and
attacks based on the existing SDVN architecture. Finally, a
thorough discussion of the unresolved concerns and potential
future study directions is provided.
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1. Introduction

Vehicular communications are specified as
technologies that make use of the latest wireless network
generation to enable vehicle-to-vehicle communication via
a wireless net- work [1-6]. Just a few of the benefits of
vehicular ad hoc network (VANET) include increased in-
vehicle entertainment, improved road safety, and
emergency warnings. Due of issues with road mobility, an
increasing many of human are getting interested in
vehicular communications. The main application of
VANETSs is in systems of intelligent transportation (ITS) [7],
[8]. The two main kinds of ITS applications are those for
entertainment and transportation safety.

Avoidance of congestion, management of traffic,
routing, transfer of data, and control of traffic signal are a
few examples of the former [9], [10].

The latter offers, among other things, gaming, and
Internet access. The development of reliable and effective
vehicle traffic data transmission is the subject of the most
important study in the VANET field [11-14]. Due to its
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success in applications like traffic safety, many researchers
are looking into the usefulness of VANET, and routing
based on position using routing of geofact [15], [16].

The rest of the paper is arranged as follows. Section II
provides the background of this paper. Section III describes
SDVN technology in details. Section IV reviews the related
SDVN research. Section V disuses future research direction.
Finally, this paper is concluded in Section VI.

2. BACKGROUND
2.1 Software-Defined Networking (SDN) Technology

Simply said, Software Defined Networks (SDN) refers
to an architecture that makes networks more manageable,
af- fordable, dynamic, and flexible, making it the best
choice for applications used today [17], [18]. SDN offers a
solution to such problems in contrast to the drawbacks and
restrictions of existing network typologies. The first
solution is that SDN separates the data plane, or the
underpinning switches and routers that pass on traffic, from
the control plane, or the network’s control logic [19], [20].

The second option is to separate from the data plane to
the control plane, which reduces network switches to simple
data-forwarding devices that can be used to apply control
logic through a logically centralized controller. While
network routers and switches only forward traffic in
accordance with the controller’s installed rules, this
controller defines how traffic will flow in a network [21],
[22]. The SDN design makes network management simpler
by allowing for communication between the control plane
and the data plane and application plane, respectively.
Northbound Interface (NBI) and Southbound Interface
(SBI) are used for this.

2.1.1 SDN Architecture

The core idea of the SDN system is presented in Figure
1. This requirement helps the deployment of modern routing
management and protocols without imposing any policies
or protocols on all of the network’s connected devices,
which aids in the introduction of new routing protocols and
management [23], [24].
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Infrastructure Layer: Devices that forward
and filter packets, including routers, firewalls,
switches, intrusion detection systems (IDS),
computers, and other internetworking devices,
are housed under the infrastructure layer. One
of the key duties of the data layer is data
transfer. Other duties include surveillance of
local network, filtering of information packet
and statistics of flow.

Control Layer
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Fig. 1 Structure of SDN

Control Layer: The forwarding plane’s
configuration is handled by this layer. The
data layer identifies the net- work components
of the southbound interface. It deter- mines
and makes decisions on the programming,
flow tables, and transmission logic on the data
layer. Because it serves as the network’s
central nervous system, it is often referred to
as a network operating system.

Application Layer: Network applications that
add mod- ern characteristics and requirements,
such as numerous new security regulations
and standards of network performance, reside
in this layer. The control layer can configure
the network to achieve these needs with the
use of these features. The application layer has
comprehensive visibility into the entire global
network, which aids it in making
recommendations for a range of various
application regulations and rules.

2.2 SDN Characteristics

Many of the problems associated with traditional

networks are solved by SDN. It contains a number of traits
and features that make network operation and design easier.
The key SDN characteristics that affect its operation and
security are described as follows.

Control that is logically centralised and network-
wide visibility: A controller that is conceptually
centralised but physically dispersed is a crucial
functionality offered by SDN. The standard
southbound interface is used in the SDN
architecture to distribute all network control
capabilities from the forwarding plane. Older
controller versions include NOX [25], Floodlight
[26], [27], and Beacon [28]. They carried out the
role of an OpenFlow [29] driver. On the other hand,
more recent controller implementations, such as
OpenDaylight [27] and OpenContrail [30], offer
an update on the necessary abstractions for the
network services. To manage the various
forwarding devices, they now support a variety of
programming interfaces.

Abstraction: One of the most notable features of
the SDN network is abstraction through the
various layers. An SDN arrangement lessens the
burden on the programmer when the layers are
interfaced using APIs. Using high- level policy
languages like Voellmy and Hudak [31] network
software and apps can change the network’s
behavior based on their specifications. Some of the
most widely used abstraction tools are frenetic [32]
and pyretic [33].

Network Dynamism and Automation: SDN
provides adaptability to manage complicated
transitions, enhancing dynamicity. Data layer
devices are easily reconfigurable based on the
shifting network status and conditions. In data
centers and across the network of service providers,
it enables the implementation and deployment of
on- demand network and security applications.

Virtualization: The sharing and adaptation of
physical infrastructures between numerous users
in distinct networks is a requirement for SDN
virtualization. Multi-tenancy in the network
architecture is supported by virtualizing the SDN
framework’s component parts. The majority of
SDN networks use VMware’s Networking
Virtualization Proxy (NVP) [34] and IBM’s
SDNVE [35].

Flow Management: The fundamental unit of traffic
in the network is the flow. An item in the flow table
of an SDN switch is known as a flow rule or flow
entry. An SDN device’s main data structure is the
flow table. A flow rule, which is separated into
several categories, can be used to regulate the birds
in a network.
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o Flow match fields: utilized as identifiers
to differentiate between various flows.

o Flow priority: utilized to establish the
sequence in which the flow rules will be
carried out.

o Flow action: a series of procedures that
either change or forward the flow.

e Anomaly Detection: The main area of worry in any
network is security. It is considerably simpler to attack
the controllers in the case of SDN and its centralised
control feature employing attacks such as DOS (denial
of service) assaults, phony packet insertion, running
unauthorized programmers on the centralised SDN
controller, malicious traffic insertion, etc. Attacks today
are more sophisticated.

e Switch Management Protocol (SMP): The southbound
interface must be used to programme any switches that
are part of the data layer because they all forward
network traffic. Through a standardized interface, the
SDN controller configures these switches. The SDN
controller must have a companion interface that serves
as a programmable interface in order to talk to the
network switches.

e Open Programmable Interfaces (OPI): The control layer
and the data layer are not separate in conventional net-
works. The control layer and data layer are closely
connected in conventional networks. The SDN
architecture offered this feature. SDN networks separate
the afore- mentioned two layers. This functionality was
primarily developed to make forwarding devices
simpler and enable autonomous network software
evolution within the SDN controller. This feature boosts
the likelihood of innovation and makes it simple to
integrate new solutions into the network. The
controller’s applications are in charge of controlling the
data layer’s devices.

2.2.1 SDN Attacks

SDN Attacks: Any network’s primary concern should
be security. Any network’s security is evaluated according
to how well it can both stop and mitigate security risks in
the event of a successful intrusion. Numerous threats that
can be categorized as scanning attacks, malware, social
engineering attacks, spoofing attacks, network-level DoS
attacks, sniffing attacks, web application assaults, and
others are present in SDN networks.

e DDoS: SDN networks have a number of benefits, but
they also have certain security issues. Attacks using
distributed denial of service (DDoS) are quite capable

of affecting network components like the controller or
switch.

e [P Spoofing: An attacker uses IP spoofing to target a
victim by sending erroneous packets to them. In order to
get access to the victim’s network or system, the
attacker must trick and persuade the targeted network
that the packets are secure, reliable, and allowed.

e Drive-by-Download: Internet users click on various
links and visit a range of web pages while they browse.
An attacker attempting to exploit the drive-by-download
attack model could create any of these links. Such a
perpetrator intends to introduce harmful and unsafe
scripts into unsafe and illegal websites.

e Vulnerability Scanner: A vulnerability scanner, as the
name implies, creates tools that scan networks, find
potential security holes, and attack those holes. The
attacker sends these scanning packets straight to the
network. If the targeted network has no protections
against these vulnerabilities, the vulnerability scanner
starts maliciously exploiting it.

e Malware Controller: Malware is defined as any piece of
source code, file, application, or software that seeks to
carry out harmful tasks like secretly opening backdoors,
erasing crucial files, impersonating a DDoS agent,
down- loading additional malware, spying, etc. Such
malicious software is already installed on the victim
network utilising C&C servers.

e Phishing: In the case of phishing, the attacker makes
advantage of channels like emails, SMS, and tweets and
presents them falsely as coming from a reliable source.
These communications occasionally contain malicious
attachments that, when opened by the recipient, cause
malware to be installed on the recipient’s device.

e Eavesdropper: Networks are inherently static. This
makes it much simpler for an attacker to use the
eavesdropper attack model to compromise the victim’s
security and privacy. An eavesdropper attack is a
popular option for attackers due of its simplicity.

2.3 Vehicular Ad-hoc Network (VANET) Technology

Ad hoc networks, VANETS are highly dynamic, have
limited access to the network infrastructure, and provide a
variety of services. The three types of communication in the
VANET depicted in Figure 2 are Vehicle to Infrastructure
(V2I), Vehicle to Vehicle (V2V) and Hybrid. The
communication medium utilised in V2V is distinguished by
its minimal latency and high transmission rate. This
architecture is utilised in cooperative driving situations as
well as various broadcasting alarm scenarios (emergency
braking, accident, deceleration, etc.). The vehicular
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network in V2I considers the applications that make use of
the RSUs that multiply the services provided by internet
portals. In hybrid mode, the two earlier methods are
combined.

A particular kind of mobile ad-hoc network called
VANET has pre-established routes (roads). Roadside units
(RSUs) and On-Board units, which are specific authority for
registration and control, are used (OBUs). To provide
specialised services, RSUs are widely dispersed around the
boundaries of the roads, and OBUs are installed in the
vehicles using VANET. All vehicles are travelling freely
and communicating with each other, with RSUs, and with
specific authorities on the road network.

I Wire conncation
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Fig. 2 Structure of VANET.

2.3.1 VANET characteristics

The characteristics of the VANET discussed in [36-38],
[38-40] can be categorised as either: (I) Network
architecture and communication mode, or (II) Vehicles and
drivers.

1. Network architecture and communication mode

— Unbounded and scalable network: One or
more cities, or even entire nations, can utilise
VANET. Consequently, management and
coordination are needed for security
requirements [41], [42].

—  Wireless communication: Wireless channels
are used for the nodes’ connection and data

exchange.  hence  necessitates  safer
communication [43], [44].

— High mobility and rapidly changing network
topology: It is more difficult to forecast node
positions and network topology because of the
nodes’ high/random speed movement.
Increasing node privacy while producing
frequent disconnections, instability, and
handshake impossibilities [45], [46].

— It is advised to support real-time and
multimedia ap- plications in addition to
dependability and cross-layer communication
between the transport and network layers [47],
[48].

II. Vehicles and drivers [49].

— High processing power and sufficient energy:
Energy and computing resources are not a concern
for VANET nodes. They are self-powered by
batteries and have powerful computers that can do
intricate cryptographic calculations.

— Better physical protection: VANET nodes are
more phys- ically secure. Physical compromise is
more difficult to come by. Consequently, mitigate
the impact of infrastructure attacks.

— Known time and position: Due to the fact that
many ap- plications depend on location and
geographic addressing or area, the majority of
automobiles are GPS-equipped. In order to
safeguard the location of nodes from attackers, a
tamper-proof GPS is deployed.

— The majority of participants are honest: Most
drivers are believed to be honest and helpful in
locating the enemy.

—  Existing law enforcement infrastructure: They can
apprehend the enemy who attacked the system by
using the law enforcement personnel.

—  Central registration with periodic maintenance and
inspection: Vehicles have unique identifiers and
are registered with the central authority (license
plate). Firmware and software updates are part of
routine vehicle maintenance.

2.4 SDN Integration with Emerging Technologies

This section provides a summary of many of the
technologies is given along with recommendations for
further SDN study to enhance at least one part of their
usefulness [50-52].
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— Internet of Things: Because it opens up new
possibilities, IoT is a crucial technology for
vehicle networks [53], [54]. It has been successful
to combine network resources with the Internet of
Things (IoT) [55]. The scenario [56], which made
use of a pilot set of users, combined the SDN
prototype with IoT.

— Blockchain: Blockchain technology has been
mentioned as a key component of Bitcoin [57].
Cryptocurrency Blockchain technology is a crucial
component of Bit- coin. An open-access chain of
blocks is produced in a blockchain using a
cryptographic hashing method. A perfect
blockchain is kept up to date by a select few people,
as stated in [58]. This method allows users to
maintain track of the transactions they have
performed. For instance, this kind of technology is
used to implement SDVNSs [59], 5G [60], and the
Internet of Things [61]. [62]-[64] provides an
explanation of blockchain technol- ogy.

— 5G/6G: Vehicle networks might leverage ML
applications like quick channel equalisation and
flexible resource allocation [52], [65], [66]. On the
other side, SDN enables a more adaptable use of
the 5G and 6G technologies. To accomplish the 6G
goals, five generations of novel strategies are
offered, including NFV, reactive vehicle system
control, and cognitive radios. The first of these to
be applied are NFV, reactive vehicular system
control, and cognitive radios.

3. SOFTWARE-DEFINED VEHICULAR
NETWORKS (SDVN) TECHNOLOGY

Regarding the potential of SDN to redesign
automotive network infrastructure, some are hopeful. In
recent years, SDN has established itself as a dependable
method of net- work management. OpenFlow is used by
SDN (software- defined networking) to communicate
across the control and data planes. The versatility of SDN
performs admirably in VANET applications. Ad hoc
wireless networks of the present are centralised, rigid, and
unprogrammable. Applying SDN principles to VANETS is
one option to ease the restrictions placed on them. Network
organisation, new V2V and V2I services, and easier
network management are all benefits of VANET networks,
which are built on SDN. The disconnectivity brought on by
vehicle movement is reduced by the SDNVN architecture,
and overall connectivity is enhanced. Three key
components of an SDN-integrated VANET are described in
the sections that follow (Figure 3).
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Fig. 3 Structure of SDVN.

Appropriate path: More precise routing decisions
can be made with SDN in VANET. Data flow may
slow down or get crowded in VANET settings.
When all nodes seek to take the shortest path, some
nodes get incredibly crowded. The controller can
restart the process that is currently executing as
soon as it recognises one of the aforementioned
instances, improving the network’s efficiency and
lowering blockages.

Channel/frequency: Different wireless interfaces
or adjustable radios are now available thanks to
SDN integration in VANET (e.g., cognitive
radios). The controller will decide on the fly, for
example, in the case of the radio interface. It
enables the run-time selection of radio frequencies
for various sorts of traffic. In this endeavour,
emergency services are the main priority.

Transmission power: The success of your VANET
de- pends on your ability to select the appropriate
energy level and transmission range for your
wireless interfaces. A controller in a VANET
scenario gathers data from moving objects about
their immediate environment (wireless nodes).
The information gathered can be used to calculate
the number of vehicles on a route or the space
between them. The controller adjusts to the
requirements of each node to maximize packet
delivery.
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3.1 Architectures of SDVN

The SDVN research that is currently being done is
summarized in this section. Future SDVN designs are
grouped according to whether they employ various
paradigms (such as NDN, edge computing, cloud
computing, and 5G). Following are the two broad categories
in which we group the SDVN architectures we surveyed:

— Constructing SDN-based networks for specialized
vehicles: Through the use of SDN, they are attempting
to improve VANET characteristics such network delay,
QoS, access control, routing integrity, and security.
Additional technologies, such as SDN, might be
needed to boost a certain parameter, like system
performance.

— Developing general-purpose SDN-based vehicle
networks: They want to boost VANET performance by
utilising SDN and additional technologies like 5G and
named data networking (NDN).

3.2 Advantage and Issues

We shall go through some of the primary benefits of
SDVNs below.

— Optimized resource utilization: The global topology
view is a tool that SDVN network managers can use to
manage network resources more effectively. For
instance, when there are several wireless interfaces or
tunable radios available, controllers can more
effectively coordinate channel/frequency selections.

— Quick and versatile network configuration: SDVNs’
control and logic planes allow for quick and adaptable
network design. The topology of the network will be
adaptable to the mobility of the vehicles. Because video
traffic uses a lot of bandwidth, several forwarding
nodes are now overloaded.

— Heterogeneous network integration: SDVNs can thus
integrate networks of heterogeneous (wireless and
wired), as well as technologies of communication (5G,
LTE, Wi-Fi, DSRC, etc.), at the data plane level. Using
a communication protocol like OpenFlow makes it
simpler for entities in control plane and the data plane
to communicate with one another.

— Minimizing service latency: Utilizing SDN at network
edge routers can drastically reduce service latency. For
applications that are sensitive to delays, this reduces
service latency.

3.3 SDVN Attackers

A breach may start from within or outside the organisation,
be purposeful or accidental, and take either an active or
passive form. Outside attackers are invaders and so
unauthenticated, but inside attackers are network users and
are therefore au- thenticated. These strangers are seeking
financial gain. Those who wish to harm the network do so
purely out of malice and with no thought of personal
advantage. A passive attacker, on the other hand, just
detects the network’s presence. The de- ployment of SDN
controllers in networks makes it challenging to establish an
independent communication system.

— Hijacking of session: The authentication procedure is
started and finished when a session starts. Once the link
has been made, this is simple to accomplish. They
gather comprehensive session data and serve as the hub
node for the other nodes.

— Identity revealing: Most of the time, the owner of the
car will give personal information to verify the driver.
Attackers therefore find it simple to access the system.

—  Location tracking: You can monitor the vehicle using
its location to learn more about the driver and
occupants.

— Listening: It goes after the layer of network, enabling
access to private data.

— DoS attack: These kinds of attacks happen most fre-
quently. The attackers prevent nodes from using
services.

3.4 SDVN Applications
We outlined the SDVN applications in this section.

—  Comfort Technologies: The majority of individuals use
comfort apps to learn about the weather, traffic, and the
closest restaurants, hotels, hospitals and gas stations. If
they have Internet connectivity, drivers and passengers
can communicate online [67].

—  Safety: It gathers information from sensors and other
moving vehicles. The most crucial safety and security
aspects are determined by the number of sensors used
to gather data and the programmer used to process it
[68], [69].

— Avoiding Intersection Collisions: It is utilised at
junctions to provide drivers options. The RS gathers
data when vehicles are moving next to it and processes
it in case of an alert or an accident. A warning message
is sent so that cars close to the changing area can decide
how best to stop their car [70].
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—  Motion Stopped as a Warning: Put Up a Sign: These
are intended to warn drivers not to cross the
intersection since there may be dangerous situations
nearby. This is required for communication to occur
between the RSU and the car’s sensors. Since of this
programmer, the driver must occasionally stop because
other cars are rapidly approaching the intersection.
Once he has reached the turning point, the signal is
green for him to proceed across [71].

— Job Areas on High Alert: Using this arrangement,
vehicles close to the work area would be warned to
slow down, as described in [68].

4. EXISTING SDVN RESEARCH
4.1 Security Analysis of SDVN

This section reviews the limitation of existing security
schemes based on SDVN against major security attacks.

—  Control Plane Resource Consumption. The majority of
SDVN architectures mentioned in the literature [72],
[74], [75] were not built with security in mind. In
particular, they are subject to control plane resource
consumption, which is a significant flaw in SDN. When
there are several demands made of the control plane by
the data plane, this attack is launched.

— Network Topology Poisoning. The majority of the
topo- logical information is connected to upper-layer
applications including packet routing, network
virtualization and optimization, and mobility tracking
[76-78].

— Distributed Denial of Service Attacks. DDoS attacks
can be used to cause a distributed denial of service
(DDoS) on SDVN architectures [79]-[81]. The
infrastructure layer (vehicles, RSU), the control layer
(RSU controllers), and the application layer are the
three main functional layers that make up SDVNs
designs, hence potential DDoS attacks could be
launched against any one or more of these layers.

— Rule conflicts. In OpenFlow applications, rule conflicts
could lead to terrible attacks. For instance, a load-
balancing application may decide to ignore specific
rules that are intended to quarantine a server because it
thinks the targeted host is the least-loaded server [17],
[82], [83].

Privacy. Different user related information, such as the
licence plate, the position, and the driver’s identity,
must be secured in SDVN-based architectures;
however, the authorities must be able to divulge the
names of the users in the event of an accident or a
disagreement [84], [85]. It is possible to apply
conditional privacy- preserving methods to automotive
software architectures. The authors of [86] put up GSIS
as a solution that combines group-based signatures and
ID-based signatures and provides mechanisms for
maintaining security and privacy between various
OBUs and between OBUs and RSUs. The authors of
[87] suggest a blind signature- based authentication
system that protects location privacy.

Forgery. The goal of this attack is to poison significant
areas of highways by fabricating and disseminating
fake warning messages [84], [88], [89].

Tampering. The communication of other vehicles may
be interfered with by a vehicle acting as a relay, which
could result in in-transit tampering. Consequently, the
car may delete, alter, or corrupt messages.

Jamming. Even without compromising cryptographic
methods, a jamming attack allows the attacker to divide
the network [74], [90], [91].

Impersonation. An assailant can pose as a police officer
in this kind of attack to trick other drivers into slowing
down or changing lanes [85], [90], [91].

Application-based attacks. The following examines
two specific vehicle wuses, including platoon
management and smart grid. smart grid application and
platooning vehic- ular application.

Malware Attack Injection. A maliciously injected piece
of software that replicates itself through wvarious
controllers, switches, and vehicles is a possibility in
SDVN-based infrastructures [92]. By using a trust
group structure to authenticate CAN  bus
communications, the authors of [93] suggest a
framework for automotive systems.
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Routing based Attacks. The sinkhole, sybil, and replay
attacks are discussed in the sections that follow. This
attack can be carried out by an RSU in a sinkhole
assault to direct some vehicles to direct all traffic to it.
This harmful RSU acts like a hostile gateway. In [94],
the authors suggest a centralised method for employing
a geostatistical model to identify contaminated areas in
the network. Additionally, the authors suggest a
distributed monitoring strategy to investigate nearby
nodes in order to find malicious nodes. A sybil assault
involves creating many bogus vehicle identities to
provide the appearance of heavy traffic on the road.
Methods like [95], [96] examine the signal strength
distribution to find sybil attacks. The authors of [97]
suggest a statistical technique for determining the
origin of a vehicle. This method uses statistical analysis
over time to increase the detection’s precision.
According to [98], sybil node detection is carried out
passively by fixed sites in the route. In a replay attack,
the attacker sniffs a message to gain access to a closed
network, then reuses it. In this situation, methods for
message authentication and authorization like might be
used [99].

Table 1 presents the main attacks that vulnerable SDN,

VANET and SDVN.

Table 1: ATTACKS WITH SDN, VANET AND SDVN.
Requirements SDN VANET | SDVN
Forgery Yes Yes Yes
Attacks based on application Yes Yes
Impersonation Yes Yes
Network topology poisoning Yes Yes
Malware attack injection Yes Yes Yes
DDoS attack Yes Yes Yes
Control plane resource consumption Yes Yes
Jamming Yes Yes
Rule conflicts violating security polices | Yes Yes
On-board tampering Yes Yes
Sybil attack Yes Yes Yes
Sinkhole attack Yes Yes Yes
Privacy violation Yes Yes Yes
Replay attack Yes Yes Yes

4.2 SDVN architectural

Table 2 shows an overview of this SDVN research and
highlights the positive and negative aspects of each study.

Authors | Objective Strengths Limitations
Sudheera| Minimal travel Quick packet upkeep of the
et al. time/routing delivery, low global system’s (or]
[100] protocol latency, and SDN
overhead controller’s)
overview
Tang et | Routing with delay| To direct trucks Since there has
al. [101] | reduction for pre- |along the route been no security
diction of mobility anal-
and SDVNs ysis, there will be
no fix if the

connec-tion to

the controller

breaks.
Soua et | Enhancing using advantages | a representation of
al. [102] | bandwidth and including lower performance in
latency us- net- the
ing SDN-based work latency, real world
VANETSs and 5G- | scalability, and
assisted VANETs | flexibil-ity
Qi et al. | A socially improving the When testing and
[103] conscious speed of Internet | evaluating the
clustering proto- | con- cen-
col is used to nections and tral controller,
provide a 5G- reducing packet these challenges
VANETSsystem delivery are nottaken into
based on SDN. account.
Huang et| 5G V2V data off- | Using contextual | Locating reliable
al. [104] | loading using knowledge and contextual
MEC V2v informa-
architecture with | off-loading, tion, maintaining
SDN capabilities | descriptive route | privacy while
finding driving

5. FUTURE RESEARCH DIRECTION

Despite SDVN’s rapid development, there are still
many unanswered problems regarding its effectiveness,
scalability, and dependability (trustworthiness). Thud, this
section dis- cusses some future research direction of the
SDVN as follows:

—  Security aspect: The security of SDVN, which is still a
serious worry, is a significant barrier to its wider use.
The main component in many SDVN programmes that
is in charge of running the entire network is the SDN
controller. A single controller attack has the potential
to bring down the entire network. An unauthorized
person could access the system and make choices in
place of the controller. Such invasions may endanger
the safety of users.

—  Scalability: The capacity of current SDVNSs to scale is
crucial given the expanding size of the automotive
sector. It is impossible to know whether there may be
sudden changes or unforeseen impediments while
travelling. The performance of SDVN may be impacted
by a number of variables, such as technical
advancements, intricate road typologies, infrastructure
damage, etc. An increase in the number of cars and
communications may also have an impact on SDVNs
with low scalability.
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Control of quickly transforming: The network
architecture of SDVNSs is subject to sudden and abrupt
changes because of the high mobility of nodes
(vehicles). For SDN controllers or RSUs, controlling
cars in real-time while dealing with erratic
communication connections is difficult. Links being
broken are more likely to occur in V2V infrastructure
with poor DSRC or WAVE connectivity. However,
this procedure is manageable with the aid of an
effective modifications and routing algorithm to the
infrastructure, although they are expensive.

Process for revocation, misconduct discovery, and
evaluation of credibility: The issue of determining
which VANET nodes are reliable has not yet been
resolved. Errors in vehicle appraisal might put users’
lives at danger. We still lack definite standards by
which to evaluate the dependability of any given
vehicle.

Latency control: When using an unprotected wireless
connection, you cannot predict when data will become
available. To cut down on latency, other areas of
network performance can be improved. Resource
management and latency control are clearly related.
Cloud computing is becoming increasingly popular
since it is more efficient. Costs for cloud computing in
VANETS rise as the number of cars grows.

6. CONCLUSION

This paper aims to improve readers’ understanding of

SDVN systems. Several SDVN research are compiled in
this chapter as a summary. The paper introduces these
architectures and explains their benefits and drawbacks.
The risks and security precautions related to SDNV are then
explored. The incorporation of new technologies into
SDNV and pertinent applications of SDNV are then
examined. Lastly, a thorough discussion of the unresolved
concerns and potential research directions follows.
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