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Hierarchial Encryption System Using Two-Step Phase-Shifting Digital
Holography Technology Based on XOR and Scramble Operations

Cheolsu Kim'

ABSTRACT

In this paper, we implemented a hierarchical encryption system using two-step phase-shifting digital
holography (PSDH) technology based on XOR and scramble operations. The proposed encryption system
is a system that authenticates access through the issuance of an encryption key for access to individual
laboratories, department offices, and universities. In the encryption process, we proposed a double en-
cryption method using XOR and scramble operation with digital technology and two-step phase-shift-
ing digital holography with optical technology. In the two-step PSDH process, an new method of de-
termining the reference wave intensity without measuring it by using random common object image
gererated from digital encryption process was also proposed. In the decryption process, the process is
performed in the reverse order of encryption process. And only when the various key information used
in the encryption process is correct, the encrypted information can be decrypted, so that the user can
access the desired place. That is, there is a feature that can hierarchically control the space that can
be accessed according to the type of key issued in the proposed encryption system. Through the com-
puter simulation, the feasibility of the proposed hierarchical encryption system was confirmed.

Key words: Scramble Operation, Phase-Shifting Digital Holography (PSDH), Encryption, Hierarchial
Encryption System
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Fig. 1. The coordinate system of digital holography.
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Table 1, The XOR—operation relationship for phase val—
ues between binary input image function
s(z,y), common object image function
Ran(z,y), and key image function Key(z,y).
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Fig. 3. Example of scramble operation process. (a) Test image,

column scrambled image.,

(b) Row—wise scrambled image, and (c) Row and



Pa
o
us)
i
[>
]
i
T
e
=z
J
iz
no
i
=
0

& Z0l CIXE 22341 JI£S 0188 HEH 2S5t NAE 987

0 PZT
P ) I o mirror

Reference beam

Object beam

Input image oD

R B

!

L :lens

SF : spatial filter

CL : collimated lens

M @ mirror

BSs : beam splitter

ND : neutral density filter
LCD : liguid crystal display
PZT : piezoelectric tranducer

com pulcr

Fig. 4. Optical schematic diagram for two—step PSDH implementation,

Cheol-Su Kim Dept. of Convergence Univ. of Gyeonu

Software Engineering

50 100 150 200 250

Fig. 5. Binary input images.
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Fig. 7. The 1st encrypted image digitally obtained through
the XOR and scramble operations
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