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HlO|E{_Finger image data, 5. €=
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6.2 A4 Ol0lE Iris image
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pattern skeletal data, 9.8 2 A4t
H0|E_ Vascular image data,
10.2& 7|5Hats AR
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Conformance testing
D~@ methodology for TXI0{AH, EUIFAMAL
(g0 biometric data Az-d=-34 YU DNA & EASHAIAH So
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Criteria and
methodologt for
security evaluation of
biometric
systemss—part3:
Presentation attack
detection /
AR QI AIA| AH
HotM "Hop|E ¢
g -3 X Al S
SAEK|

For security evaluation of biometric
verification systems and biometric
identification systems, this document
is dedicated to security evaluation
of presentation attack detection
applying the ISO/IEC 15408 series.
It provides recommendations and
requirements to the developer and
the evaluator for the supplementary
activities on presentation attack
detection specified in ISO/IEC
19989-1.

This document is applicable only to
TOEs for single biometric
characteristic type but for the
selection of a characteristic from
multiple characteristics.

A=X2 & YHHEol
CHE flf=
LR 7| E2M
AH| QA A AL F o
24y YHEE

U Choll A LTS E
Hotelgdof ofgt obHd
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=7} 19792

Security evaluation of
Biometrics / A& 14
Hotd "It

It covers the biometric-specific
aspects and principles to be
considered during the security
evaluation of a biometric system. It
does not address the non—biometric
aspects which might form part of
the overall security evaluation of a
system using biometric technology
(e.g. requirements on databases or
communication channels).
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Authentication Context
for Biometrics /

P RE-ELT

This document defines the structure
and the data elements of
Authentication Context for Biometrics
(ACBio), which is used for checking
the validity of the result of a
biometric enrolment and verification
process executed at a remote site.
This document allows any ACBIio
instance to accompany any
biometric processes related to
enrolment and verification. The
specification of ACBIo is applicable
not only to single modal biometric
enrolment and verification but also
to multimodal fusion. The real-time
information of presentation attack
detection is not provided in this
document. Only the assurance
information of presentation attack
detection (PAD) mechanism can be
contained in the BPU report.
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ISO 19722:2017 specifies the test
method for determination of
concentration of dissolved oxygen
Telebiometric cohsumed due to photocatalytic
o oxidation of phenol in agueous phase
authetication by semiconducting photocatalytic )
framework using substances. The method is applicable Z&8 SolM
O~® | ID 22| ¥ biometric hardware 10 Powder tést sample or fim fest piece = 7VeEX Eofl st
(= Z2lo|HA| | 19722 security module fp iconduci P o I n HotolE S flaf Hot
Z5) B35 - MR|oIA| stegof | Of semiconducting photocatalystic | epy yxym e
HolpmES 0|2k mgterlal targeting yvater contgmmants. Exjst Bole 2
Elatlo] 2 0l A] This te§t method is rlot apphpable for
wolE 3|2 eyaluatlng the materlal.s conjugated
with other base material, such as
organic binder which can also be
decomposed by the photocatalytic
activity.
ISO/IEC 24745:2011 provides
guidance for the protection of
biometric information under various
requirements for confidentiality, AEolA fEME,
O~® | ID &2 ¥ Biometric Information | integrity and renewability/revocability | ®EZ3 HE S
(= Z2lo|HA| | 24745 | Protection / 4&MAE | during storage and transfer. A elalof cist
) == 23 Additionally, ISO/IEC 24745:2011 Hote|d 3 Hotrla
provides requirements and M9
guidelines for the secure and
privacy-compliant management and
processing of biometric information.

HEROF o u= | EF ZE A5 o 8(=s o) g2 A2
(-’f—E/7|0=|) T TTr H._'Ii (%:"E'/E"E') T S\o i b e =)
Biometric technologies are developed in
various products and populated in
application systems such as border
control, physical access contral, etc., for
General biometric identity verification. These technologies Zajec
authentication protocol | are also expected to be applied to open | Ao_ﬂ Mol
(D:@ MAEEE | X108 and sys}em model network sy_stems for reliable user MHOIAl ol =
(= Al o} 4 profiles for authentication. However, open network zoez o
7109) - telecommunications systems need to manage risks in ;aﬂtl}; _C.;I N
systems / A& el4] | biometric products and system : = = Eﬂrf"_‘
olz oHUE configurations for secure remote services. | — = =
Recommendation ITU-T X.1084 specifies
biometric authentication protocols and
profiles for telecommunication systems in
open networks.
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This Regpmmendation defi.nes the . X 5 = Al Qboj| A 0]
vulngrab|l|t|§s and threats in operating &1 2| b}o| 2.0l Al
telebiometric systems, and proposes a =2 AH| Ao M
O~® Security evaluation of | general guideline for security /E;_Tlc”AIA_lAEiIO“
(= Biometrics / M| 214l | countermeasures, from both technical and I:OHékl_E —;FE—EE ;
5 Hord "ot managerial perspectives, in order to Elo_l-ﬂolt_;q j ==}

. . [ i B i == | =
estabhsh a seq‘e environment for the use wolyse Mo|s
of telebiometric systems and to protect Jtol=atol
individual privacy. T
Biometric technology in mobile devices is
frequently used in various areas which
require a high level of reliability such as
e-banking, and procurement services. It
is necessary to make efforts to develop

) a security system that can pre-emptively
Technical and ) ) ) = .
) cope Wwith potential security threats for ADIEE Ef =3
operational ) S ) o -
the purpose of ensuring mobile biometric | PC, fl0i2{=
countermeasures for ; ) ) : -
telebiometric data security. Since biometric technology | ElH}O|A &
O~® anplications usin handles sensitive personally identifiable SHAT| T A
(3 HYEE rggbile devices ? information (Pll), some of the privacy HAHEH, dAH O
2;5) Al Hob Q7|72 o2 issues for biometric in mobile devices SEMH|A0M
&l 2 50| @ 0l Al should be considered. ol8=<=
oo A1u|AEL°_||é+ Recommendation ITU-T X.1087 specifies | Ht0|2F ol ch st
o;gﬂ-_n?ﬂ; = the implementation model and threats in | 2 otx|td o
E;‘FLIH_iH o the operating telebiometric systems in 2oty Ao
- mobile devices. It provides a general
guideline for security countermeasures
from both the technical and operational
perspectives in order to establish a safe
mobile environment for the use of
telebiometric systems.
Recommendation ITU-T X.1088 describes
a framework for biometric digital key
Telebiometrics dicital generation, protection from a biometric ANedzx-sx s
9 template with public key certificate and M A 2ol M
key framework (TDK) . ) i, . } cols &
A framework for biometric certificate in order to provide FYs Ox
) o cryptographic secure authentication and MEI|E 4Ms5tn
O~® - biometric digital key o == Ho
(&= YHYEE eneration and secure communication on open network Hosts WS
e A Hob 9 ) environments. This Recommendation also | MA|&te 2 A
FE) protection -

eefuto| 2014/ S

ol 88t MAMY
M 2 BST|s

describes the security requirements in
biometric digital key generation and
protection. The framework described in
this Recommendation can be applied to
the biometric encryption and digital
signature
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non-cooperative environment, therefore it is
necessary to make criteria for acquiring
suitable multimodal telebiometrics for pet
entity authentication. And there are
requirements of devices that acquire
multimodal telebiometrics, and an
architecture in operating platform for stable
multimodal telebiometric applications for pet
animals.
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Recommendation ITU-T X.1092 provides an
Integrated framework for |integrated framework to protect biometric  |CIX[® & AH O
telebiometric data data and private information in e-health Me|AAbol| A &R}
protection and telemedicine. It defines a model of ZES AL ol A
1002 in e-health and health services using telebiometrics for user QIE_EE! HAXIES
) telemedicine / CIX[& |identification and authentication. It identifies |All&toldtaloz
A7 0] Mu|A0|MO| |threats in transmitting various sensory data |44 & 214Al7|=
dleftto| 2 related to human health and provides Mt 2 YR
HEHSI|= countermeasures for secure transmission — |=Z ot XM o
when applying the integrated framework.
Recommendation ITU-T X.1093 describes =
) . ) e =2
Teleb|om9tr|c access |the general scheme for Iog|ca| and/or X4 5 5 AL BEA] A4 0f| A]
control with smart ID  |physical access control using the o M2EX Aoz
X1093 | cards / 20FEZE=  |biometrics-on-card. This Recommendation AD}E 74 Alo]
SEfjo| Hefdto|2214] |can be applied to the recent emerging gﬂlgié OE.‘IH s
H2sH7|= area of requiring secure physical and also seMu|Az &8
logical access control management.
Biometric technology in mobile devices is
frequently used in various areas that
require a high Ievgl of reliability, such as a Anjes), BHl
Tesbomette | et s, In |27 FXE
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This Recommendation ITU-T X.pet_auth
defines an entity authentication infrastructure
for pet animals using telebiometrics. It
specifies multimodal telebiometrics which
uses nose pattern and iris. This
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. . insurance, and e-healthcare for pet M I AI7| HFo|
gleisE WA service for pet an.|mals animals. The entity authentication for pet dxlelao|u
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) SxolAl A=} of evaluatl_ng the pe.n‘ormanoe of ATl M|
A B oI K| Al iris recognmon algorithms and (KISA K-NBTC
commermal products among ABloIE7| 2z Bhed)
nations:
This standard specifies the
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