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Abstract A physically unclonable function (PUF) is a circuit that generates random numbers
by exploiting natural variation. Since it utilizes variations, which cannot be fully controlled, it
can be used to generate true random numbers, but environment change may distort the output.
In this paper, we propose a PUF with a confidence signal. We designed a PUF that exploits the
difference of the time constant of the circuit and verified that different PUFs generate distinct
outputs and the same PUF Kkeeps generating similar outputs regardless of the temperature
change. Compared to the existing technique, which employs an error correction code, the
proposed technique offers the same level of reliability at the 700 times smaller overhead.
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Table 1 Representative examples of PUF

Measurement Examples Representative Papers
Delay Arbiter PUF Daihyun Lim, J. et al. (2005)
Ring Oscillator PUF G. E. Suh and S. Devadas. (2007)
Memory SRAM PUF M. Kassem, et al. (2010)
RRAM PUF A. Chen (2015)
Optical Optical PUF X. Lu, et al. (2018)
Metastability  Butterfly PUF S. S. Kumar, et al. (2008)
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Fig. 3 Simulated outputs

S5 FFA Ao Wty 99
Aol AW WS g Ard 2
b greA FroAAd mer e A%

Welshel AT WA A7)
ol AAW T szl P £wo] zfol 7}

ol A= 3249 AA wjAHol HE
21 R 9 (analytical model)S w3ty WA,
Vost Vi& 242t olgje] Ao @3 + Stk

t

Vy(t)=Ve ™ 1)

V1 (t): Ve n (2)
o714 V= 48 Ad, = A7 = A RC
slzo] Aty ZAVNFGE F3 AT E

=
oudtth, = T HA 32 AZHdEo]

VoSt V9] 2olE AES HF gk [ ol
FAoR wHAAL T ghel A St Fig. 3(b)el
Aq B F el Alzte] Auw 00w e

£

F5QA L5147k WA

sy
-
toget 5% 4RSA 89wz $4E 8
3 =2 3
- =

A Bz gas sm Ael AuuA 53
gow uwt £ e va7 A6 0ol
A RadA AEa ke s
B 54¢ ga Awolel FEge F RCH
2o) Aol Aold v A& o)
@ 5 g
- _t _t
]:/ (Ve ™ —Ve ™)dt (3)
: _t _t]®
=|—7Ve + 7, Ve n 0
=(n—7)V

_14_



Journal of the Korea Industrial Information Systems Research Vol.27 No.4, Aug. 2022 :11-18

3.4 7¥

Aetet= PUFE Fig. 49 =2)3td 3285
o] g3t FAHUTE Vst Vo ZolE F317]
s 7] (subtracter) & A A 7]
(integrator)& &3] Z=o] A AHE7]9
=383 oA (threshold) S Hlw3}o] AFE AT
7F A E. AR 2898 55 B S50t
g F el 5o SFFE s v
(comparator)oll A A28 = glo] F 79| vl
715 AH&stTh AA Fdel AHEE IEEE
Fig. 5o ¢} .

Vo V;

le—|
e

Fig. 4 Conceptual block diagram of the
proposed PUF

4. A H

Fig. 59 3|2% 44 PCB(printed circuit
board)ell F&3ste] AdE Rl A
o A&7l FdE& #38 AFEEE op-amp
(operational amplifier)= Analog DevicesA}<]
OP07°0] a1 % &AE2 Fig. 5 3|Z2%0 e}
A= S AFESEAT AAl AlFEtd =Y
PCB¢] A}zle] Fig. 69 v} qlt

AeS 93] shvpe] BE=o) e PUFE +
AA T AA ALE Ao A= o]y HIE]
dostnz shve] HEo| o PUFE

L &

SRl
@ g e @ o
_O'L

2 E 0
H

I Hdgs 2 ZA A
W2 wd 47 PUFY] ko] w% o3
2 2 Aoz 1Y

KR
= =
go F23 WWT AT FAY

ot
K-
o mi B lo my ob
%
il
v
2l
o
=
=
9#
X
g
ot
N
Mo

-
-
'-1-1
lo,
i

2 4y AR oM. Kaur(2018)). whahAd,
ERAE ex Al f3 P BAg

Fig. 5 Circuit implementation of the proposed PUF
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